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EGA: European Genome-phenome Archive

» Repository that promotes the distribution and sharing of genetic and
phenotypic data consented for specific approved uses but not fully
open, public distribution.

« All types of sequence and genotype experiments, including
case-control, population, and family studies.
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Post-EXCELERATE EGA
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WPg Overview

e Taskg.1
» Support for large-scale submissions of -omic data and sample
metadata to the EGA
* Portable submission toolkit ("EGA-in-a-box”, “Local EGA")

e Taskg.2
* Support secure integration of EGA data to downstream project
client websites
* Access management workflow support
* ELIXIR and EGA access integration
 Taskg.3
* Large-scale data mirroring support
* EGA data access authorization integration
* Data access APlIs

elixir



Submission Ul
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& _Edit title and description

A Submission errors console

W Register study

& Submission files list

# Reaister samples

 Define one or more experiments
£* Link files and samples

i3t Submit dataset

& COPYRIGHT 2016 EGA CONSORTIUM  CONTACT US

NEED HELP? SUPPORT

X egabox-148 ~

LEGAL NOTICE  SUPPORT (vo.10.1)

Validated

Ul on top of the
Submission API

Available at
https://ega-archive.org/sub

mitterportal-test/

User/pwd:
ega-box-148 [ ELIXIR-Demo
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https://ega-archive.org/submitterportal-test/
https://ega-archive.org/submitterportal-test/

Access management workflow support (9.2.2)

e Resource Entitlement Management System (REMS)
* Electronic tool for the management of access rights to research data
* Supports federated identity authentication for both parties
* Developed at the CSC Finland

e Apply foran access to a resource
* Login using their home organisation's user ID and password
* Fillin an electronic data access application
* Agree to the terms of use for this dataset
e Circulate data access application for approval
* Provides reports on applications and approved access rights

3. Circulate Approver
1. Apply e
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Access management workflow support (9.2.2)

Requester DAC
1 Apply
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2 Grant

3 Update /Sync
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Access management workflow support (9.3.2)

Requester DAC
1 Apply 2 Grant
ﬁ

4 Inform

—

5 Login/Request 3 Update /Sync

7 Stream
Data

6 Check
Permissions
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Secure cloud access demo movie: hitps://www.youtube.com/watch?v=gwkZzz1e8bY %
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Local EGA Goals

Establish a "portable” core code base, that supports

1.  Submitter Registration at CEGA, specifying LEGA instance to store data
2. Dataset Ingestion and Archiving
3. Requester Registration & Dataset Access

https://github.com/NBISweden/LocalEGA

Optional processes

1.  On-the-fly decryption data access in secure cloud instances (9.3.2)

2. Mirroring/caching of CEGA hosted datasets at a LEGA instance (9.3.1)
3. Sync of metadata between CEGA and LEGA instance

e Hardware agnostic

e Nordic partners working on establishing Local EGA instances
— Coordinated in the Nordic Trygqgve project

| ]
* Infrastructure for collaboration on sensitive personal data for biomedical research = l IAIT
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https://github.com/NBISweden/LocalEGA
https://neic.no/tryggve/

Data mirroring (9.3.1)

TrackirgTable

» Processhastedpy

SN H

e Series of Python scripts in Luigi workflows

github.com/CSCfi/lega-mirroring



&2 for Genomics & Health

Data access APIs (9.3.3) i7% Global Alliance

Interaperability: One API, Many Apps

e Data discovery
Genome Command-line MapReduce

) Beacon APl Browser Interface Wrapper
*  Matchmaker API

e Data delivery P | | ooy | [ Trammt | | e

 Reads and variants API |
e Streaming AP 00

* Secure storage at rest
 File formats encryption container API f’g

e Security working group

» Software security task team - AAI g :fg) g
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Submission APl and Submission Ul (g9.2.1)

* Creating, editing and validating

Submission API

submissions prior to submission = e

e EGA submission

e OpenAPIl documentation
available at

e https://lega-archive.org/ope
napi/?url=https://ega-archiv
e.org/openapi/currentspecs/
submission-api.yaml

e Supports JSON and XML

elixir
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User registration & Data Archiving

Central EGA Local EGA instance

NEED HELP? CONTACTUS & egarbox-148 ~ Create INBOX for. uSer X /
5?‘ EGA Submitter Portal LI T« vew subnission [ ] >

ELIXIR-Demo submission (do not modify) g <
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:‘”‘”""‘ Archive FILES for user X
Register data access policy >
A Submission errors console <
FILES archived for user X
or ERROR

Register
Make Submitter
submission
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Local EGA Architecture
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ELIXIR and EGA access integration (9.2.3)

Http
"Let me access my files on a VM"

https OAuth2 authorisation req
"Please authenticate this user”
Authentication
g ELBR AR https OAuth2 authorisation code
"Reference number 12345"

https OAuth2 Access token request
"Tell me about the user with reference number 12345"

https OAuth2 Access token and refresh token
"He is Bob” Access token

https request Access token
"What are Bob's permitted datasets?”

https response
"Bob’s permitted datasets are EGAD0123, EGAD0234..”




Data access API
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