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conducting research on blockchain systems.
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we are developing scalable blockchain systems based on state of the
art security engineering principles. https://iohk.io
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GDPR & RIGHTS OF DATA
SUBJECTS

Right of access

Right of rectification

Right to basic information

Right to erasure

Right to object/restrict processing

Right of data portability



RIGEREOIE ACCESS

Article |15. GDPR:

The data subject has the right of access .. to the following
information

a) the purposes of the processing
b) the categories of personal data concerned
c) the recipients ...the personal data have been ... disclosed

h) the existence of automated decision-making... meaningful
information about the logic involved



RIGHT TO ERASURE

Article | 7. GDPR:

data subject shall have the right to obtain ... the erasure of
personal data.
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MOTIVATION

Many recent privacy related discussions about blockchain
systems deal with the privacy implications of using a particular
blockchain application (namely cryptocurrencies such as bitcoin).

Our main goal : using DLT and additional cryptographic
techniques in a constructive fashion to rethink & improve GDPR

compliance.
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Understanding DLIT

 DLT has blockchain protocols as a primary
reference point.

* The blockchain is a distributed database that
satisfies a unique set of safety and liveness
properties.

* To understand it, we can focus to its first (and so far
most successtul) application.



Case study : Money

* What is money?



Properties of Money

* amedium of exchange

e g unit of account

e a store of value



Properties of Money

can be used as medium
for the exchange
of goods - no barter

* amedium of exchange

e g unit of account

e a store of value



Properties of Money

* amedium of exchange
* a unit of account

e a store of value

can be used as medium
for the exchange
of goods - no barter

can be used for
pricing of all goods
and services, for
accounting purposes
and debt recording.



Properties of Money

can be used as medium
for the exchange
of goods - no barter

* amedium of exchange

can be used for

e a unit of account pricing of all goods
and services, for

accounting purposes

e a store of value and debt recording.

storing and retrieving it at a
point in the future maintains
its value.



Creating Money

Money 1.0 : using a trusted object
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Analysis of Money 1.0

mediocre
[Ok for face to face
transactions |

* a medium of exchange

e a unit of account

e a store of value

mediocre fungible,
but not divisible well.
typically forgeable.

bad. some objects may
deteriorate, others may have
unknown hidden guantities.



Creating Money

Money 2.0 : using a trusted entity

Trusted entity issues “IOU”s
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Analysis of Money 2.0

good
[for transactions
within the domain of

» a medium of exchange the trusted entity]

e a unit of account

e a store of value

great!
fungible & divisible.

mediocre
[tied to the availability & reputatior
of the issuing entity]



Creating Money

Money 3.0 : Bitcoin

Enter Blockchain & distributed Ledgers



I'he never-ending ook
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A “book” of transactions

- Each new page requires some effort to produce.

- Anyone can be a scribe and produce a page.

- New pages are produced indefinitely as long as
scribes are interested Iin doing so.



Importance of Consensus

* |t multiple conflicting books exist, which is the “right
one’?



Choosing the correct book

o ¥ @

\4

The current book to work on & refer to is the book with the
most pages. it multiple exist, just pick one at random.



Assembling the current book

e cach page refers only to the previous page
e current is assembled by stringing together
the longest sequence of pages.




Assembling the current book

e cach page refers only to the previous page

e current is assembled by stringing together
the longest sequence of pages.

Orphan pages




Rules of extending the book

The first scribe that discovers
\ a page announces it to everyone else



Effort Is needed to produce
a page

equivalent to : each page needs a special
combination from a set of dice to be rolled.




Effort Is needed to produce
a page

equivalent to : each page needs a special
combination from a set of dice to be rolled.




Effort Is needed to produce
a page

equivalent to : each page needs a special
combination from a set of dice to be rolled.




Effort Is needed to produce
a page

equivalent to : each page needs a special
combination from a set of dice to be rolled.




Effort Is needed to produce
a page

equivalent to : each page needs a special
combination from a set of dice to be rolled.




Effort Is needed to produce
a page

equivalent to : each page needs a special
combination from a set of dice to be rolled.




Effort Is needed to produce
a page

equivalent to : each page needs a special
combination from a set of dice to be rolled.




Effort Is needed to produce
a page

equivalent to : each page needs a special
combination from a set of dice to be rolled.

The probabilistic
nature of the process
IS paramount to its
security
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Being a scribe

* Anyone can be a scribe for the book.
* As long as you have a set of dice.

* The more dice one has, the higher the likelihood to
produce the winning combination to make a page.
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Using the book - Money 3.0

Buyer

verify purchase details

address for payment ?e”er

put
item
for
delivery




Parable & Reality

book L/ the “blockchain”
“Miners” /| Computer systems
, that organize
scribes

transactions in blocks

L/

Solving a cryptographic

producing \Ii puzzle that is moderately
a page @ hard to solve
rolling Using a computer to test for a solution
3 set of \.tg‘ from a large space of candidate

dice

solutions
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Analysis of Money 3.0

improving
[assuming internet
connectivity / adoption]

* a medium of exchange

e a unit of account

e a store of value

great!
fungible & divisible.

good
[no trusted parties -
no natural deterioration]
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From Money to Smart
Contracts

* Since we have created the book, why stop at
recording monetary transactions?

* We can encode In the book's pages arbitrary
relations between persons.

* Furthermore, scribes, can perform tasks such as
veritying that stakeholders comply to contractual
obligations ... and take action if they do not.



Smart Contract
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Smart Contract Operation

* A smart contract is a piece of code written in a
formal language that records all terms for a certain
engagement between a set of persons,
“stakeholders.”

» Stakeholders are identified by their accounts.
 [he smart contract has a public state.

e The smart contract self executes each time a
certain trigger condition is fulfilled.
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Application to Privacy
Preserving Data Processing

%
. O
Procedure: Data Subject produces data Q\\fé\ |
@ i
)
data controller creates smart &/
contract to maintain ,
and manage data auditor

deposits
request

data for processing
processing

engine ;/

Data
processor




DLT FOR PERSONAL DATA

Personal data managed by smart contract.

Actions that are permitted include updating and effective
erasure.

Requests for processing are also smart contract based.
Actions that are permitted include responding to the request.

Auditing (right of access) can be achieved by parsing the ledger.



A CHALLENGE

How to encode the personal data ?

How to implement the processor so to comply with minimum
information disclosure.
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[Goldreich Micali Wigderson |987]

(Secure) Multiparty Computation (MPC)
Parameterized by function f(.)
A set of n parties contribute inputs x/, x2, ..., xn

At the end of the protocol they compute f(x/, x2, ..., xn)



P ONS FRUC FRONCHOEA

Consider three roles:
Input-providers, Processors, Output-receivers
Input providers secret-share their input to processors

Secret-sharing:

Additive Secret Sharing
S1+S2+...+58,, =xmod P



MR ONS FRUC FIROINCHOEAGH

Represent function f as Boolean circuit, e.g.,, XOR,AND, NOT

and arithmetize it!

Multiplication

Input

Output

Input

Addition

Output

a,b NOT
(a-b) mod 2

a,b

(a 4+ b) mod 2

Input

Output

a
(1 + a) mod 2

(any function can be implemented using these gates)



MPC CONSTRUCTION IDEA, Il

XOR GATE

Suppose m parties hold shares of two inputs to an XOR gate.
Rl = e e e I o e e

How do they calculate shares of the output of the XOR gate!?

la|] + [b] mod 2



MR CONS FRUC FIRONCHIEATEY

NOT GATE

Suppose m parties hold shares of two inputs to a NOT gate.
ol =St S e
How do they calculate shares of the output of the NOT gate!?

@] = (1 + a1 mod 2,as,...,a;,)



MR CONS FRUC FRONSHOEAN

AND GATE

Suppose m parties hold shares of two inputs to an AND gate.

ol Thl o by ey b 1 b

How do they calculate shares of the output of the AND gate?

but we want;

al - |b] = {(a1by mod 2, ..., a;,b,, mod 2)



MPC CONSTRUCTION IDEA, VI

Use interaction between parties.

Tool : additive homomorphic encryption:

it enables:

E(x)-E(y) =E(@+ymod2) 4 &(z)= E(ax +b)

e.g. Goldwasser-Micali Cryptosystem (Turing awardees 2012).

public-key : £V Blum- Integer /N = pg,p = ¢ = 3 mod 4
encryption : (=1)"ymod N Y& QR(N)p_l
decryption ;: lest for quadratic residuosity 5 q: mod p =

¥ 2 mod q



MPC CONSTRUCTION IDEA,VII

2 2

(Z ai)(z b;) = a1by + azby + a1bs + a2b;
i=1 i=1
m=2
Eila
0 o :
81 (a1b2 = T) 52 (CLQ)
g e e
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MPC CONSTRUCTION IDEA,VII

2 2
(Z ai)(z b;) = a1by + azby + a1bs + a2b;
i=1 i=1
= (a1b1 + a1by + 7 — s) + (agbs + asby + s — 1)
m=2
51(@1)
i >
51 (a1b2 = 7’) 52 (CLQ)
i &l e
Ea(agby + ) 1, &2
> additive

homomorphic



MPC CONSTRUCTION IDEAVII

There are various cryptographic techniques that achieve
simulation of multiplication gates.

At the end, the processors posses shares of the output wires of
the circuit.

Such shares can be encrypted with the output-receivers’ key
and the result of the computation can be recovered.
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PUTTING IT ALL TOGETHER, (1)

Data gatekeepers, public entities which:
will provide a public-key.
sensitive data will be locked under their public-keys jointly.
able to respond to processing requests by data processors.

their existence will be incentivized by data processors.
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PUTTING IT ALL TOGETHER, (2)

Procedure: Data Subject selects data gatekeepers
& encodes data into the smart contract.

creates smart

contract containing
data encoding using
data gatekeeper’s PK’s

Data subject /
updates data,

or marks them as erased.




UPDATES, (1)

Smart contract contains a Merkle-Tree:

current state previous state current state

update:

off-chain
memory

off-chain
memory



UPDATES, (2)

Updating a smart contract, requires a secret-key (to prove
ownership)

Either the data subject or the data controller can maintain
secret-key (or event : jointly).

In the case of joint key ownership, an update requires
interaction between data subject and data controller.
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parse
Distributed
gatekeeper |- Ledger
for relevant 2 .
eposits
contracts request

= for processing

-
as aS.C.
E_/ A Data

~ Processor
gatekeeper

gatekeeper
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gatekeeper |-

gatekeeper |

gatekeeper

[ execute
MPC
¢ protocol
to calculate

deposits
request

for processing

asaS.C.

Data
Processor



PUTTING IT ALL TOGETHER, (3)

Payments
<l . execute
gatekeeper g/ protc col
_ -  to cal.ulate
gatekeeper C/ o B

gatekeeper

deposits
request

for processing
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Data
Processor



PUTTING IT ALL TOGETHER, (3)

Payments
ﬁ - execute
; MPC
gatekeeper &/ ¢ protccol , ki
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- ou:put 1[?? ;resct:essing
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W L proc
= Processor
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CONCLUSIONS

Positive use of DLT for improving GDPR inspired compliance
Issues.

Many open questions remain:

improve performance of secure multiparty computation
protocols.

integration of MPC / blockchain, DLT.

security & game theoretic analysis.
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