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DATA SHARING IN EPIDEMIOLOGY

1 Focus and Description

An immediate understanding of the COVID-19 disease epidemiology is crucial to slowing infections,
minimizing deaths, and making informed decisions about when, and to what extent, to impose
mitigation measures, and when and how to reopen society.

Despite our need for evidence based policies and medical decision making, there is no international
standard or coordinated system for collecting, documenting, and disseminating COVID-19 related data
and metadata, making their use and reuse for timely epidemiological analysis challenging due to issues
with documentation, interoperability, completeness, methodological heterogeneity, and data quality.

The intended audience for the epidemiology recommendations and guidelines are government and
international agencies, policy and decision makers, epidemiologists and public health experts, disaster
preparedness and response experts, funders, data providers, teachers, researchers, clinicians, and other
potential users.

2 Scope

Epidemiology underpins COVID-19 response strategies and public health measures. The
recommendations and guidelines support development of an internationally harmonized specification
to enable rapid reporting and integration of epidemiology and related data across domains and between
jurisdictions

The guidelines outline a data driven, coordinated global system that encompasses preparedness, early
detection, and rapid response to newly emergent threats such as SARS-CoV-2 virus and the COVID-19
disease that it causes.

Supporting Output

The supporting output (doi.org/10.15497/rda00049) provides supplemental resources, and further
develops the global data-driven vision described in the guidelines. This includes a proposed computable
framework to support system responses for emerging pathogens. It offers compatible and reliable data
models, protocols, and action plans for newly identified threats such as COVID-19.

3 Policy Recommendations

3.1 General

1. Urgently update data sharing policies and Memoranda of Understanding (MOUs) across all
domains, in government, healthcare systems, and research institutions to support Open Data,
Open Science, scientific data modernization, and linked data life cycles that will enable rapid and
credible scientific and epidemiologic discovery, and fast-track decision-making.

2. Streamline data flow between sub-national jurisdictions/institutions and their national
government, and countries and international organizations.
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3. Implement a “data first” publication policy in research by treating publication of data articles in
“open” peer-reviewed data journals, including the deposit of data and associated code in a
trusted digital repository with tiered access to appropriately credentialed people and machines
to preserve data security.

4. Peer-reviewed data articles should be treated as first-class research outputs equal in value to
traditional peer-reviewed articles.

5. Call upon the international Open Government Partnership (OGP) to add “Open Science” as one
of its Policy Areas to be included in National Action Plans. Hold member countries accountable
for developing and implementing Open Science commitments.

6. Publish situational data, analytical models, scientific findings, and reports used in decision-
making and justification of decisions (OGP 2020).

3.2 Information Technology and Data Management

Properly funded state of the art infrastructure is required to support advanced research, as well as the
and data management and data sharing required for rapid response and collaboration (See
Infrastructure Investment). For epidemiology in particular:

1.

Ensure an appropriate semantic annotation of data to facilitate its comparability across studies and
countries, using as much as possible established standards (e.g. LOINC, UMLS).

Rapidly develop standardised tools for aggregating microdata to a harmonised format(s) that can be
shared and used while minimising the re-identification risk for individual records.

Develop machine readable citations and micro-citations for dynamic data. Rapid development of: (a)
Resolvable Persistent Identifiers, rather than Uniform Resource Locators (URLs); (b) Machine readable
citations; (c) Micro-citations that refer to the specific data used from large datasets; and, (d) Date and
Time Access citations for dynamic data (ESIP, 2019).

3.3 COVID-19 Epidemiological data, analysis, and modeling

1.

Rapidly develop a consensus standard for COVID-19 surveillance data:

a. Definition of and reporting criteria for COVID-19 testing, reporting on testing, and testing
turnaround times.

b. Policies and definitions: interventions, contact tracing, reporting of cases, deaths,
hospitalisations and length of stay, ICU admissions, recoveries, reinfections, time from contact
if known, symptoms onset and detection, through clinical course and interventions, to death
or recovery, comorbidities, long-term effects in recovered cases, sequelae and immunity,
location, demographic, socioeconomic information, and outcome of resolved cases.

c. Uniform standard daily reporting cut-off time.

Rapidly develop an internationally harmonised specification to enable the export/import/integration
of epidemiologic data across different levels of data generation (e.g., clinical systems, population-
based surveillance/research data, data from biomarker and omics studies, death certification, health
insurance data), and successful record-linkage.

Develop systems that support workflows to link and share data between different domains, while
protecting privacy and security. Use domain specific, time stamped, encrypted person identifiers for
this purpose based on industry-standard encryption and cryptographic constructions.


https://www.opengovpartnership.org/policy-areas/
https://www.opengovpartnership.org/news/statement-on-the-covid-19-response-from-civil-society-members-of-ogp-steering-committee/

@

4. Implement internationally harmonised COVID-19 intervention protocols based on peer-reviewed
empirical modelling and epidemiological evidence, considering local conditions.

5. Publish situational data, analytical models, scientific findings, and reports used in decision-making and
justification of decisions (OGP, 2020b).

6. Account for public health decision making demands in COVID-19 studies.

7. Harmonise approaches to comparably assess and quantify side-effects of pandemic containment and
mitigation measures.

8. Report underlying assumptions and quantify effects of uncertainties on all reported parameters and
conclusions for all model predictions etc.

9. Implement a data-driven approach for early identification of hotspots.

4 Guidelines

These guidelines highlight current system challenges and offer solutions to help support a larger
framework designed to coordinate and structure the collection and use of COVID-19 related data. Six
focus areas, described in the guidelines and supporting output (data sources, instruments, privacy,
epidemiological data model, computable framework, and an epi-stack architecture), progressively
develop a data driven global vision for managing novel biological threats such as COVID-19. We begin
with population level data sources that drive the public health strategy and response at all stages of the
COVID-19 threat, from emergence through containment, mitigation, and reopening of society. We then
survey clinical and population-based instruments that collect data and discuss preservation of
individuals’ privacy in shared COVID-19 related data. A full spectrum data model is presented
encompassing hospital specific surveillance and electronic health records together with field-based
demographic and epidemiological surveillance. We propose Epi-TRACS, a computable framework for
emerging pathogen action plans, and an epi-stack that uses the Common Data Model with COVID-19 to
integrate clinical data and epidemiological data.

4.1 COVID-19 Population Level Data Sources

Although jurisdictions within countries send COVID-19 population level data to the national level, and
member countries send data to the WHO, other organisations also collect COVID-19 surveillance data
from various sources for a variety of reasons (Table 1). Epidemiologists are thus faced with a situation
where it is difficult to assess which datasets are the most up-to-date, complete, and reliable.

See Appendix 1 for further details and discussion.
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Table 1. COVID-19 population level data sources

Allen Institute for Al COVID-19 Open Research Dataset (CORD-19)

Apple Inc. COVID-19-Mobility Trends Reports

European Centre for Disease Control Geographic distribution of COVID-19 cases worldwide
European Centre for Disease Control The European Surveillance System (TESSy).
Institute for Health Metrics and Evaluation (IHME) Global Health Data Exchange (GHDx)
Google Inc. COVID-19 Community Mobility Report

Johns Hopkins University COVID19 dataset

Kieren Healy Rpackage - COVID19 Case and Mortality Time Series

Oxford University COVID19 dataset

The Atlantic COVID Tracking Project

The New York Times Covid-19 Data in the United States

U.N. Humanitarian Data Exchange (HDX)

U.S. Centre for Disease Control Cases of COVID19 in the U.S.

University of Washington Be Outbreak Prepared

World Bank Understanding the Coronavirus (COVID-19) pandemic through data

World Health Organization (WHO) Novel Coronavirus (2019-nCoV) situation reports
Worldometer COVID19 data

4.2 Interoperable COVID-19 epidemiological surveillance: Clinical and Population-based
instruments

International efforts are currently underway to create COVID-19 instruments/questionnaires (Tables 2
and 3). These COVID-specific tools are concentrated at person-level for clinic/hospital surveillance (e.g.,
Case Report Forms-CRFs), or community surveillance (e.g., questionnaire for general population), and do
not necessarily collect the same data. Adherence of new studies to already introduced instruments will
strongly enhance the comparability of results.

Table 2. Questionnaire instruments: Reference studies

CLINICAL

Australia: NSW Case questionnaire

Germany: Covid-19 research dataset

Uganda: Perinatal COVID-19 Uganda

us: Human Infection with 2019 Novel Coronavirus Person Under Investigation (PUl) and Case Report Form
WORLDWIDE

(Member states of WHO): Global COVID-19: clinical platform: novel coronavirus (COVID-19): rapid version

POPULATION-BASED

Brazil: Brazil Prevalence of Infection Survey
Europe: Questionnaire by WHO Europe
Germany: GESIS Panel Special Survey on the Coronavirus SARS-CoV-2 Outbreak in Germany

Germany: NAKO COVID-19 Survey tool



https://pages.semanticscholar.org/coronavirus-research
https://pages.semanticscholar.org/coronavirus-research
https://www.apple.com/covid19/mobility
https://www.ecdc.europa.eu/en/publications-data/download-todays-data-geographic-distribution-covid-19-cases-worldwide
https://www.ecdc.europa.eu/en/publications-data/european-surveillance-system-tessy
http://ghdx.healthdata.org/
https://www.google.com/covid19/mobility/
https://github.com/CSSEGISandData/COVID-19
https://kjhealy.github.io/covdata
https://github.com/owid/covid-19-data
https://covidtracking.com/
https://github.com/nytimes/covid-19-data
https://data.humdata.org/
https://data.humdata.org/
https://www.cdc.gov/coronavirus/2019-ncov/cases-updates/cases-in-us.html
https://github.com/beoutbreakprepared
http://datatopics.worldbank.org/universal-health-coverage/covid19/
https://www.who.int/emergencies/diseases/novel-coronavirus-2019/situation-reports
https://www.worldometers.info/coronavirus/
https://www.health.nsw.gov.au/Infectious/Forms/novel-coronavirus-case-questionnaire.pdf
https://www.health.nsw.gov.au/Infectious/Forms/novel-coronavirus-case-questionnaire.pdf
https://art-decor.org/art-decor/decor-datasets--covid19f-?id=&effectiveDate=&conceptId=&conceptEffectiveDate=
https://art-decor.org/art-decor/decor-datasets--covid19f-?id=&effectiveDate=&conceptId=&conceptEffectiveDate=
https://www.dropbox.com/s/1p32oudodv8bm1h/periCOVID%20Uganda%20CRF.docx?dl=0
https://www.dropbox.com/s/1p32oudodv8bm1h/periCOVID%20Uganda%20CRF.docx?dl=0
https://www.phenxtoolkit.org/toolkit_content/PDF/CDC_PUI.pdf
https://www.phenxtoolkit.org/toolkit_content/PDF/CDC_PUI.pdf
https://www.who.int/publications-detail/global-covid-19-clinical-platform-novel-coronavius-(-covid-19)-rapid-version
https://www.dropbox.com/s/l9hhblb83ybr70u/Brazil%20COVID%20serological%20survey%20questionnaire%2020200428.docx?dl=0
https://www.dropbox.com/s/l9hhblb83ybr70u/Brazil%20COVID%20serological%20survey%20questionnaire%2020200428.docx?dl=0
http://www.euro.who.int/__data/assets/pdf_file/0007/436705/COVID-19-survey-tool-and-guidance.pdf?ua=1
http://www.euro.who.int/__data/assets/pdf_file/0007/436705/COVID-19-survey-tool-and-guidance.pdf?ua=1
https://search.gesis.org/research_data/ZA5667
https://search.gesis.org/research_data/ZA5667
https://nako.de/allgemeines/kontakt/
https://nako.de/allgemeines/kontakt/
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Israel One-minute population wide survey
Low and Middle
Income Countries: LMIC Covid Questionnaire

South Africa: South African Population Research Infrastructure (SAPRIN) COVID-19 Screening Form
South Asian

countries: National Institute for Health Research (NIHR) Global Health Research Unit

UK UK COVID-19 Questionnaire

Worldwide (WHO): Population-based age-stratified sero-epidemiological investigation protocol for COVID-19
virus infection

Table 3. Questionnaire instruments: Resources

NIH Public Health Emergency and Disaster Research Response (DR2)
NIH COVID-190BSSR Research Tools
PheynX PhenX COVID-19 Toolkit

Some of the questionnaire initiatives shown in Tables 2 and 3 are currently feeding into the construction
of a COVID-19 demographic and epidemiological surveillance question bank that can be used to form
locality specific surveys with both common and distinct questions by domains and cohorts (Wellcome
Trust). Some, such as the UK COVID-19 Questionnaire, or the Covid-19 research dataset are now being
funded. Question banks, once they become operational can be queried and filtered by domain, cohort,
question text, etc. Based on such queries, new questionnaire products can be developed that are more
or less interoperable, depending on the questions selected and the capture of “localisation” information
in the question metadata when questions are reused from one survey to the next.

See Appendix 2 for further details and discussion.

4.3 Preservation of individuals’ privacy in shared COVID-19 related data

Data sharing is essential to improve epidemiological analysis, cross-border pandemic modelling, and
coordinated policy development between countries. To ensure privacy, both pseudo-anonymisation of
direct identifiers (e.g. patient specific ID’s) and anonymisation of indirect identifiers (e.g. socio-
demographic information on individuals) must be applied. In addition, it is necessary to control
statistical disclosure risk to prevent identification of individuals and their health status using a
combination of indirect identifiers such as education level, sex, age, and clinical condition, among others
(Duncan et al., 2011; Templ et al., 2015; Templ, 2017). Using synthetic data may be an option to lower
re-identification risks while retaining properties of the original data sets.

See Appendix 3 for further details and discussion.


https://coronaisrael.org/en/
https://drive.google.com/file/d/1-x7kJ-8XsijWZ69Z6C7jEHD9n2acvaqu/view
https://www.dropbox.com/s/iuhe4366msdfq5c/COVID-19%20Screening%20Form%202020.pdf?dl=0
https://www.dropbox.com/s/iuhe4366msdfq5c/COVID-19%20Screening%20Form%202020.pdf?dl=0
https://www.dropbox.com/s/auvvey4utibd85s/GHRU%20-%20COVID%20Questionnaire%20-%20v6.docx?dl=0
https://www.dropbox.com/s/hy6jdpgvkgpgxfi/Final%20UK%20Covid%20Questionnaire_23%20April.pdf?dl=0
https://www.who.int/publications-detail/population-based-age-stratified-seroepidemiological-investigation-protocol-for-covid-19-virus-infection
https://www.who.int/publications-detail/population-based-age-stratified-seroepidemiological-investigation-protocol-for-covid-19-virus-infection
https://www.who.int/publications-detail/population-based-age-stratified-seroepidemiological-investigation-protocol-for-covid-19-virus-infection
https://www.nlm.nih.gov/dr2/COVID-19_BSSR_Research_Tools.pdf
https://www.phenxtoolkit.org/covid19/
https://www.dropbox.com/s/hy6jdpgvkgpgxfi/Final%20UK%20Covid%20Questionnaire_23%20April.pdf?dl=0
https://www.dropbox.com/s/hy6jdpgvkgpgxfi/Final%20UK%20Covid%20Questionnaire_23%20April.pdf?dl=0
https://art-decor.org/art-decor/decor-datasets--covid19f-?id=&effectiveDate=&conceptId=&conceptEffectiveDate=
https://www.scopus.com/inward/record.uri?eid=2-s2.0-79952623234&doi=10.1007%2fs13181-010-0130-6&partnerID=40&md5=8a2aaeb4cb3a6c8b0169706f5d343f71
https://www.scopus.com/inward/record.uri?eid=2-s2.0-84950130182&doi=10.1515%2fJOS-2015-0043&partnerID=40&md5=7c25a8b882ca120b81a11771368a0577
https://www.scopus.com/inward/record.uri?eid=2-s2.0-85032792186&doi=10.1007%2f978-3-319-50272-4&partnerID=40&md5=23b9fbf86170ba79ca9be8751831d3f9
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4.4 A Full Spectrum View of the COVID-19 Data Domain: An Epidemiological Data
Model

The COVID-19 epidemiology that guides public health decisions is dependent on interoperable input
data from across a wide variety of domains that include not only clinical, surveillance, research, and
modelling data, but also administrative, demographic, socioeconomic, cultural practices and lifestyle,
and environmental data, amongst others.

An epidemiological surveillance data model must include the primary data domains that need to be
integrated to understand COVID-19, and to improve surveillance and follow-up: (a) clinical event history
and disease milestones; (b) epidemiological indicators and reporting data; (c) contact tracing; (d)
personal risk factors.

Standardization challenges within each of these domains remain to be solved before data can be
effectively integrated across domains for epidemiology studies. For example, on the clinical side, the
U.S. Clinical Data Interchange Standards Consortium (CDISC) new specification (Interim User Guide for
COVID-19), and the WHO Core and Rapid COVID-19 Case Reporting Forms used in low- and middle-
income Countries (LMIC) require additional harmonization.

See Appendix 4 for further details and discussion.

4.5 Epi-TRACS: Rapid detection and whole system response for emerging
pathogens

WHQO'’s Global Influenza Surveillance Response System (GISRS) is a well-established network of more
than 150 national public health laboratories in 125 countries that monitors the epidemiology and
virologic evolution of influenza disease and viruses (WHO, 2020).

Prior to the COVID-19 outbreak, WHO was already engaged in re-examining GISRS’s long-term fitness-
for-purpose. In line with these short-term considerations, and with GISRS long-term aspirations, we are
recommending a real time, adaptable, rapid response system that supports developing countries, and
that employs new technology to combat pandemics and other emerging diseases. The RDA-COVID19-
Epidemiology group recommends the creation of a WHO-led EPIdemiological Translational Research
Action Coordination System (Epi-TRACS) to add an implementation layer to the existing WHO policies,
guidelines, partnerships, and information exchange stack adapted to country-specific contexts.

See Appendix 5 for further details and discussion.

4.6 Putting It All Together: Common Data Model and Epi-Stack
Common Data Model (CDM)

Data models may make use of the broad ecosystem of surveillance and clinical data that can also include
contact tracing apps, biospecimens, and environmental sample data collected in the
community/population or clinic/hospitals.

An emulated trials approach may enable assessment of various risk and prognostic factors (Hernan
et.al., 2016). Application of a Common Data Model (CDM) for COVID-19 would facilitate comparing


https://doi.org/10.1093/aje/kwv254
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clinical burden and patient outcomes in the context of previous environmental and exposures and
comorbidities.

Another possible use case is decision support following an early warning system alert of emergence of a
novel pathogen such as SARS-CoV-2. The CDM provides a framework for making public health policy
decisions, using partial information about the pandemic that leverages population-level population and
health information, person-level epidemiological surveillance information collected in the field and, at
the same time or alternatively, person-level patient care information collected in a clinic or hospital
setting.

Epi-Stack

The WHO has established the Information Network for Epidemics (Epi-WIN) covering four strategic
areas: (a) ldentify; (b) Simplify; (c) Amplify; and, (d) Quantify. Evidence is gathered, appraised, and
assessed to help form recommendations and policies that have an impact on the health of individuals
and population.

The RDA Epi subWG proposes an expanded Epi-Stack feeding into Epi-WIN. This would bring together in
a managed system a common data model, the epidemiological surveillance data model, clinical and
guestionnaire data, population level indicators, and core use cases (Epi-TRACS early warning and
response system, decision support research, and patient care research). It is critical that resiliency be
built into the system, from the standpoint of how the system functions under stress. When the degree
of complexity and interdependencies increase in human made systems, there is always the risk of
collapse if not enough balance is built into the system (both the IT infrastructure, data governance, and
the "people" part).

See Appendix 6 for further details and discussion.
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BACKGROUND

COVID-19 data is a Big Data problem, especially with respect to variety, velocity, veracity, and volume
(NIST 2019, Volumes 1-9). The WHO receives COVID-19 data from member countries which typically
receive it at the national level from provinces/states, counties, municipalities, public health authorities,
and/or hospitals. The WHO should then be the central “go to” source to find world-wide, population
level COVID-19 data. However, the system is fraught with antiquated data collection and transmission
methods which slow down the reporting, introduce errors and incomplete data, and make the data
difficult to find and use. As a result, other organizations and individuals have also compiled COVID-19
related population level data in an attempt to provide well organized, analysis ready data for their own
use or for the benefit of other end-users. Added to the mix, are a large number of dashboards which
also provide data, but whose motivation is primarily to drive traffic to their website to promote the
organization or a product, making the completeness and reliability of the underlying data questionable.
Epidemiologists and other end users are thus faced with a situation where the data are fragmented, and
difficult to find, access, and assess.

The objective of the present paper was the creation and analysis of a dataset to provide:

1. reliable resources for downloading COVID-19 related population level data;

2. adescription of the type and format of the available data;

3. links to the actual data; and,

4. information about each of the resources to help guide data users in selecting the resources most
suitable for their needs.

METHODS

Dataset
Resources providing compiled COVID-19 population level data were identified from PubMed and Google
searches, and from catalogues discovered during those searches.

Inclusion criteria: The resource must provide COVID-19 related population level data in a downloadable,
machine-readable format, and must document their data source(s).
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Exclusion criteria: Jurisdictional (country, province/state, municipality, hospital, public health authority,
etc.) data sources were generally excluded, with some exceptions as described in the discussion. Data
embedded in PDF files were not included, an exception being the WHO daily situation reports. Maps and
dashboards were not included, unless they also provided links to the underlying code and data used to
generate the visualization. Data summaries, summary statistics, and the results of data analyses were
not included.

Dataset description
Retained resources were further explored to identify the purpose of the data compilation, types of data
available, download links, and especially the sources relied upon to compile the data.

RESULTS

Table 1. COVID-19 related population datasets and sources

Table 2. Resources that provide a corpus of COVID-19 related text

Table 3. Resources that track COVID-19 policy responses

Table 4. Very useful visualizations of COVID-19 data that go beyond the usual “dashboards”
Table 5. Sites that maintain a database or catalogue of resources.

Table 6. COVID-19 related data analysis platforms

Table 1. COVID-19 related population datasets and sources. Resources are listed in alphabetical order.

Website or resource Website dataset/ Data or code and file type
creator database name (available for download from the website)
Description and sources used to create the dataset/database
1D (as described on the website)
1 1Point3Acres 1Point3Arces Need to request data access
Manually aggregates data from official government websites and latest news reports. Volunteers fact-check and de-duplicate all the
updates.
This is a data tracker. Its data are used by CDC, JHU COVID19 World Map, UN and FEMA.
2 | Apple COVID-19-Mobility CSV file and charts. Downloading data must adhere to the terms of use.
Trends Reports
Data sent from users’ devices to the Maps service. Data is associated with random, rotating identifiers so Apple doesn’t have a profile
of individual movements and searches. Reports are published daily and reflect request for directions.
3 | Chen, Emily The COVID-19 Hydrating using Hydrator (GUI) or Twarc (CLI)
Tweet IDs dataset
Data were collected on January 28, 2020, leveraging Twitter’s streaming application programming interface (API) and Tweepy to follow
certain keywords and accounts that were trending at the time data collection began. Twitter’s were used to search API to query for
past tweets, resulting in the earliest tweets in the collection dating back to January 21, 2020.
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https://coronavirus.1point3acres.com/en
https://coronavirus.1point3acres.com/en/data
https://www.apple.com/covid19/mobility
https://www.apple.com/covid19/mobility
https://www.apple.com/legal/privacy/
https://github.com/echen102/COVID-19-TweetIDs
https://github.com/echen102/COVID-19-TweetIDs
https://github.com/DocNow/hydrator
https://github.com/echen102/COVID-19-TweetIDs
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eCDC-European CovID-19 Intensity (html
Centre for Disease surveillance report Epidemic curves (html)
Control Severity (html

Risk groups most affected
Other epidemiologic characteristics

Global COVID-19 data XLSX, CSV, JSON, XML
Data quality (html

Read into R:
library(utils)
data <- read.csv("https://opendata.ecdc.europa.eu/covid19/casedistribution/csv
", na.strings = "", fileEncoding = "UTF-8-BOM")

Need to request access to infectious diseases data.

Aggregated data infectious diseases (CSV).

Daily counts of reported cases and reported deaths collected by ECDC epidemic intelligenceCOVID-19. Reports from the Early Warning
and Response System (EWRS), EU/EEA countries through the European Surveillance System (TESSy), the WHO, and email exchanges
with other international stakeholders. This information is complemented by screening up to 500 sources every day to collect COVID-19
figures from 196 countries. This includes websites of ministries of health (43% of the total number of sources), websites of public
health institutes (9%), websites from other national authorities (ministries of social services and welfare, governments, prime minister
cabinets, cabinets of ministries, websites on health statistics and official response teams) (6%), WHO websites and WHO situation
reports (2%), and official dashboards and interactive maps from national and international institutions (10%). In addition, ECDC
screens social media accounts maintained by national authorities, for example Twitter, Facebook, YouTube or Telegram accounts run
by ministries of health (28%) and other official sources (e.g. official media outlets) (2%).

The European Surveillance System (TESSy) is a web application and a database used by European Member States to report surveillance
data. eCDC collect and process COVID-19 data.There are three types of access to TESSy data: direct access to data (restricted), access
to subsets of data, and access to aggregated published data (unrestricted.).Direct access to data refers to validated data (i.e. data
validated by the data providers according to the metadata set validation rules) within TESSy. Access to query the TESSy database is
restricted to qualified users. The only unrestricted dissemination is aggregated data via the eCDC, not via TESSy. TESSy mtadata report

Google CovID-19 CSV file. Use of data must adhere to Google Terms of service
Community
Mobility Report

Aggregated, anonymized sets of data from users who have turned on the |ocation history setting, which is off by default. The report
will be available for a limited time, so long as public health officials find them useful in their work to stop the spread of COVID-19.

HGH-Harvard Global COVID-19 Hospital HRR scorecard (Gsheets)
Health Institute Capacity Estimates Data guide
2020

Launched in collaboration with ProPublica, and in sync with news reports in The New York Times and CBS Morning News.

Sources: COVID-19 model;

Healy, Kieran Rpackage - COVID19

Case and Mortality
Time Series

European Centers for Disease Control; COVID Tracking Project; New York Times; COVID-NET Coronavirus Disease 2019 (COVID-19)-
Associated Hospitalization Surveillance Network; Human Mortality Database; New York Times. Apple mobility trends; Google mobility
trends. CoronaNet Project
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https://covid19-surveillance-report.ecdc.europa.eu/
https://covid19-surveillance-report.ecdc.europa.eu/
https://covid19-surveillance-report.ecdc.europa.eu/#2_intensity
https://covid19-surveillance-report.ecdc.europa.eu/
https://covid19-surveillance-report.ecdc.europa.eu/#4_severity
https://covid19-surveillance-report.ecdc.europa.eu/#5_risk_groups_most_affected
https://covid19-surveillance-report.ecdc.europa.eu/#6_other_epidemiological_characteristics
https://www.ecdc.europa.eu/sites/default/files/documents/COVID-19-geographic-disbtribution-worldwide.xlsx
https://opendata.ecdc.europa.eu/covid19/casedistribution/csv
https://opendata.ecdc.europa.eu/covid19/casedistribution/json
https://opendata.ecdc.europa.eu/covid19/casedistribution/xml
https://covid19-surveillance-report.ecdc.europa.eu/#7_tessy_data_quality
https://opendata.ecdc.europa.eu/covid19/casedistribution/csv
https://www.ecdc.europa.eu/en/publications-data/european-surveillance-system-tessy
http://atlas.ecdc.europa.eu/public/index.aspx
https://www.ecdc.europa.eu/en/publications-data/european-surveillance-system-tessy
https://www.ecdc.europa.eu/en/publications-data/european-surveillance-system-tessy
https://www.ecdc.europa.eu/en/covid-19/data-collection
https://www.ecdc.europa.eu/en/publications-data/request-tessy-data-research
https://www.ecdc.europa.eu/en/publications-data/request-tessy-data-research
https://tessy.ecdc.europa.eu/TessyHelp/index.aspx?navigation=TechnicalGuidelines
https://www.google.com/covid19/mobility/
https://www.google.com/covid19/mobility/
https://www.google.com/covid19/mobility/
https://policies.google.com/terms?hl=en
https://support.google.com/accounts/answer/3118687
https://globalepidemics.org/
https://globalepidemics.org/
https://globalepidemics.org/
https://docs.google.com/spreadsheets/d/1xAyBFTrlxSsTKQS7IDyr_Ah4JLBYj6_HX6ijKdm4fAY/edit#gid=0
https://globalepidemics.org/our-data-guide/
https://docs.google.com/spreadsheets/d/1ZoWJrrKbZI_yb2JJh36sU0IiF3J0JNp8UwLwLEbqO9M/edit#gid=0
https://kjhealy.github.io/covdata
https://kjhealy.github.io/covdata
https://kjhealy.github.io/covdata
https://www.ecdc.europa.eu/en
https://covidtracking.com/
https://github.com/nytimes/covid-19-data
https://www.cdc.gov/coronavirus/2019-ncov/covid-data/covidview/index.html
https://www.cdc.gov/coronavirus/2019-ncov/covid-data/covidview/index.html
https://www.mortality.org/
https://github.com/nytimes/covid-19-data
http://apple.com/covid19
https://www.google.com/covid19/mobility/data_documentation.html
https://www.google.com/covid19/mobility/data_documentation.html
https://coronanet-project.org/
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8 | JHU-Johns Hopkins COVID19 dataset csse _covid 19 daily reports;
University csse _covid 19 daily reports us;
csse_covid 19 time series;
who covid 19 sit rep time series;
Data modification records
COVID-19 Case tracker updated daily.
GLOBAL DATA: WHO; European CDC; China global report (DXY.cn); WorldoMeter; 1Point3Arces; BNO News. US DATA: US CDC; The
Atlantic COVID Tracker; Colorado; Florida and Florida maps; Maryland; New York State (Dept Health); NYC HMH and NYC Health;
Washington State. NON-US DATA: Australia and Australia COVID Live; Brazil Canada; Chile; China NHC and_China CDC; Colombia and
Instituto Nacional de Salud; France and France key data; Germany; Hong Kong; Israel; Italy and_Italy regions; Japan; Kosovo (and
amazon); Macau;_Mexico; OpenCOVID19 France; Peru; Russia; Serbia; Singapore; Spain; Sweden; Taiwan CDC; Ukraine; West Bank and
Gaza.
9 | NYT-New York Times COVID-19 data in us.csv (raw CSV).
the USA states.csv (raw CSV)
counties.csv (Raw CSV file)
Geographic exceptions
Excess deaths tracker
Journalists working across several time zones to monitor news conferences, analyze data releases and seek clarification from public
officials on how they categorize cases. In most instances, the process of recording cases has been straightforward. But because of the
patchwork of reporting methods for this data across more than 50 state and territorial governments and hundreds of local health
departments, our journalists sometimes had to make difficult interpretations about how to count and record cases. For those reasons,
our data will in some cases not exactly match with the information reported by states and counties. For example, when a resident of
Florida died in Los Angeles, we recorded her death as having occurred in California rather than Florida, though officials in Florida
counted her case in their own records. And when officials in some states reported new cases without immediately identifying where
the patients were being treated, we attempted to add information about their locations once it became available.
10 | Panchadsaram et al. COVID exit strategy Data (Google sheet)
Criteria. Gating criteria provided by the White House in their Reopening America Again guidelines.
Sourced publicly available data that best represents where a state is at. Some sources are more "real-time" like_case data, but others
can lag a week like_influenza-like illness (ILI) data.
Data sources: COVID Tracking Project (cases, deaths, tests); rt.live (effective reproduction number); CDC (ILI-Influenza-Like Iliness
activity level indicator determined by data reported to ILINet); CDC (ICU & Hospital Utilization)
11 | The Atlantic COVID Tracking COVID-19 Google sheets
Project COVID-19 API (csv and JSON)
Grading State data quality (Google sheets)
Github
Collects the data directly from the public health authority in each US state and territory (and the District of Columbia). Each of these
authorities reports its data in its own way, including online dashboards, data tables, PDFs, press conferences, tweets, and Facebook
posts. The data team uses website-scrapers and trackers to alert them to changes, but the actual_updates to their datasets are done
manually by volunteers who watch press conferences, follow social media tips about changes in data definitions, double-check each
change, and extensively annotate areas of ambiguity.
12 | The Atlantic & COVID racial data Racial/ethnicity CSV

Antiracist Research & | tracker

Policy Center (ARPC

Compiles COVID-19 race and ethnicity data for states that are reporting it. This is a challenging dataset to compile and code. While an
increasing number of states and territories are providing race and ethnicity data, the data remain incomplete and inconsistent.
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https://coronavirus.jhu.edu/map.html
https://github.com/CSSEGISandData/COVID-19/tree/master/csse_covid_19_data/csse_covid_19_daily_reports
https://github.com/CSSEGISandData/COVID-19/tree/master/csse_covid_19_data/csse_covid_19_daily_reports_us
https://github.com/CSSEGISandData/COVID-19/tree/master/csse_covid_19_data/csse_covid_19_time_series
https://github.com/CSSEGISandData/COVID-19/tree/master/who_covid_19_situation_reports/who_covid_19_sit_rep_time_series
https://github.com/CSSEGISandData/COVID-19/tree/master/csse_covid_19_data#data-modification-records
https://www.who.int/
https://www.ecdc.europa.eu/en/geographical-distribution-2019-ncov-cases
http://3g.dxy.cn/newh5/view/pneumonia
https://www.worldometers.info/coronavirus/
https://coronavirus.1point3acres.com/en
https://bnonews.com/index.php/2020/02/the-latest-coronavirus-cases/
https://covidtracking.com/data
https://covidtracking.com/data
https://covid19.colorado.gov/covid-19-data
https://services1.arcgis.com/CY1LXxl9zlJeBuRZ/arcgis/rest/services/Florida_COVID19_Cases/FeatureServer/0
https://fdoh.maps.arcgis.com/apps/opsdashboard/index.html#/8d0de33f260d444c852a615dc7837c86
https://coronavirus.maryland.gov/
https://health.data.ny.gov/Health/New-York-State-Statewide-COVID-19-Testing/xdss-u53e/data
https://health.data.ny.gov/Health/New-York-State-Statewide-COVID-19-Testing/xdss-u53e/data
https://www1.nyc.gov/site/doh/covid/covid-19-data.page
https://github.com/nychealth/coronavirus-data
https://www.doh.wa.gov/emergencies/coronavirus
https://www.doh.wa.gov/emergencies/coronavirus
https://www.covidlive.com.au/
https://covid.saude.gov.br/
https://www.canada.ca/en/public-health/services/diseases/coronavirus.html
https://www.minsal.cl/nuevo-coronavirus-2019-ncov/casos-confirmados-en-chile-covid-19/
http://www.nhc.gov.cn/xcs/yqtb/list_gzbd.shtml
http://weekly.chinacdc.cn/news/TrackingtheEpidemic.htm
https://antioquia2020-23.maps.arcgis.com/apps/opsdashboard/index.html#/a9194733a8334e27b0eebd7c8f67bd84
https://www.ins.gov.co/Paginas/Inicio.aspx
https://www.ins.gov.co/Paginas/Inicio.aspx
https://dashboard.covid19.data.gouv.fr/
https://github.com/opencovid19-fr/data/blob/master/dist/chiffres-cles.json
https://interaktiv.morgenpost.de/corona-virus-karte-infektionen-deutschland-weltweit/
https://www.chp.gov.hk/en/features/102465.html
https://govextra.gov.il/ministry-of-health/corona/corona-virus/
http://www.salute.gov.it/nuovocoronavirus
https://github.com/pcm-dpc/COVID-19/tree/master/dati-regioni
https://covid19japan.com/#all-prefectures
https://kosova.health/
https://covidks.s3.amazonaws.com/data.json
https://covidks.s3.amazonaws.com/data.json
https://covid19.sinave.gob.mx/
https://github.com/opencovid19-fr
https://www.arcgis.com/apps/opsdashboard/index.html#/f90a7a87af2548699d6e7bb72f5547c2
https://%D1%81%D1%82%D0%BE%D0%BF%D0%BA%D0%BE%D1%80%D0%BE%D0%BD%D0%B0%D0%B2%D0%B8%D1%80%D1%83%D1%81.%D1%80%D1%84/information/
https://covid19.rs/homepage-english/
https://www.moh.gov.sg/covid-19
https://www.rtve.es/noticias/20200514/mapa-del-coronavirus-espana/2004681.shtml
https://sites.google.com/cdc.gov.tw/2019ncov/taiwan?authuser=0
https://covid19.rnbo.gov.ua/
https://corona.ps/details
https://corona.ps/details
https://github.com/nytimes/covid-19-data
https://github.com/nytimes/covid-19-data
https://github.com/nytimes/covid-19-data/blob/master/us.csv
https://raw.githubusercontent.com/nytimes/covid-19-data/master/us.csv
https://github.com/nytimes/covid-19-data/blob/master/us-states.csv
https://raw.githubusercontent.com/nytimes/covid-19-data/master/us-states.csv
https://github.com/nytimes/covid-19-data/blob/master/us-counties.csv
https://raw.githubusercontent.com/nytimes/covid-19-data/master/us-counties.csv
https://github.com/nytimes/covid-19-data#geographic-exceptions
https://www.nytimes.com/interactive/2020/04/21/world/coronavirus-missing-deaths.html
https://www.covidexitstrategy.org/about
https://www.covidexitstrategy.org/
https://docs.google.com/spreadsheets/d/e/2PACX-1vStD_EMR9El7agVp-Oi6d1c5EMAOYgoYOsSc2xhwzht1ae4Fku7F6zSmF4PB9J_aHA1DAb2PpAelomO/pubhtml
https://www.covidexitstrategy.org/definitions-and-criteria
https://www.whitehouse.gov/openingamerica/
https://covidtracking.com/data
https://gis.cdc.gov/grasp/fluview/main.html
https://covidtracking.com/
https://rt.live/
https://gis.cdc.gov/grasp/fluview/main.html
https://www.cdc.gov/nhsn/covid19/report-patient-impact.html
https://covidtracking.com/
https://covidtracking.com/
https://docs.google.com/spreadsheets/u/2/d/e/2PACX-1vRwAqp96T9sYYq2-i7Tj0pvTf6XVHjDSMIKBdZHXiCGGdNC0ypEU9NbngS8mxea55JuCFuua1MUeOj5/pubhtml
https://covidtracking.com/api
https://docs.google.com/spreadsheets/u/1/d/e/2PACX-1vRL2zG1o-qj9l2sl19d1lj1oHd6WbkJ0ukFwN04a_ms_ANUdgxTMpI7AF-gbQzwOSreJUDx6PEK7Vnq/pubhtml
https://github.com/COVID19Tracking
https://covidtracking.com/data
https://www.bu.edu/antiracist-center/
https://www.bu.edu/antiracist-center/
https://covidtracking.com/race
https://covidtracking.com/race
https://docs.google.com/spreadsheets/d/e/2PACX-1vR_xmYt4ACPDZCDJcY12kCiMiH0ODyx3E1ZvgOHB8ae1tRcjXbs_yWBOA4j4uoCEADVfC1PS2jYO68B/pub?gid=902690690&single=true&output=csv
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13 | UN-United Nations Humanitarian Data COVID-19 Pandemic collection
Exchange (HDX) Contributors are encouraged to upload data in any common data format. For tabular
data, CSV is preferable, and for geographic data, zipped shapefile is preferred.
HDX is a platform where organizations can upload their data for sharing. Registered users can “follow” the data they are interested in.
Updates to datasets appear as a running list in the user dashboard. Users can contact data contributors to ask for more information
about their data, and to request access to the underlying data for metadata only entries. HDX uses open-source software (CKAN) for
the technical back-end. All of the code is available on_GitHub.
14 | UoO-University of Our World in Data COVID19 dataset (CSV, XLSX, JSON)
Oxford Testing
Change log (html
Codebook
Confirmed cases and deaths from the ECDC.
Testing for COVID-19 from official reports, updated twice a week.
15 | UW-University of Global Health Data Projections
Washington, Institute | Exchange (GHDx) Download the most recent data on COVID-19 estimates (CSV, pdf)
for Health Metrics
and Evaluation
(IHME)
GHDX is a data catalog created and supported by the Institute for Health Metrics and Evaluation (IHME). Data made available for
download by IHME can be used, shared, modified, or built upon by non-commercial users via the Open Data Commons Attribution
License.
Most information about datasets and series comes from the data providers, and also many of the resources noted on Data Sites We
Love. The IPUMS, ICPSR, and the World Bank, in particular, provide data and extensive documentation about data. For older data,
WorldCat is an invaluable resource.
Data providers used to populate the information in GHDX can be found here:
(] UN Population Division, and the WHO Human Mortality Database: Population figures estimated based on World Population
Prospects, 2015 Revision..
®  CIA World Factbook: Country start and end dates, notes, and sovereignty.
o Organizations’ websites: Organization start/end dates and acronyms, city and country of their location.
16 | UW-University of Be Outbreak Tar.gz
Washington Prepared Current sources: sources list.txt

Metadata.txt and datasets derived from GBD are used for co-morbidity estimates.
GBD provides query tool to download data in CSV format.

Methods in: Epidemiological data from the COVID-19 outbreak, real-time case information

Source list

A range of different sources. First, official government sources and peer-reviewed scientific papers that report primary data as the gold
standard for data inclusion. Government sources include press releases on the official websites of Ministries of Health or Provincial
Public Health Commissions, as well as updates provided by the official social media accounts of governmental or public health
institutions. Second, to find additional details for each case or patient, these data are augmented with online reports, mainly captured
through news websites (e.g., https://www.163.com) or via news aggregators (e.g., https://bnonews.com/). All data sources are
recorded in the

database. Third, in some instances more detailed data are available, typically through peer-reviewed research articles, which were
subsequently used to modify existing records in the database.
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https://data.humdata.org/
https://data.humdata.org/
https://data.humdata.org/event/covid-19
http://ckan.org/
https://github.com/OCHA-DAP
https://ourworldindata.org/coronavirus
https://github.com/owid/covid-19-data/tree/master/public/data
https://covid.ourworldindata.org/data/owid-covid-data.csv
https://covid.ourworldindata.org/data/owid-covid-data.xlsx
https://covid.ourworldindata.org/data/owid-covid-data.json
https://github.com/owid/covid-19-data/tree/master/public/data/testing
https://github.com/owid/covid-19-data/tree/master/public/data/testing
https://github.com/owid/covid-19-data/blob/master/public/data/owid-covid-data-codebook.md
https://www.ecdc.europa.eu/en/publications-data/download-todays-data-geographic-distribution-covid-19-cases-worldwide
http://ghdx.healthdata.org/
http://ghdx.healthdata.org/
https://covid19.healthdata.org/projections
http://www.healthdata.org/covid/data-downloads
https://ihmecovid19storage.blob.core.windows.net/archive/2020-06-08/ihme-covid19.zip
http://www.healthdata.org/
http://www.healthdata.org/about/terms-and-conditions
http://www.healthdata.org/about/terms-and-conditions
http://ghdx.healthdata.org/data-sites-we-love
http://ghdx.healthdata.org/data-sites-we-love
http://ghdx.healthdata.org/about-ghdx/our-information-sources
https://github.com/beoutbreakprepared
https://github.com/beoutbreakprepared
https://github.com/beoutbreakprepared/nCoV2019/tree/master/latest_data
https://github.com/beoutbreakprepared/nCoV2019/blob/master/sources_list.txt
https://github.com/beoutbreakprepared/nCoV2019/blob/master/co-morbidities/co-morbidity_metadata.txt
https://vizhub.healthdata.org/gbd-compare/
http://ghdx.healthdata.org/gbd-results-tool
http://ghdx.healthdata.org/gbd-results-tool
http://www.nature.com/articles/s41597-020-0448-0
https://raw.githubusercontent.com/beoutbreakprepared/nCoV2019/master/sources_list.txt
https://www.163.com/
https://bnonews.com/
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UW-University of Novel Coronavirus Map, Source code (GitHub), SQLlite, CSV
Washington — (CoviD-19

Humanistic GIS Infection Map

Laboratory

WHO; U.S. CDC; State Officials; Canada (PHAC); 1point3acres; NBC News, Wikipedia, China (National Health Commission, Provincial &
Municipal Health Commission, Provincial & Municipal government database, Public data published from Hongkong, Macau and Taiwan
official channels); Baidu; Mapmiao

18

CDC-U.S. Centre for Cases of COVID19 in
Disease Control the U.S

Data reported voluntarily by each jurisdiction’s health department. Data confirmed at 4:00pm ET the day before.

19

World Bank Understanding the Xxlsx
Coronavirus
(COVID-19)
pandemic through
data

JHU, WHO, UNHCR, IHME, GovLab, UNESCO, Indicators (health, water & sanitation, age & population). Datasets were initially identified
from World Bank Group research and publications on Coronavirus (COVID-19) as well as through metadata analysis using keywords
related to epidemiology and health care (eg. Hospital, doctor, heart disease).

20

WHO-World Health Coronavirus disease | Novel Coronavirus (2019-nCoV) daily situation reports (.pdf)

Organization (CovVID-19) WHO COVID-19 global data (.csv) downloadable from ArcGIS dashboard map.
pandemic The data are also available at UN-HDX:

WHO COVID-19 global data (.csv download from Gsheet)

Data are voluntarily reported to the UN by member countries. WHO asks that the designated national authorities to provide data
directly to the self-reporting platform, which is made publicly available without editing or filtering by WHO. Aggregate data are made
available to all Member States and the wider general public through the WHO website, may be pooled with other data to inform
international response operations, and periodically published in WHO situation updates and other formats for the benefit of all
Member States. Member states can self-report their data in two ways: (a) upload an Excel file directly into the system; or, (b) manually
enter data using the submission platform provided. The WHO provides member states with the following files for Global Surveillance
for human infection with COVID-19:

Guidance (.pdf)

Revised case reporting form for COVID-19 for confirmed cases and their outcome (.pdf)

Template for line listing (.xlsx)

Revised data dictionary (.xIsx)

Weekly reporting of new cases of COVID-19 (.xlsx)

21

Worldometer COVID19 data

Manually analyzes, validates, and aggregates data in real time from a growing list of over 5,000 sources, including official Websites of
Ministries of Health or other Government Institutions and Government authorities' social media accounts. Because national
aggregates often lag behind regional and local health departments' data, part of the work consists in monitoring thousands of daily
reports released by local authorities. The multilingual team also monitors press briefings' live streams throughout the day.
Occasionally, news wires with a proven history of accuracy in communicating data reported by Governments in live press conferences
before it is published on the Official Websites are used. The source of each data update is provided in the "Latest Updates" (News)
section.
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https://hgis.uw.edu/virus/
https://hgis.uw.edu/virus/
https://hgis.uw.edu/virus/
https://www.who.int/emergencies/diseases/novel-coronavirus-2019/situation-reports/
https://www.cdc.gov/coronavirus/
https://www.canada.ca/en/public-health.html
https://coronavirus.1point3acres.com/en
https://www.nbcnews.com/health/health-news/coronavirus-u-s-map-where-virus-has-been-confirmed-across-n1124546
https://en.wikipedia.org/wiki/Template:2019%E2%80%9320_coronavirus_pandemic_data
http://en.nhc.gov.cn/
https://voice.baidu.com/act/newpneumonia/newpneumonia
https://mapmiao.com/ncov/
https://www.cdc.gov/coronavirus/2019-ncov/whats-new-all.html
https://www.cdc.gov/coronavirus/2019-ncov/whats-new-all.html
http://datatopics.worldbank.org/universal-health-coverage/covid19/
http://datatopics.worldbank.org/universal-health-coverage/covid19/
http://datatopics.worldbank.org/universal-health-coverage/covid19/
http://datatopics.worldbank.org/universal-health-coverage/covid19/
http://datatopics.worldbank.org/universal-health-coverage/covid19/
https://github.com/CSSEGISandData/COVID-19
https://www.who.int/emergencies/diseases/novel-coronavirus-2019/situation-reports
https://data.humdata.org/event/covid-19
http://ghdx.healthdata.org/
https://docs.google.com/document/d/1JWeD1AaIGKMPry_EN8GjIqwX4J4KLQIAqP09exZ-ENI/edit
https://en.unesco.org/covid19/educationresponse
https://www.who.int/emergencies/diseases/novel-coronavirus-2019
https://www.who.int/emergencies/diseases/novel-coronavirus-2019
https://www.who.int/emergencies/diseases/novel-coronavirus-2019
https://www.who.int/emergencies/diseases/novel-coronavirus-2019/situation-reports
https://www.who.int/redirect-pages/page/novel-coronavirus-(covid-19)-situation-dashboard
https://docs.google.com/spreadsheets/d/e/2PACX-1vSe-8lf6l_ShJHvd126J-jGti992SUbNLu-kmJfx1IRkvma_r4DHi0bwEW89opArs8ZkSY5G2-Bc1yT/pub?gid=0&single=true&output=csv
https://www.who.int/publications/i/item/global-surveillance-for-human-infection-with-novel-coronavirus-(2019-ncov)
https://www.who.int/publications/i/item/global-surveillance-for-human-infection-with-novel-coronavirus-(2019-ncov)
https://apps.who.int/iris/rest/bitstreams/1272502/retrieve
https://apps.who.int/iris/bitstream/handle/10665/331234/WHO-2019-nCoV-SurveillanceCRF-2020.2-eng.pdf
https://www.who.int/docs/default-source/coronaviruse/ncov-linelist-new210220.xlsx?sfvrsn=83596221_2
https://www.who.int/docs/default-source/coronaviruse/data-dictionary-covid-crf-v6.xlsx?sfvrsn=a7d4ef98_2
https://www.who.int/docs/default-source/coronaviruse/weekly-reporting-of-new-cases-of-covid-19.xlsx?sfvrsn=885f86a7_2
https://www.worldometers.info/coronavirus/
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Table 2. Resources that provide a corpus of COVID-19 related text

Website or resource Website name Data or code and file type
creator (available for download from the website)

Description and sources used to create the dataset/database

ID (as described on the website)
1 | Allen Institute for Al COVID-19 Open Research Current and historical data releases (tar.gz)
Dataset (CORD-19 The CORD dataset is fully incorporated into Semantic Scholar search.

Explore the dataset in: Quilt ; TIM
Updated weekly as new research is published in scientific publications and
as Semantic Scholar discovers new related research.

A corpus of full-text and metadata dataset of COVID-19 and coronavirus-related scholarly articles optimized for machine readability for
the purpose of natural language processing. Papers and preprints are collected by Semantic Scholar. Metadata are harmonized and
deduplicated, and document files are processed to extract full text.The corpus is updated regularly. See Wang et al. (2020). A usage
example is the White House COVID-19 Open Research Dataset Challenge (CORD-19) .

The dataset contains all COVID-19 and coronavirus-related research (e.g. SARS, MERS, etc.) from the following sources: PubMed's PMC
open access corpus using this_query (COVID-19 and coronavirus research); Additional COVID-19 research articles from a corpus
maintained by the WHO; and, bioRxiv and medRxiv pre-prints using the same query as PMC (COVID-19 and coronavirus research).

Table 3. Resources that track COVID-19 policy responses

Website or resource Website name Data or code and file type
creator (available for download from the
website)
ID Description and sources used to create the dataset/database
(as described on the website)
1 | NYU-Abu Dhabi CoronaNet project on government responses to COVID-19 | GitHub repo

Core dataset (.csv); code book (pdf)
Extended dataset (.csv);

Excellent visualization.
Tracking government responses towards COVID-19. Based on a policy activity index (PAX) developed to summarize the different
indicators in the data for each country for each day since Dec 31st 2019. The estimation is done with Stan and is updated daily.
Working papers: CoronaNet: A Dyadic Dataset of Government Responses to the COVID-19 Pandemic.
A Retrospective Bayesian Model for Measuring Covariate Effects on Observed COVID-19 Test and Case Counts
Data sources:

Description

Sources of news articles - Directory-covid-19-world-policy-tracker

UN HDX - ACAPS COVID-19: Government Measures Dataset

Factiva

Nexis Uni

CoronaNet may use the following, but they caution that these sources are not quality/controlled and data must be carefully checked
before using:

OGP Open Government Partnership) - Crowd-sourced list of COVID-19 government actions

Crowd-sourced coronavirus tech handbook (Note that this site is asking for money donations: “We (@nwspk) are a tiny tech-for-good
organisation in the UK that has dropped everything to work on this handbook. We will be bankrupt in 7 weeks. Please donate so we can
stay focused on improving it.”)
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https://pages.semanticscholar.org/coronavirus-research
https://pages.semanticscholar.org/coronavirus-research
https://ai2-semanticscholar-cord-19.s3-us-west-2.amazonaws.com/historical_releases.html
https://cord-19.apps.allenai.org/
https://open.quiltdata.com/b/ai2-semanticscholar-cord-19
https://ec.europa.eu/knowledge4policy/text-mining/cord-19_en
https://arxiv.org/abs/2004.10706
https://www.kaggle.com/allen-institute-for-ai/CORD-19-research-challenge
https://www.ncbi.nlm.nih.gov/pmc/?term=%22COVID-19%22+OR+Coronavirus+OR+%22Corona+virus%22+OR+%222019-nCoV%22+OR+%22SARS-CoV%22+OR+%22MERS-CoV%22+OR+%E2%80%9CSevere+Acute+Respiratory+Syndrome%E2%80%9D+OR+%E2%80%9CMiddle+East+Respiratory+Syndrome%E2%80%9D
https://www.who.int/emergencies/diseases/novel-coronavirus-2019/global-research-on-novel-coronavirus-2019-ncov
https://coronanet-project.org/
https://github.com/saudiwin/corona_tscs
http://coronanet-project.org/data/coronanet_release.csv
https://www.coronanet-project.org/data/codebook/CoronaNet_Codebook.pdf
http://coronanet-project.org/data/coronanet_release_allvars.csv
https://www.coronanet-project.org/working_papers.html
https://osf.io/preprints/socarxiv/jp4wk
https://docs.google.com/document/d/1zvNMpwj0onFvUZ_gLl4RRjqS-clbHv3TIX6EOHofsME/edit
https://docs.google.com/spreadsheets/d/1EW-Vsue2fQ7k41gC31hWjIUr290VPDO-0w-Ig_Wh71E/edit?ts=5e865e7d#gid=0
https://data.humdata.org/dataset/acaps-covid19-government-measures-dataset
https://docs.google.com/spreadsheets/d/1UOdONQoD5wiS2MZW8PEwnEyklDTUZqWKlys3304WKoY/edit#gid=921375421
https://coronavirustechhandbook.com/data
https://www.twitter.com/nwspk
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2 | UoO-University of Oxford OxCGRT - COVID19 government response tracker GitHub repo
Code book
Data (.csv)
Working paper: Lockdown rollback checklist
Index methodology
3 | UN-HDX Global Database of COVID19 PHSM (Public Health and Clean data 2020-04-29 (.csv)
Social Measures) 4PHSM data flow and dataset descriptions
(-pdf)

A number of organizations have begun tracking implementation of PHSMs around the world, using different data collection methods,
database designs and classification schemes. A unique collaboration between WHO, the London School of Hygiene and Tropical
Medicine, ACAPS, University of Oxford, Global Public Health Intelligence Network, US Centers for Disease Control and Prevention and
the Complexity Science Hub Vienna has brought these datasets together, using a common taxonomy and structure, into a single, open-
content dataset for public use.

Table 4. Sites that have stunning and very useful visualizations of COVID-19 data that go beyond the usual

“dashboards”
Website or resource Website visualization name Visualization description
creator
Sources used to create the dataset/database
ID (as described on the website)
1 | McCandless, David et al. Information is beautiful COVID-19 visualizations

data: COVID-19 data pack (Gsheet)
All infectious diseases visualization

data: MicrobeScope - all infectious diseases
(Gsheet)
Response to Swine Flu
Timeline of media inflamed fears (general)
All datasets

COVID-19 data sources: COVID-19 data pack (Gsheet)
All information is beautiful data sources

Pro-Publica Hospital regions would fill their beds: Nine
scenarios

Data source: Harvard Global Health Institute.
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https://www.bsg.ox.ac.uk/research/research-projects/coronavirus-government-response-tracker
https://github.com/OxCGRT/covid-policy-tracker
https://github.com/OxCGRT/covid-policy-tracker/blob/master/documentation/codebook.md
https://github.com/OxCGRT/covid-policy-tracker/tree/master/data
https://www.bsg.ox.ac.uk/research/publications/variation-government-responses-covid-19
https://github.com/OxCGRT/covid-policy-tracker/blob/master/documentation/index_methodology.md
https://data.humdata.org/dataset/b8a55c73-8491-4c89-96fb-61850d1a3547/resource/fb5b2952-26df-4a44-9056-576ffa0e42a7/download/clean_data_2020_04_29.csv
https://data.humdata.org/dataset/b8a55c73-8491-4c89-96fb-61850d1a3547/resource/9138a779-a784-48d2-9d3c-ea68900718a4/download/4phsm-data-flow-and-dataset-descriptions.pdf
http://www.davidmccandless.com/
https://informationisbeautiful.net/
https://informationisbeautiful.net/visualizations/covid-19-coronavirus-infographic-datapack/
https://docs.google.com/spreadsheets/d/1g_YxmDfQx7aOU2DKzNZo9b-NTk62Bju6X3z6OuCa6gw/edit#gid=515684451
https://informationisbeautiful.net/visualizations/the-microbescope-infectious-diseases-in-context/
https://docs.google.com/spreadsheets/d/1F9IMIeXHsfuQLN1HtgPvfHe2BjbWu0r0_Qt_BHOWjLs/edit#gid=0
https://informationisbeautiful.net/beautifulnews/200-H1N1-response/
https://www.informationisbeautiful.net/visualizations/mountains-out-of-molehills/
https://informationisbeautiful.net/beautifulnews/data/
https://docs.google.com/spreadsheets/d/1g_YxmDfQx7aOU2DKzNZo9b-NTk62Bju6X3z6OuCa6gw/edit#gid=515684451
https://informationisbeautiful.net/data/
https://projects.propublica.org/graphics/covid-hospitals
https://projects.propublica.org/graphics/covid-hospitals
https://globalepidemics.org/2020/03/17/caring-for-covid-19-patients/
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Table 5. Sites that maintain a database or catalogue of resources from which COVID-19 population data can be
downloaded. These sites do not provide the actual data.

ID Resource Title Link to listing page

Description

1 Exaptive/Wellcome Trust Cognitive City: COVID-19

Resources
A large listing of data sources.
2 IHME GHDX
3 | Opendatasoft COVID-19 Data catalog

Free access to consult the datasets published by clients in the public space, without having to open an account.

4 | UN-United Nations Humanitarian Data COVID-19 Pandemic collection
Exchange (HDX) Contributors are encouraged to upload data in any common data format.

For tabular data, CSV is preferable, and for geographic data, zipped
shapefile is preferred.

HDX is a platform where organizations can upload their data for sharing. Registered users can “follow” the data they are interested in.
Updates to datasets appear as a running list in the user dashboard. Users can contact data contributors to ask for more information
about their data, and to request access to the underlying data for metadata only entries. HDX uses open-source software (CKAN) for
the technical back-end. All of the code is available on_GitHub.

Table 6. COVID-19 related data analysis platforms

Resource Title Description
Galaxy Project COVID-19 Provides publicly accessible infrastructure and workflows for SARS-CoV-2 data analyses for three
analysis on types of data: genomics, evolution, and cheminformatics. Each analysis section is continuously
usegalaxy updated as new data becomes available

COVID-19 living Covid-19 living Data are updated every week. Data were analyzed by using network meta-analysis.

NMA Initiative Data Primary sources: The World Health Organization (WHO) International Clinical Trials Registry Platform
(ICTRP), electronic bibliographic databases (PubMed, MedRyiv, Chinaxiv, China

National Knowledge Infrastructure database).

Secondary sources: LitCOVID, WHO database of publications on coronavirus disease (COVID-19),
ClinicalTrials.gov, The EU Clinical Trial Register,The Cochrane COVID-19 Study register;

Other sources: EPPI-centre living map of evidence, Meta-evidence.
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https://covid-19.cognitive.city/cognitive/community/resource-gallery
https://covid-19.cognitive.city/cognitive/community/resource-gallery
http://ghdx.healthdata.org/about-ghdx/our-information-sources
https://public.opendatasoft.com/explore/dataset/covid-19-data-catalog/
https://data.humdata.org/
https://data.humdata.org/
https://data.humdata.org/event/covid-19
http://ckan.org/
https://github.com/OCHA-DAP
https://covid19.galaxyproject.org/
https://covid19.galaxyproject.org/
https://covid19.galaxyproject.org/
https://covid-nma.com/
https://covid-nma.com/
https://www.who.int/ictrp/en/
https://pubmed.ncbi.nlm.nih.gov/
https://connect.biorxiv.org/relate/content/181.
http://chinaxiv.org/home.htm
https://www.cnki.net/
https://www.cnki.net/
https://www.ncbi.nlm.nih.gov/research/coronavirus/
https://www.who.int/emergencies/diseases/novel-coronavirus-2019/global-research-on-novel-coronavirus-2019-ncov
https://clinicaltrials.gov/ct2/home
https://www.clinicaltrialsregister.eu/
https://covid-19.cochrane.org/
http://eppi.ioe.ac.uk/COVID19_MAP/COVID_map_v5.html
http://meta-evidence.co.uk/
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DISCUSSION

There is no single source of truth for COVID-19 population level data. There is dependency between
sources which allows propagation of errors, and there is a lack of transparency in whether the data are
updated after the initial acquisition. Although most of the resources identify the sources of their data, it
is generally not possible to know the provenance at the record level. Even with the co-dependency
exhibited between resources, there are still some discrepancies observed when comparing total global
counts.

A Health Data Collaborative (HDC) progress report 2016-2018 found that only 50% of countries
reported cause-of-death data to WHO. More than 100 countries did not accurately count births and
deaths. Donors requested reporting on hundreds of health indicators that fell outside of the priorities
set by health ministries. Global health partners had developed at least 8 separate health facility survey
tools that collected overlapping information. The HDC report concluded that fragmented health data
systems hampered effective use of data during disease outbreaks.

Future work: Analysis of the dataset in R to identify and visualize codependences and discrepancies
between sources. A machine-friendly data matrix and code used to analyze the dataset will be made
available in GitHub.
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BACKGROUND

The COVID-19 pandemic has raised a huge demand for patient and population-based data which cover
not only the onset and course of the disease, and related treatments, but also side effects due to
pandemic mitigation measures. For this purpose, all around the world, new instruments are being
developed in a very short time. Heterogeneity between these instruments may limit comparability of
results across studies and countries. Unawareness of already existing options for surveying COVID-19
related factors contributes to this heterogeneity. The present study provides an overview of some
preselected instruments from different countries to guide the creation of novel tools by reusing existing
instruments and items in relation to COVID-19.

METHODS

We searched for publicly available online resources from major organizations in different countries to
identify instruments or item banks of potential interest. Inclusion criteria for an instrument or item bank
were: (1) directly COVID-19 related by targeting health-related behaviours, symptoms, treatments,
clinical outcomes, pandemic mitigation measures, or COVID-19 related attitudes; (2) issued by an
initiative or authority of enough weight to impact COVID-19 research, at least at the national level; (3)
the instruments or item appears to be methodologically sound; (4) major parts of the instrument are of
sufficient general applicability to be used beyond a local context; (5) the instrument is applicable for
patient, or for general population surveys; and, (6) the instrument may be used for future research
without any necessity for negotiating a license agreement. The focus was on instruments issued in
English. However, other major languages were also considered.

We described the selected instruments and compared them at the module-level based on the targeted
topic. We also referenced resources that collect instruments.
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RESULTS

Table 1a provides an overview of the instruments selected for review. Two broad categories were
distinguished: (1) symptom and treatment oriented instruments for patient populations in clinic/hospital
surveillance; and, (2) instruments addressing the psychosocial impact of COVID-19 and pandemic
mitigation measures, and health related behaviour and attitudes in population-based surveys. Many of
the latter instruments also make brief reference to symptoms or treatments. Most instruments were
available only as a pdf file, while only one resource conducted an in-depth semantic annotation of all
items (1). There was a lack of machine-readable formats to facilitate the incorporation of items and
instruments into new data dictionaries. Three instrument resource pages were identified that provide
access to a wider range of instruments (Table 1b).

Table 1. Questionnaire instruments: Reference studies

Country Initiative Target Developm | Langua | Provenan | Comments
populati | ent stage | ge ce
on (Influenc
ed by...)
1  Australi | NSW Case Patients English
a questionnair
e
2  Brazil Brazil Rapid In English
Prevalence | tested, | developm
of Infection | Tested ent
survey positive
3 Europe | Questionnai | General Germa Single Instrument
re by WHO | populati n,
Europe on Russia
n
France | Barometer The "barometer Covid19" is
Covid19 a citizen science initiative

driven by the Datacovid
association. It aims to
provide open-access data
from a weekly survey to
illuminate the struggle
against the epidemic
Covid19 from observations
on its dynamics, its
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Country Initiative Target Developm | Langua | Provenan | Comments
populati | ent stage | ge ce
on (Influenc
ed by...)
determinants and its
impacts.
France | French Patients | In use English Lead by REACTing
COovID-19 consortium in collaboration
with ISARIC consortium
(International Severe Acute
Respiratory and emerging
Infection Consortium)
4 Germa | Covid-19 Patients | In Germa National Network of German
ny research developm | n University Clinics to study
dataset ent CoVID19.
6 Germa | GESIS Panel | General | In use Germa As the largest European
ny Special populati n infrastructure institute for
Survey on on the social sciences GESIS
the provides essential and
Coronaviru internationally relevant
s SARS- research-based services
CoV-2
Outbreak
in Germany
Germa | NAKO General | In use Germa The German National Cohort
ny COVID-19 populati n (GNC) has been inviting
Survey tool | gp adults aged between 20 and

69 to 18 study centers
throughout Germany since
2014 with more than
200.000 participants. The
COVID-19 questionnaire may
be requested at the NAKO
study office (Bohn
/Panreck).
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Country Initiative Target Developm | Langua | Provenan | Comments

populati | ent stage | ge ce
on (Influenc
ed by...)

7  lsrael One- Isreali In use Hebre Participants asked to fill it
minute populati w, out on a daily basis and
population | on Arabic, separately for each family
wide Russia member, including members
survey n, who are unable to fill it out

Spanis independently (e.g., children
h, and older people).
French
English
8 Low LMIC Covid In UK
and Questionna developm COovVID-19
Middle |ire ent guestion
Income naire,
Countri SAPRIN
es COVID-19
screening
form

9 South [ South In English

Africa | African developm |,
Population ent Afrikaa
Research ns
Infrastructur
€ (SAPRIN)
COVID-19
Screening
Form

10 Uganda | Perinatal Women English
COVID-19 pre-

Uganda /perinat
al
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https://www.dropbox.com/s/iuhe4366msdfq5c/COVID-19%20Screening%20Form%202020.pdf?dl=0
https://www.dropbox.com/s/iuhe4366msdfq5c/COVID-19%20Screening%20Form%202020.pdf?dl=0
https://www.dropbox.com/s/iuhe4366msdfq5c/COVID-19%20Screening%20Form%202020.pdf?dl=0
https://www.dropbox.com/s/iuhe4366msdfq5c/COVID-19%20Screening%20Form%202020.pdf?dl=0
https://www.dropbox.com/s/1p32oudodv8bm1h/periCOVID%20Uganda%20CRF.docx?dl=0
https://www.dropbox.com/s/1p32oudodv8bm1h/periCOVID%20Uganda%20CRF.docx?dl=0
https://www.dropbox.com/s/1p32oudodv8bm1h/periCOVID%20Uganda%20CRF.docx?dl=0

(RDAEE]

investigation

protocol for
COovVID-19

Country Initiative Target Developm | Langua | Provenan | Comments
populati | ent stage | ge ce
on (Influenc
ed by...)
11 UK UK COVID- Adult In English | NIHR - World Bank code book for
19 Respon | developm Global metadata.
Questionnai | dent, ent Health . del f
re Childre Research | Becomlr.1ga mode .or
) some African countries
n, Key Unit
worker,
Partner.
12 UK National Telepho English
Institute for | pe
Health sample
Research
(NIHR)
Global
Health
Research
Unit
13 US Human Patients | In use English | CDC
Infection
with 2019
Novel
Coronaviru
sPerson
Under
Investigatio
n (PUI) and
Case
Report
Form
14 US/WH | Population- | Patients | In use English | WHO This protocol has been
o} based age- designed to investigate the
stratified extent of infection, as
seroepidemi determined by seropositivity
ological

in the general population, in
any country in which COVID-
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Country Initiative Target Developm | Langua | Provenan | Comments
populati | ent stage | ge ce
on (Influenc
ed by...)
virus 19 virus infection has been
infection reported.

Footnotes (Domains)

1. Clinical symptoms, Disease outcome, Exposure sites, Pre-existing conditions, Risk history,
Sociodemographics.

2. Demographics, Home life, Test results, Transportation

3. Affect, Behaviour, Conspiracies (perceptions), COVID-19 risk perception: probability and
severity, Fairness (perceptions), Frequency of Information, Influenza risk perception: probability and
severity,, interventions (perceptions), Knowledge and self-assessed adherence to prevention measures,
Knowledge incubation, Knowledge symptoms/treatment, Lifting restrictions (pandemic transition
phase), Policies, Preparedness and perceived self-efficacy, Prevention — own behaviours, Resilience
(perceptions), Risk group, Rumors (open-ended), Self-assessed knowledge, Socio-demography, Trust in
institutions (perceptions), Trust in sources of information, Use of sources of information, Worry.

4. Clinical symptoms, Complications, Imaging, Laboratory markers, Medical treatments,
Medication, Sociodemographics.

5. Adherence to risk minimization measures, Changes in lifestyle factors, COVID infections and
testing, COVID tracing, General health status, Physical symptoms, Respiratory infections,
Workplace/changed employment situation.

6. Changed employment situation, Childcare obligations, Risk perception, Evaluation of political
measures & their compliance, Media consumption, Risk minimization measures, Trust in politics and
institutions.

6b. NAKO: General health status, respiratory diseases, testing for COVID, social contacts, adherence to
pandemic mitigation measures, work place, economic and social impact, depression, psychosocial
complaints, physical activity, ,alcohol drinking, smokin

7. Age, Geographic location (city and street), Isolation status, Sex, Smoking habits

9. Actions in response to COVID-19, Bounded structure, Eligibility for testing, Epidemiological risk,
Household enumeration, Household impact, Quarantine and hygiene directions,, Symptom screen,
Travel and movement (mobility), Travel history, Visit attempts.

10. Disease outcome, Sociodemographics, Symptoms
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11. Accommodation type, Away from home environment, Behavior changes, Change in benefits,
Digital access, Economic activity before and after lockdown, Environmental attitudes, Environmental
impact, Family relations, Financial impact, Food security, Impact on employment, Knowledge,
Medication, Mental health, Mental health, Physical health, Pre-existing conditions, Social impact,
Symptoms, Volunteering.

12. COVID-19 Interventions, Current living conditions, Displacement and mobility, Economic
impacts, Impact of COVID-19 on health-related behaviors, Mental health, Precautions, Pre-existing
conditions, Social aid, Social impact, Symptoms, Treatments for pre-existing conditions.

13. Diagnostic testing procedures, Clinical course, Medical history, Pre-existing conditions, Risk
exposure, Sociodemographics, Symptoms, Treatments.

14. Laboratory results, Sociodemographics, Symptoms.

Table 2. Questionnaire instruments - Resources

Provider Initiative Language

us NIH Public Health Emergency and Diverse

Disaster Research Response (DR2)

NIH COVID-190BSSR Research Tools Diverse

PhenX is funded by the PhenX COVID-19 Toolkit Diverse

National Institutes of
Health (NIH) Genomic
Resource Grant

Instruments used in a clinical context

Table 2 Covid19 CRFs Content Overview (working draft Gsheet)

DISCUSSION

A large number of COVID-19 related instruments have been developed in very a short period of short
time. We did not attempt to conduct a complete survey. Rather, selected instruments, item banks and

resources of estimated high value in the field were identified and compared. This comparison revealed a

very large scope of areas targeted by these instruments in relation to COVID-19, ranging from proximal
measures such as symptoms of the disease to distal measures such as political attitudes. Amongst
population-based instruments, some questionnaires were an add-on module to already existing cohort

studies, while others were standalone surveillance questionnaires. Researchers must consider the scope

and feasibility of their surveys before implementing the questionnaires in specific
situations/communities.
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Although there have been some efforts taken to make clinical data interoperable, population-based data
still require considerable attention. Finally, if applicable in a specific research context, our
recommendation is to adhere as much as possible to existing items and instruments to facilitate the
later comparison of results. New instruments should be made publicly available and published in a
findable, reusable, and machine-readable format with appropriate semantic annotation.
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Abstract

This paper gives insight into the pseudo-anonymization and anonymization of COVID-19 data sets. First,
methods for the pseudo-anonymization of direct identification variables are discussed. We also discuss
different pseudo-IDs of the same person for multi-domain and multi-organization. Essentially, pseudo-
anonymization and its encrypted IDs are used to successfully match data later if required and permitted,
as well as to restore the true ID (and authenticity) in individual cases of a patient's clarification.

To make the re-identification of individual persons of COVID-19 (that are often enriched with other
covariates like age, gender, nationality, etc.) impossible, the successful re-identification by a combination
of attribute values must be prevented. This is done with methods of statistical disclosure control for
anonymization of data.

BACKGROUND

It is imperative that the response efforts to COVID-19 be coordinated at a global scale to ensure that no
part of the world is left behind which would serve as reservoirs of the virus when other regions have put
in place control measures. Critical to this globally coordinated approach are the requirements that the
data relating to the pandemic are rapidly collected, processed and shared. Data sharing reduces
duplication of efforts, facilitates transparency, efficiency and thus the maximization of benefit from the
funding and efforts applied in responding to COVID-19.

However, the rapid collection, processing, analysis and sharing of the data should not come at the
expense of ethical practices. The privacy and confidentiality of the individuals supplying these much-
needed data whether from a healthcare facility, a community-based study or some other surveillance
mechanism in place need to be preserved throughout the entire process.

In the case of a pandemic such as COVID-19, the task of preserving data privacy is complicated by the
need to link datasets on the same population from disparate sources. The RDA recommendation
includes processes that involve anonymization and pseudonymization of data. Technology is in place to
address these issues. This paper will briefly summarise these use cases of the RDA COVID-19
recommendation, and illustrate how existing methods and technology can be harnessed and

29


https://www.rd-alliance.org/group/rda-covid19-rda-covid19-omics-rda-covid19-epidemiology-rda-covid19-clinical-rda-covid19-0
https://www.rd-alliance.org/group/rda-covid19-rda-covid19-omics-rda-covid19-epidemiology-rda-covid19-clinical-rda-covid19-0
mailto:matthias.templ@gmail.com

@

implemented within the context of the other RDA recommendations. In particular, we consider how the
privacy preservation methods can work within the context of proposed Common Data Model in paper
#7. Paper # 7 provides guidelines on a model for integrating silos of COVID-19 related data

from hospital/clinic surveillance (Electronic Health Records [EHR]), field-based longitudinal
demographic and epidemiological surveillance, population level indicators, and monitoring programs
(e.g., air quality monitoring). In this paper we describe how the existing privacy preservation
technologies and methods can be customised for implementation in the context of the model proposed
in paper 7 to ensure pseudonymization and anonymization as needed.

METHODS

To preserve privacy of the individuals there is a need to iteratively assess and control disclosure at each
stage of the data integration. First, when the data are harvested from their sources and then second
when they are integrated into harmonised databases. The key is to control for disclosure while
minimising data loss.

RESULTS

Pseudonymization and anonymization

To ensure privacy, both pseudonymization of direct identifiers (e.g. patient specific ID’s) and
anonymization of indirect identifiers (e.g. socio-demographic information on individuals) must be
applied. Pseudonymization can be done e.g. by first salting the ID’s using e.g. the SHA-3 hash function [1,
p. 3] and 256 bit salts) and then applying a hash function to the salted ID’s for encryption using salted
and hashed values (using e.g. the SHA-3 hash function [1, p. 3] and 256 bit salts) and different domains-
specific salts for the same patient and a central agency that stores the salts and is able to link different
data sets from the same patients. An appropriate IT-infrastructure is relevant here for ID management
and linking data. This article introduces basic concepts that can be used to sustain privacy of patient
related data in epidemiologic, research and administration contexts.

Pseudo-anonymization

Patient related data are recorded and used in different domains, for example medicine, communities,
research, administration, and statistics. Patient specific electronic identifiers (IDs) link specific
information to the individual patient records in each domain. Each domain assigns a domain-specific ID
to each individual patient. In order to satisfy privacy requirements on direct identifiers, data that carry a
domain ID remain within the data holder’s secure server, and are not shared.

If data are re-used, for example in research or public health purposes, the domain-specific ID is removed
(anonymization) or replaced by a different ID (pseudonym). Pseudonyms can later be traced back by an
authorized person to the original domain ID. This must only occur under well-defined conditions, e.g. if a
researcher needs to clear ambiguities in incoming information together with the organisation that
generated the data.

In multi-domain and multi-organisation scenarios, consistent management of IDs and pseudonyms on a
secure authorized server is needed to enable cross-linking of data from different sources using the ID’s.
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The following requirements apply:

e Patient IDs exist for each domain;

e The local domain ID must not leave the local domain in clear text, to prevent unintended record
linkage between domains;

e When providing data from a source domain to a target domain, the target domain patient ID
(pseudonym) must become available to users in the target domain; and,

e Domain IDs must enable domains to cooperate e.g. for clearing ambiguities, while preserving
privacy.

Example of a multi-domain and multi-organization pseudo-anonymization strategy

In Austria, for example, eGovernment legislation and IT infrastructures are in place to handle domain
specific identifiers e.g. for health care, traffic, taxes, and statistics [2], [3]. This is implemented and in
operation for example in the Austrian electronic health care record ELGA [4]. Figure 1A describes how
data from a health domain can be linked to records in a research domain in this way. Figure 1B
introduces the needed IT infrastructure. Figure 1C shows how IDs are mapped between domains while
preserving pseudonymization.

y _— .
h Body temperature 3.12 2019, :
Vi : 10:30am: 38.5 C Q {
S i Domain ID i o

bPK_Health: 1234

WAL

Body temperature 3.12.2019,

10:30am: 38.5 G

Domain 1D

bPK_Health: 1234

Body temperature 3.12.2019,

.| hereby consent that my body 10:30am: 38.5 C

temperature data be shared: bPK_Health - encrypted: dr#007Ifes

- with health care professionals, for bPK_research - encrypted: #1hsldg
the purpose of my healthcare, ——
using my unencrypted S o P fesenrch : 6742
bPK_Health v — :

Only certified researchers

- with certified researchers, for the can decrypt
purpose of research, using my
encrypted bPK_research Body tomporaturc 3.12.2019,

- With certified administrations, for ;gzoag‘alﬁi{’efcwp(ed coosITo3s By
the purpose of managing public BPK_ADNMN - encrypted: oakrsiess ‘ h
health, using my encrypted = L
bPK_ADMN Only certified \ Domain ID:
~ ~ administrations can bPK_ADMN : 9876

Digitally signed: The Patient decrypt

Figure 1A. Sharing or linking a body temperature observation from the healthcare domain with a
research and administration domain. In the healthcare domain ID (bPK_Health, green), a patient is
identified with a specific ID, (1234, colour green, denoting that it is unencrypted). A doctor will receive
this data together with the original ID, as the law allows doctors to share IDs unencrypted. The doctor
can attach an encrypted ID (bPK_research - #1hsld8, red, denoting it is encrypted) to the data. The
doctor never has access to the unencrypted bPK research ID. A researcher who receives the data,
decrypts the encrypted ID. This decrypted ID (bPK_research - 6742, blue, denoting that it is a
pseudonym) is specific to the research domain . The same method applies as data are provided to
administrations, e.g. for public health purposes. Contributed by Dr. Carsten Schmidt. LICENCE: CC BY-NC-
SA 3.0
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bPK_Health: 1234 2150
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Please provide me with
corresponding encrypted 1Ds for the
following domains Query:

research, ADMN, Health | have data from a person with the
domain pseudonym ID

Response: bPK_ADMN : 9876
bPK_research - encrypted: #1hsld8
bPK_ADMN - encrypted: odkr&l65s Please provide me with
bPK_Health - encrypted: dr#007Ifes corresponding encrypted IDs for the
« Responded encrypted IDs following domains:
Domain ID: / include time stamps Health, ADMN
bPK Health: 1234 o + They will be different for \
- ) each query Response:
Only certified doctors can bPK_Health - encrypted: LI/gf$36
decrypt bPK_ADMN - encrypted: %GFS§'sd

Figure 1B. IT infrastructure for cross-domain IDs management. A user in the medical domain queries
the IT service using the ID of the health domain, asking for encrypted IDs of other domains. The service
responds with the encrypted IDs. Users in other domains can use the same mechanism. This enables
users in different domains to co-operate: For example the researcher can attach the encrypted
bPK_Health ID to a message to the doctor, asking for details to support clearing ambiguities in the data
the doctor provided earlier. The doctor can then decrypt the patient ID, access the patient related
information in the health IT system, and finalise the clearing with the researcher. Contributed by Dr.
Carsten Schmidt. LICENCE: CC BY-NC-SA 3.0

Input
bPK_Health: 1234

7_'.,-’
Calculate via algorithm, using ——  Database retumns target
e.g. private / public keys domain ID

A

| bPK_research : 6742 . —

o Add Time_stamp:
12.03.2020, 11:34:55 am

Encrypt e.g. using public
key of research domain

Qutput:
bPK_research - encrypted: #1hsld3

‘/ Only certified researchers can

bPK_research : 6742 decrypt using e g research
domain private key

Figure 1C. Data flow for deriving an encrypted ID (#1hs!d8) for a target domain (research). The source
ID (1234) can be mapped to the target identifier for example in two ways. A mathematical algorithm is
used (left branch) to calculate the target domain ID (6742), or a database query returns the ID. A time
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stamp (as kind of salting) is then attached to this ID. ID and timestamp together are then encrypted, e.g.
using the public key of the target domain. This assures that no two encrypted IDs for the same patient
and the same domain are identical, in this way preventing the unintended linking of records.
Contributed by Dr. Carsten Schmidt. LICENCE: CC BY-NC-SA 3.0

Anonymization: Controlling statistical disclosure risk by anonymization

A pseudonymized data set does not imply that individuals cannot be re-identified and, additionally, the
data set still needs to be anonymized using different methods than those regarding pseudonymization.
Intruders can reveal patients’ identities using a combination of indirect identifiers such as gender, age,
education, location, race/ethnicity, etc.

Since the first data protection scandals in the 1990s [5], we have learned that removing or
pseudonymizing directly identifying attributes (ID’s) such as names, addresses and social insurance
numbers is generally not sufficient to prevent data protection violations. Beyond masking these direct
identifiers, we need to control statistical disclosure risk. This is the risk of intruders using a combination
of indirect identifiers such as race/ethnicity, education level, sex, age, among others, to identify
individuals and their their health status. The levels of such risks need to be quantified, accessed and
controlled in the shared datasets to ensure privacy and trust of the individuals contributing their data
and to meet scientific integrity requirements. In order to measure the risk, frequencies of persons with
certain attributes are generally counted and evaluated. The lower the frequency, the higher the risk. For
example, an 83 year old man with COVID-19 in a community. If he is the 83-year-old and the only 83
year old guy in the community, then we know that he has had COVID-19, as well as the values of all
other attributes given for that man. To make this person anonymous, various methods can be used. For
example, post randomization of the place of residence, or adding a noise to the actual age, or
regrouping age in age groups. After the anonymization the data utility is checked. While the risk for re-
identification should be very low, the data utility should be as high as possible, i.e. the data quality of
the anonymized data should be very good. If queries are published that results in reporting aggregated
information in form of tabular data (aggregates) instead of microdata (each row of the data set
corresponds to an individual), other methods of tabular data protection are used. Again, the frequency
of cells in a table can be checked (how many persons contribute to the cell value) and if the number of
cases is too small, blocking can be applied (primary suppression). These primary locked cells are
protected by a secondary suppression to such an extent that the primary suppressed information can no
longer be estimated accurately enough. See an introduction to statistical disclosure control [6].

In the LMIC, the World Bank Group and the International Household Survey Network supported the
development of the statistical disclosure control software sdcMicro [7] and they recommend it
(http://surveys.worldbank.org/sdcmicro). There is literature and recommended best practices in this
regard [8], [9].

DISCUSSION

For COVID-19 data, it must be possible for authorized persons to know the true ID of a patient, i.e. to
reverse the encryption of an ID, either in the case that several data sets are merged with this ID or
because clarifications are necessary for the patient. To prevent the merging of patient data, the true ID's
are salted and encrypted with a hash function. In a multi-domain and multi-organization framework, a
different salt for the same person is used for each domain and organization. The management of these
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salts is an IT-technical challenge, but it is well established in practice. As an example, a complex pseudo
anonymization based on the Austrian health data was shown.

However, pseudo anonymization only prevents the merging of persons across different data sets.
However, it will still be possible to clearly identify persons by a combination of attribute values, and
further anonymization is necessary, especially if the data is made available to an extended circle of
users.

The choice of indirect identifiers is very important. This means asking "what is the knowledge of an
attacker"? In other words, what possible databases with intersectional populations may be available to
someone who receives the data?

For indirect identifying variables, prior of using SDC techniques, the re-identification risks of the data
should be modeled and estimated. This allows the identification of records with high re-identification
risks, e.g. those having too less frequency and/or assess high-risk observations.

For categorical key variables apply global recoding and local suppression to establish k anonymity - that
at least k observations/persons in the data set shares the same values for the indirect identifiers (e.g.
age 65, female, lives in region XY, ...), or alternatively, swapping techniques could be used to change, for
example, the place of residence with another person.

Each time an SDC technique is used the risk of re-identification and the increase of information loss
should be measured. The anonymization process is typically iterative. Different anonymization methods
are tried until the risk of re-identification has been decisively reduced and at the same time the loss of
information is considerably low.

The acceptable level of risk depends on many factors. If COVID-19 data are shared as public-use files,
they should have much less disclosure risk than scientific-use files for selected researchers or research
institutions. The latter are restricted to certain users under certain conditions.

COVID-19 data enriched with information on patients’ other comorbidities containing sensitive
information such as HIV / AIDS information may require greater intervention for anonymization,
compared to data with less sensitive information.

Note that the risk is never 0, but this is not required. De-facto anonymity is reached whenever the
burden and efforts of re-identification is higher than the value for the data intruder.

Data protection must also be guaranteed when delivering data internally in the data holders’
organization. But it is clear that, in general, the risk for internal data delivery is smaller than externally,
since (and only if) the planned processing tasks are described internally, the purposes of the processing
may be better known, the risks to data storage can be minimized (the data may be less likely) can be
stolen), and it can also be logged who works when with the data, i.e. to be able to control this better
than with external data delivery.
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ABSTRACT

An epidemiological surveillance data model is proposed that is able to guide the construction of a
common data model and other database schemas used in COVID-19 epidemiological research. The data
model encompasses both hospital specific surveillance in line with the WHO COVID-19 Core and Rapid
CRFs and electronic health records together with field-based demographic and epidemiological
surveillance now in progress for COVID-19.

BACKGROUND

In a full spectrum COVID-19 domain model? it is necessary to account for the entire individual
experience from susceptibility to exposure, to infection, and through treatment, to death or recovery
with and without sequela [Pesquita C, Ferreira JD, Couto FM, Silva MJ, 2014] [World Health
Organization, 2020 Apr 23] [World Health Organization, 2020 Mar 24]. Susceptibility includes person-
level risk factors, the toolbox of public health countermeasures in play and the use a person is able to
make of these countermeasures. In the full spectrum model susceptibility interfaces with exposure
through contacts, and this information may be captured prospectively and/or retrospectively. Diagnosis
may follow, or not, and can take many forms. Treatment may or may not follow diagnosis. Treatment
may or may not include hospitalization. Death may occur without hospitalization. Finally, recovery may

Lin ontology engineering, a domain model is a formal representation of a knowledge domain with concepts, roles, datatypes, individuals, and
rules, typically grounded in a description logic.
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be fraught with sequela. The full spectrum domain model presented here accounts for all of these
pathways.

METHODS

The full spectrum model is based on the SEIR (Susceptibility, Exposure, Infection, Recovery) domain
model [Sun, P and Kang L, 2020]. We augmented the SEIR model to take into account public health
countermeasures [Giordano G, Blanchini F, Bruno R et a/ 2020] and differences in the availability
of resources between High Income Countries (HIC) and Low and Middle Income Countries (LMIC). The
augmented SEIR domain model might be more informed by the hospital experience in HICs, and by
community-based demographic and epidemiological surveillance in LMICs [Wang et al., 2020]. Some
LMICs also benefit more directly from lessons learned from experiences with Ebola and HIV AIDS. The
augmented SEIR model gives equal weight to both the hospital experience and to the community-based
demographic and epidemiological surveillance.

RESULTS

The COVID-19 Epidemiological Surveillance Data Model came about as a result of these augmentations.
Figure 1 breaks out the model into three components -- disease milestones, contacts and person risk
factors. In Figure 1 component details are hidden; however, the source material that influenced the
composition of each component is indicated. Component details are outlined in Figure 2 (disease
milestones), Figure 3 (contacts) and Figure 4 (personal risk factors).

Note that the COVID-19 Epidemiological Surveillance Data Model depicted here is an “interim” model; it
is very much a work in progress. That is because the COVID-19 pathogen is a novel coronavirus, so we
are still learning about COVID-19 disease management, person risk factors and best practices for early
case recognition and contact tracing. Furthermore, when it comes to questionnaires for community
surveillance, there is a plethora of ongoing overlapping initiatives. A separate effort has been
undertaken to contrast and compare some of these initiatives [Schmidt CO, Nagrani R, Lobe M, et al.
2020]

In Figure 1 we trace the provenance of the several components that compose the COVID-19
Epidemiological Data Model. Many standards groups, governmental agencies and non-governmental
organizations have developed guidance, financially support initiatives and instruments that have
informed and will continue to inform this COVID-19 Epidemiological Surveillance Data Model. Two in
particular are outstanding. They pre-date COVID-19 and are part of a longstanding commitment to
understand and assess emerging pathogens. They are the WHO Global Influenza Surveillance and
Response System (GISRS) which now includes COVID-19 sentinel surveillance [WHO. 2020a] and the
Wellcome Trust Longitudinal Populations Strategy which was launched in 2017 [Wellcome Trust. 2017].
The former has spawned the WHO COVID-19 Core Version and Rapid Version CRFs, while the latter has
produced the Wellcome Trust COVID-19 LPS HIC and LMIC Questionnaires. Together they form the
provenance for both the COVID-19 Epidemiological Surveillance Model disease milestones component
and the person risk factors component.
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Figure 1: Overview of the COVID-19 Epidemiological Surveillance Data Model Components and their
Provenance
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Figure 2: The Disease Milestones Component

Note that the Disease Milestone Component is an “event history”. It needs to support:

e multiple diagnosis encounters in the community and in a facility
® repeat visits to the same or different facilities including clinics, hospitals and nursing homes and
® repeat visits to a person in the community

Repeat visits to a person in the community are needed with a novel coronavirus because we are still
learning the sequela and don’t know the observation period over which the appearance of sequela
might extend.
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Figure 3: The Contacts Component

Note that with “large scale encounters” it isn’t possible by and large to record individual contacts.
Increasingly, demonstrations are happening during the COVID-19 pandemic because of civil unrest. It is
likely that “large scale encounters” will lead to new forms of contact tracing.
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Figure 4: The Person Risk Factors Component
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Again with COVID-19, as we learn more about salient pre-conditions, the mechanics of spread and the
value of different initiatives in the public health toolbox, the enumeration of person risk factors remains

a work in progress.
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Figure 5: Full View of COVID-19 Epidemiological Surveillance Data Model (less Provenance)

DISCUSSION

The Epidemiological Surveillance Data Model is meant to inform the development of an implementation
model composed of extensible database schema. For examples of extensible database schema, see the
treatment of schemas in schema.org [schema.org. 2020] and the role of resources in HL7 FHIR [HL7.
2020]. Also, recall that the model is longitudinal in scope so an implementation model of extensible
schema needs to be able to record multiple encounters for repeat visits to clinics, hospitals and nursing
homes, repeated and changed diagnoses and diagnostic tests, and repeat visits with field workers.
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ABSTRACT

Epi-TRACS proposes a computable framework for emerging pathogen action plans. Epi-TRACS can assess
population health and economic outcomes based on sentinel surveillance, public health disease
management tools and inclusive growth and recovery tools using a form of causal analysis called causal
loop diagrams.

BACKGROUND

COVID-19 threat detection has been slow relative to the speed with which the epidemics and
subsequent pandemic spread. As a result, countries have implemented a series of severe public health
measures that have differed from country to country depending on a variety of factors.

For both Low and Middle Income Countries (LMIC) that depended on the WHO Global Influenza
Surveillance and Response System (GISRS) [WHO, 2020a] and High Income Countries (HIC) that, besides
the GISRS, have some form of early response system separate from the WHO; the tempo, stealth, and
spread of this novel coronavirus left most countries with little time to act leading to widespread
lockdowns to suppress or mitigate the spread [Gates B, 2020; Bai Z, et al. 2020].

Lockdowns in turn have economic consequences for both HICs and LMICs.

These facts on the ground have engendered deep concerns at the WHO and in member countries for the
current state of COVID-19 sentinel surveillance and for ongoing influenza sentinel surveillance programs
as well where the WHO is reporting that vigilance has begun to suffer:

Since the emergence of the SARS-CoV-2 virus and the disease it causes, COVID-19, early in 2020, and in
particular since the designation of the COVID-19 outbreak as a pandemic by WHO, laboratories of the
Global Influenza Surveillance and Response System (GISRS) have become COVID-19 testing centres in
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many countries. GISRS has also become the main global platform for COVID-19 sentinel surveillance, an
essential component of WHO COVID-19 pandemic surveillance. Influenza-like illness (ILI), acute
respiratory infection (ARI), and severe acute respiratory infection (SARI) syndromic sentinel surveillance
systems have served to monitor community transmission and geographic spread of COVID-19.

However, numbers of specimens tested for influenza and shipments of viruses to WHO Collaborating
Centres of GISRS have significantly decreased in the past months compared with the same time period
in previous years. Reporting directly or indirectly to FluNet by some countries has also been delayed or
ceased altogether. Although influenza activity in the Northern Hemisphere has decreased and remains
at inter-seasonal levels, the Southern Hemisphere influenza season is imminent. Moreover, continued
vigilance is needed for the emergence of zoonotic and non-seasonal influenza viruses of pandemic
potential, as has been seen in the recent past in outbreaks caused by A(H5N1) and A(H7N9) viruses, for
example [WHO. 2020b].

Now, seemingly, we are in uncharted territory where we have to:

e Prepare for the co-circulation of influenza and COVID-19 in the upcoming Southern Hemisphere
influenza season, both of which are of public health importance;

e Utilize and strengthen existing national influenza surveillance systems for both influenza and
COVID-19 responses; integrate COVID-19 sentinel surveillance into ongoing sentinel surveillance
systems as much as possible under strategies tailored to the needs and capacity specific to the
country [WHO. 2020b].

In this context we are having to learn and relearn how to phase and stage the public health and
economic health toolboxes within and between regions and countries as part of a single global response
system.

METHODS

In light of the COVID-19 pandemic experience, both the early warning and response parts of our systems
need to be rethought. This is necessarily occurring in the midst of the pandemic. Varying responses
around the world have created a number of natural experiments: South Korea, Sweden, Kenya, Brazil,
Vietnam, California [Zwald ML,et al. 2020], South Dakota, and New York State [Cummings et al., 2020].
Each of these jurisdictions have implemented emergency public health and economic measures in
unique ways.

Data collected from each of these natural experiments will help us to identify sentinels (“canaries in the
coal mine”), and response measures that prove useful or not under various conditions. An early warning
and response system called Epidemiology Translational Research Action Coordinated System (Epi-
TRACS) has been proposed in the light of these natural experiments. It is more descriptive than
prescriptive. The saliency of sentinels and responses proposed in Epi-TRACS need to be placed in a
computable framework where they can be evaluated.

One candidate for this computable proposed here is a type of causal analysis called system thinking. In
system thinking, circles of causality are identified together with the patterns these circles fall into --
called system archetypes [Bradley DT, Mansouri MA, Key F, et al. 2020].
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Here the transmission of COVID-19 is represented as a dynamic process conditioned by multiple
variables which can interact and escalate across various system sectors including the contagion
subsystem, healthcare and the economy. These influences occur through a series of so-called
“reinforcing” and “balancing” loops that together form a circle of causality in which variables associated
with the contagion, healthcare and the economy are manipulated or not in a succession of action plans
on a temporal and spatial scale across a plethora of social environments.

RESULTS

Epi-TRACS

We propose an Epidemiology Translational Research Action Coordinated System (Epi-TRACS) led by the
WHO which even now is rethinking and reimagining itself based on lessons learned from COVID-19
(Figure 1).
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Figure 1. Epi-TRACS. Proposed WHO-led COVID-19 EPIdemiological Translational Research Action

Coordinated System.

Epi-TRACS is a translational research workbench in a model derived from activity-based intelligence

[Attwood, 2015]. The components of this model that are not colored in Figure 2, including a common
data model and a complete description of full spectrum epidemiology, are discussed elsewhere [Full
spectrum epidemiology and the common data model, work in progress].

46



WHO EPI-WIN Action
Recommendations

generates

Translational
Research - :
isusedby |Analysis
Strategic Workbench
Priorities i
produces
direct |
Saliency
Map

Epidemiological
is filte

Surveillance red by

Public
Full
Health and
the ground aggregatesE fdpee;:gf: aggregates Economic
D gy Development
Toolboxes

defines and incrementally grows

Health
Facilities
Surveillance

shapes

v

Data
Lake

Figure 2. Underlying Epi-TRACS Intelligence Model: A model adapted from the activity-based
intelligence model to support full spectrum COVID-19 epidemiology.

Epi-TRACS puts sentinel surveillance facts on the ground (the canaries in the coal mine), together with
public health disease management tools, and inclusive growth and recovery tools in an action plan that
posits a set of patient health and economic outcomes (Figure 3).
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Figure 3. Epi-TRACS Sentinel Surveillance. The canaries in the coal mine.
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The public health toolbox includes a set of tools that can be used singly or in combination depending the
availability of countermeasures and the current state of disease spread in a population (Figure 4).

Disease

management

— Lockdowns

— Social distancing
— Testing

— Isolation

— Contact tracing
— PPE utilization

U Health facilities
coordination

— Therapeutics

— Vaccines

Figure 4. Public Health Disease Management Tools: The public health toolbox.

The economic development toolbox includes monetary and fiscal policy. However, growth and recovery
management also include reimagining business models, cities and towns, and support for the
disadvantaged (Figure 5).
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Figure 5. Inclusive Growth and Recovery Management Tools: The economic development toolbox.

Both retrospectively and prospectively, Epi-TRACS uses data science tiger teams and causal analysis to
assess the results these action plans produce. Epi-TRACS is governed by an international, cross-domain
and cross-cultural board that gives direction to the data scientists and the early warning and response

system as a whole.

The Emergency Public Health and Economic Measures Causal Loop

Alongside the Epi-TRACS proposal for an early warning and response system, a computable framework is
proposed in which the actions taken in response to COVID-19 sentinel surveillance can be simulated and
assessed both retrospectively and prospectively. It has been shown that causal loop modeling may be
valuable in assessing system sustainability and system resiliency [Ricciardi F, De Bernardi P, Cantino V.
2020].

The basic causal loop diagram (CLD) characterizing the dynamics and interactions between the COVID-19
contagion, the healthcare subsystem and the economy subsystem are shown in Figure 6.
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Figure 6. A notional COVID-19 emergency public health and economic measures causal loop. The colours green,
violet and blue indicate pandemic effects on the population, healthcare system, and economic sector,

respectively.

The whole interacting system consists of twelve directly recognizable balancing loops (B1-B12) and
sixteen obvious reinforcing loops (R1-R16) distributed as follows:

e The contagion system component in green has eight balancing loops (B1-B8) and five reinforcing

loops (R1-R5).
® The healthcare component has three reinforcing loops (R6-R8).
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e And the economy component encompasses four balancing loops (B9-B12) and eight reinforcing

loops (R9-R16).

The contagion subsystem is based on the SEIR (Susceptible, Exposed, Infectious, Recovered) model.

Table 1 breaks out the loops from Figure 6 into system components. Each loop is identified, its
endpoints enumerated, and its implication described.

Table 1. COVID-19 causal loops by system component

Loop

Description

Implication

Contagion on the human population system component

R1 - Reinforcing

Asymptomatic-infected-asymptotic

Exponential growth of infected
individuals among human population

R2 - Reinforcing

Infected — symptomatic - infected

Upsurge in number of dead and
isolated individuals

R3 - Reinforcing

Immune system — asymptomatic —
recovered - immune system

Strong immune system upsurges the
number of asymptomatic individuals

R4 - Reinforcing

Susceptible - social distance - public
perception -wearing mask -
susceptible

Wearing mask and social distancing
growth the number of susceptible
individuals

R5 - Reinforcing

Contact tracing — diagnosed - contact
tracing

Contact tracing growth number of
diagnosed individuals

B1 - Balancing | Symptomatic — dead - symptomatic Symptomatic individual after a time
delay could die
B2 - Balancing Recovered — symptomatic —isolated | Recovered individual reduce the
- recovered number of symptomatic
B3 - Balancing Isolated - dead - isolated After delay, section of isolated

individuals dies contributing to
increase the number of dead
individuals
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B4 - Balancing Recovered —isolated - recovered After delay section of isolated
individuals recovered
B5 - Balancing | Asymptomatic — recovered - After delay section of asymptomatic

asymptomatic

individuals recovered

Potential contribution of vaccine

B6 - Balancing | Vaccination-vaccinated-susceptible- | Vaccine contribute to decline in the
vaccination number of the susceptible individuals

B7 - Balancing | Vaccination — susceptible - Number of susceptible individuals
vaccination reduced due to vaccine

B8 - Balancing | Vaccination - public perception of Public perception influences vaccine

risk - vaccination

intake

Healthcare component

R6 - Reinforcing

Health system - immune system -
health system

Upright health system enhances
immune system

R7 - Reinforcing

Healthy habit - health system -
healthy habits

Healthy habits upsurge number of
individuals with strong immune system

R8 - Reinforcing

Health intervention —isolated -
occupied health facilities -shortage -
health interventions

Increase health interventions upsurge
the number of isolated and occupied
health facilities contributing to
shortage

Economy compo

nent

R9 - Reinforcing

Aid and stimulus — cash reserve —
spending

Increase aid and stimulus boots
spending which may reduce GDP

R10 -
Reinforcing

Capital - GDP — income — investment
- Capital

Injection of capital boosts the GDP
which increases income and
investment
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lockdown

R11 - Unemployment - aids and stimulus — | Unemployment triggers aid and

Reinforcing spending — GDP -employment - stimulus for spending that contribute
unemployment to GDP loss and reduced employment

R12 - Employment — GDP — demand - Job creation growth the GDP which

Reinforcing employment contribute to total demand

R13 - Employment — unemployment - Reduces in employment surges the

Reinforcing disposable income -demand - number of unemployed individuals
employment reducing disposable income

R14 - Total demand - digital channels - Exponential growth in the use of digital

Reinforcing total demand channels

R15 - Return - stock price - recent stock Volatility increases in recent stock

Reinforcing price - price appreciation - return prices provoking price appreciation and

return

R16 - Stock price — fears — returns — stock Stock volatility create fears, leading to

Reinforcing price low returns

B9 - Balancing Lockdown — travel — tourism - Lockdown reduces travel with negative

impact on tourism

B10 - Balancing

Lockdown - supplier chain -
lockdown

Lockdown reduces supply chain
causing distortion

B11 - Balancing

Income — consumption - investment
— capital — GDP - income

Income contributes to consumption
limiting investment

B12 - Balancing

Unemployment — employment —
unemployment

Aids and stimulus boost
unemployment reducing employment

Reviewing the CLD, potential ways to reduce the number of infected individuals is to boost the

population immunity and reduce human movements. Effective social distancing associated with wearing

a mask seems to also reduce the number of infected individuals. However, to reduce the number of
dead, special care should be given to people with high risk factors that lead to chronic conditions.
Vaccine, when available will contribute to decline in the number of the susceptible individuals, but
adequate advocacy is necessary as public perception influences vaccine intake.
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Lockdown seems to play an important role in the whole dynamical system. It provides the linkage to
contagion as well as both the health component and the economy component. The lockdown directly
contributed to reducing human mobility, which precipitates an upsurge in unemployment resulting in
loss of income and reduced GDP. This also led to aid and stimulus measures that caused a loss of GDP.
Lockdown reduces travel with negative impact on tourism, creates panic and fears which negatively
impact return and stock prices.

Figure 7 illustrates some of the major balancing and reinforcing loops. Figure 7 portrays that there are
not many mechanisms for national quick economy recovery after the pandemic as the majority of the
interacting causality loops are yielding balancing behaviour. The two reinforcing loops (RCHE1, RCHE2)
identified need to be extremely strong to counter the effects of the four balancing (BCHE1, BCHE?2,
BCHE3 and BCHEA4) loops in order to precipitate an exponential growth.
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Figure 7. Interaction channels between the contagion, healthcare and economic system components

Table 2 breaks out the interacting loops from Figure 7 across the contagion, healthcare, and economic

components. Each loop is identified, its endpoints enumerated, and its implication described.

Table 2. COVID-19 causal loop diagram by system.

Loop Description Implication
RCHE1 - GDP — health interventions — Overcoming fears and upsurge interest
Reinforcing shortages — occupied health in investing in stock market may help
facilities — treated — recovered — increase the GDP and revive national
isolated — lockdown — fears — economy to exponential growth
return— stock price — digital channels
—income —investment - GDP
RCHE2 - GDP — health interventions — Overcoming fears and upsurge interest
Reinforcing isolated — lockdown — fears — in investing in stock market may help
return— stock price — digital channels | increase the GDP and revive national
—income —investment - GDP economy to exponential growth
BCHE1 - GDP — health interventions — Continuing depletion of the GDP
Balancing shortages — occupied health through aids, stimulus and
facilities — treated — recovered — interventions in health system
isolated — lockdown — mobility — component will lead national economy
unemployment — aids and stimulus — | to recession and loss of employment
spending - GDP
BCHE2 - GDP — health interventions — Continuing depletion of the GDP
Balancing shortages — occupied health through aids, stimulus and
facilities — treated — recovered — interventions in health system
isolated — lockdown — mobility — component will lead national economy
unemployment — employment - GDP | to recession and loss of employment
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BCHES3 - GDP — health interventions — Continuing depletion of the GDP

Balancing isolated — lockdown — mobility — through aids, stimulus and
unemployment — aids and stimulus — | interventions in health system
spending - GDP component will lead national economy

to recession and loss of employment

BCHE4 - GDP — health interventions — Continuing depletion of the GDP
Balancing isolated — lockdown — mobility — through aids, stimulus and
unemployment — employment - GDP | interventions in health system
component will lead national economy
to recession and loss of employment

DISCUSSION

“Inclusive Growth and Recovery Management” in Figure 1 is also the name of a challenge, with a call for
entries being supported by the Rockefeller Foundation [The Rockefeller Foundation, 2020]. In this
challenge and elsewhere “data science breakthroughs” are being counted upon to inform the
development of early warning and response systems for COVID-19, future novel viruses and other
potential threats characterized by breathtaking tempos.

In this context causal loop diagramming (CLD) holds promise and may be fit to purpose. More
specifically, it may be possible to use CLD to determine the sustainability and resiliency of the COVID-19
contagion, healthcare and economic growth and recovery system under different action plans.

As governments and non-governmental organizations review their research portfolios, we expect more
challenges like the Rockefeller Foundation “Inclusive Growth and Recovery Management” challenge to
emerge. And, in response to these challenges, over the next several months we expect researchers will
be undertaking assessments of the sustainability and resiliency of various pandemic action plans for
growth and recovery using CLD.
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ABSTRACT

An architecture for hosting COVID-19 datasets is proposed. The architecture supports full spectrum
COVID-19 research. Full spectrum includes schemas for clinical care, demographic surveillance and
epidemiological surveillance data based on the Common Data Model and the extensions it supports for
questionnaire data. An emulated clinical trial framework based on the Common Data Model that
employs causal analysis is described.

BACKGROUND

COVID-19 epidemiology observes and identifies factors that influence the spread of COVID-19 within
individuals, in their communities, in a country as a whole and across borders. In addition to resources
and successes in disease detection and treatment, important determinants of health include individual
and population risk factors, environmental context and exposures, and policy and public health
responses.

COVID-19 presents very differently among individuals, from asymptomatic (albeit contagious) infections,
to lethal. A consistent observation in the USA [Garg, Kim, Whitaker, et al. 2020], Italy [EpiCentro 2020]
and China [Liu, Fang, Deng et al. 2020], however, is that individuals with pre-existing chronic conditions
such as hypertension, diabetes, asthma, chronic obstructive pulmonary disease (COPD) and/or other
comorbid risk factors are much more likely to be hospitalized, admitted to the Intensive Care Unit (ICU)
and to die. Indeed, virtually all of the deaths are in individuals with pre-existing comorbidities, across all
age ranges - not merely in the elderly [Garg, Kim, Whitaker, et al. 2020].

Risk factors being studied include socioeconomic status, housing, crowding, occupation, environmental
exposures, lifestyle-related factors, health-related behaviours and pre-existing conditions [Greenfield J,
Sears M, Nagrani R, et al. 2020] The disease progression, severity and sequelae may be further impacted
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by patient care procedures, emergency public health and economic measures [Greenfield J, Sears M,
Nagrani R, et al. 2020]. Much of this information is available from hospital/clinic surveillance (Electronic
Health Records [EHR]), field-based longitudinal demographic and epidemiological surveillance,
population level indicators, and monitoring programs (e.g., air quality monitoring).

To date, clinical and observational research is largely conducted as stand-alone studies with little
integration, even when conducted in the same population. This leads to duplication of efforts by
investigators and data collection personnel to extract similar information for a given population. A
further shortcoming is that even a small change in construction of a question by two different
investigators may magnify the challenges to integration [Schmidt CO, Nagrani R, Lobe M, et al. 2020].
For example, age at event requires manipulation to translate into the year of event or numbers of years
since the event. Further, the purpose of information collected in clinics is different from data collected
in the field (observational studies). Medical staff in clinics are often overburdened by the sheer number
of patients, compromising the quality of information collected which may not be relevant to treatment
(e.g., age at menstruation, family history of disease, occupational history, etc.) but may be important in
epidemiological association studies. This poses challenges in consolidating information between clinics
and observational studies. In the recent years, there have been considerable efforts to streamline Case
Report Forms (CRFs) and population-based questionnaires using the approach called Common Data
Model [Garza M, Fiol GD, Tenenbaum J, et al. 2018].

The Common Data Model

Common data models (CDMs) were first developed to host and support twenty-first century patient care
research using EHR data:

...a CDM is used to standardize and facilitate the exchange, pooling, sharing, or storing of data from
multiple sources... Within the last decade, several CDMs have been collaboratively developed and have
risen to the level of de facto standards for clinical research data [emphasis added] [Garza M, Fiol GD,
Tenenbaum J, et al. 2018].

Now these CDMs host:

...the increased exploration of observational, quasi-experimental, and experimental clinical study
designs all using healthcare data... [Garza M, Fiol GD, Tenenbaum J, et al. 2018]

where “quasi-experimental” designs include the use of Electronic Health Record (EHR) data to support
emulated clinical trials when clinical trials are impractical [Hernan and Robins, 2016]. Similarly, and in
line with their support for multiple data sources, CDMs have also evolved to include questionnaire data
from surveys conducted in the field [Blacketer M, Voss EA, Ryan PB, 2015].

Together this information forms an epidemiology intelligence model in which there is person-level
information from both clinics and community on the ground, and countermeasures or action candidates.
Action candidates fall into at least two categories -- a public health toolbox and an economic
development toolbox. This intelligence model supports the exercise of cross-domain full spectrum
epidemiology [Atwood, 2015].
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We are proposing to use the CDM with COVID-19 to integrate clinical data and epi data for COVID-19.

METHODS

An activity-based intelligence model was adapted to create Epi-STACK - a COVID-19 epidemiology model
that supports cross-domain, full spectrum COVID-19 epidemiology. Several COVID-19 specific
components emerged.

RESULTS

Figure 1 illustrates how Epi-STACK may yield many workbenches or, again, analytical models. Models
may be explored as emulated trials to discern associations and causal relationships, as illustrated in
Figure 2. Finally, one of these models, the COVID-19 Risk Assessment Workbench is exemplified in
Figure 3.

The activity-based intelligence model yields a series of translational research workbenches to develop
WHO EPI-WIN action recommendations. EPI-WIN “covers common myths; information for health
workers; effects on travel and tourism; and tailored advice for the general public, businesses and
employers, and WHO member states” [WHO, 2020].

For full spectrum COVID-19 epidemiology we considered multiple disease surveillance sources together
with the public health and economic development toolboxes that mitigate spread and severity of
disease in a population. For more details about the intelligence that underlies this full spectrum view,
see A Full Spectrum View of the COVID-19 data domain: An Epidemiological Data Model [Greenfield J,
Sears M, Nagrani R, Austin CC, the RDA-COVID19-WG, 2020].

Depending on the characteristics of the pathogen, its history in a population and the resources and
practices of a population, different facts on the ground and different components of public health and
economic development toolboxes are salient. Full spectrum COVID-19 epidemiology is hosted by a
Common Data Model which is grounded in a Data Lake. One of the many research workbenches that
Epi-STACK can yield is a Risk Assessment Research Workbench for COVID-19 Health Care, that uses
causal analysis in the course of producing WHO EPI-WIN action recommendations.
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Figure 2. Epi-Stack. Proposed evidence support system as input to the WHQO’s Epi-WIN communication
channels targeting various audiences.

Quasi-experimental design and causal analysis are integral to the Risk Assessment Research Workbench
for COVID-19 Health Care specific to this pathogen. One feature of SARS-CoV-2, the COVID-19 pathogen,
that is especially remarkable and challenging, is its pace. Rapid pace is evident in rapid spread and short
window for action, which in turn impacts the usefulness of various countermeasures. The pace of novel

viruses can also contribute to social unrest [Nii-Trebi, 2017]:

Infectious diseases are a significant burden on public health and economic stability of societies all over
the world. They have for centuries been among the leading causes of death and disability and presented
growing challenges to health security and human progress. The threat posed by infectious diseases is
further deepened by the continued emergence of new, unrecognized, and old infectious disease
epidemics of global impact.

Risk Assessment Research Workbench for COVID-19 Health Outcomes
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COVID-19 pace motivates us to consider quasi-experimental designs with observational EHR data for
clinical research, modelling random assignment to treatment as time and ethical considerations allow.
The risk assessment workbench uses observational data and causal analysis to produce interim results
and to reduce uncertainty. This was demonstrated with several meta analyses that compare the results
of certain observational designs with randomized clinical trials [Benson K, Hartz AJ. 2000]. In separate
papers, we develop proposals for two additional workbenches that take into account the rapid pace of
the COVID-19 pathogen: (a) an early warning and response system [Epi-TRACS, work in progress]; and
(b) a decision support workbench for the selection of public health and economic response measures
[Novel pathogens decision support, work in progress].

CDM may be considered suitable for integration of clinical and observational data in support of
translational research, such as evaluation of the effect of comorbidities, patient care or both on the
clinical course of COVID-19 patient cohorts.

The concept behind “different environmental exposures” is the “exposome,” defined as “the totality of
exposures to which an individual is subjected from conception to death, including those resulting from
environmental agents, socioeconomic conditions, lifestyle, diet, and endogenous processes” [Porta,
2016; Dagnino, Macherone eds. 2019]. Development, health and chronic diseases are strongly affected
by the exposome. Comorbidities are in turn strongly associated with poorer clinical course across all
ages [Garg S, Kim L, Whitaker M, et al. 2020], suggesting a potential for population resiliency (milder
disease) and lower health care burden, with lower levels of adverse environmental exposures.
Environmental exposure history questionnaires are used to assess, at least in part, the exposome
[Marshall, Weir E, et al. 2002; Dagnino, Macherone, eds. 2019], and how environmental exposures are
developmental origins of disease [Heindel, Balbus et al. 2015].

The same or other questionnaires are useful in comparing and contrasting populations in areas that are
more or less polluted or disadvantaged, noting also potential roles of nutrition, housing (including
congregate housing), occupations and activities [Liu, 2020; EpiCentro, 2020].

In support of the health care risk assessment research workbench the Common Data Model takes as
input both health facilities intelligence and sensor intelligence that takes the form of epidemiological
surveillance questionnaires administered in the field repeatedly over time.

On ramp:

WHO COVID-19
Rapid Version
CRF

HL7 CDA
} EHR system —
FHIR

Emulated trials ©|
Common ‘ /

Data Model

On ramp:

Alternative ~ Wellcome Trust
questionnaires LMIC LPS
Questionnaire

Figure 2. Full spectrum translational research enabled by the Common Data Model. The Common Data
Model is a full spectrum provider for emulated trials conducted to understand the risk factors that
influence outcome
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Next the CDM places all this intelligence in a framework called the emulated trial. In an emulated trial
the impact of various treatments taken separately or together on the treatment course is assessed using
“messy” EHR and/or claims data alongside exposure and/or other “confounding” data [Gershman B, Guo
DP, Dahabreh 1J, 2018].

An emulated trial is observational research that models a hypothetical randomized clinical trial. In the
emulated trial, risk factors that could have an impact on the disease course apart from and or in
conjunction with treatments may be included as stratification variables.

Causal Analysis

Risk factors may operate by themselves and/or with each other to influence treatment effectiveness and
the clinical course. Causal analysis is a way of considering a chain of factors. Causal analysis is conducted
using various methodological constructs including causal loops [Bradley et al. 2020], Markov chains
[Poole and Crowley. 2013] and linear structural equations [Bullock et al. 1994]. Hernan and Robins,
who pioneered emulated trials using CDMs and big data, recently published a primer on causal analysis
in observational research called Causal Inference: What If [Hernan and Robins. 2020]: “The book
provides a cohesive presentation of concepts of, and methods for, causal inference that are currently
scattered across journals in several disciplines. We expect that the book will be of interest to anyone
interested in causal inference, e.g., epidemiologists, statisticians, psychologists, economists, sociologists,
political scientists, computer scientists.”
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Figure 4. Another View of Epi-STACK. In this view the three workbench use cases are enumerated.

Figure 3 illustrates that integration of environmental history and comorbidities may be useful to derive
causal relationships in the course of COVID-19, with information from cohorts that have regular follow-
up since birth, combined with data collected in CRFs.

Other use cases include an early warning and response system [Epi-TRACS, work in progress], and a
decision support system for public health and economic interventions [Novel pathogens decision
support, work in progress]. At present these three use cases and the intelligence that they necessitate
define Full Spectrum Epidemiology which in turn gives shape to the CDM.

All of these use cases require a series of clinical datasets, survey datasets and population indicators over
time, and this is what makes Epi-STACK fit for purpose with the WHO EPI-WIN communications facility:
Epi-STACK has the ability over time to produce a series of interim results that the WHO is able to
channel to a wide range of target audiences.

DISCUSSION

Both the increasing frequency with which novel pathogens are occurring and now the pace of these
pathogens has overwhelmed the current public health intelligence apparatus, which includes the WHO
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and the CDC. This has led to recriminations between countries and within regions. These recriminations
together with the failure of an early public health response are affecting trade, supply and demand with
the result that the world is experiencing a perhaps unprecedented economic contraction and serious
social unrest.

Under the circumstances, across the world people are pinning their hopes on epidemiology, clinical
research, and omics, laboratory and trials to deliver insights, protocols, therapeutics and a vaccine that
will mitigate at least some of the effects of COVID-19.

So far the speed of science has not been able to match the speed of COVID-19; the virus has always
been ahead of us. As a consequence, the pressure for research methods to reach reliable, useful results
is growing. In response, medical science is trying to expand its methodologies such as clinical trials and
disease modeling, while doing no harm (or at least minimizing harm related to delays).

It is in this context that the workbenches being designed here need to be viewed. For example,
emulated trials performed over time may be able to produce early insights and be one basis for so-called
sentinel medical science. At the same time, privacy may be protected with anonymization of data
[COVID-19 data privacy, work in progress] including choice of tracking apps with minimal and time-
limited centralized data retention [WHO (2) 2020].

With appropriate data sets, CDMs are able to narrowly focus on specific concerns such as congregate
care facilities, and/or zoom out to discern differences among communities with different demographics,
sources of employment, housing, environmental quality, etc. Recognizing and addressing differences in
viral transmission and disease severity, often among more vulnerable populations, is key to protecting
public health regionally, nationally and ultimately globally.

Finally, along the way to sentinel medical science that does no harm, it remains to be seen whether
innovations like full spectrum epidemiology are FAIRER (Findable, Accessible, Interoperable, Reusable,
Ethical and Reproducible). Besides doing no harm, FAIRER is the second test sentinel medical science
innovations like emulated trials need to pass. Indeed, there have been several FAIR assessments of a
CDM called the Observational Medical Outcomes Partnership (OMOP) with EHRs. A European Health
Data and Evidence Network (EHDEN) initiative based on the FAIR assessment attempts to harmonize 100
million health records [van Bochove K, Vos E, van Winzu A, Kurps J, Moinat M. 2020]. A recent EHDEN
initiative is earmarked to use the OMOP CDM for COVID-19 research for registry and cohort data
alongside EHRs and hospital information [The EHDEN Consortium. 2020].
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