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Research Communities AARC

The way researchers collaborate within scientific
communities can vary significantly from
community to community

The ability to access and share resources is

crucial for the success of any collaboration

Research and Education (R&E) ICT
there also to support collaboration

Re-using existing identity management fabrics

(@ARC http://aarc-project.eu



Identified common challenges — beyond the old ‘corporate IT’ stuff AARC

Communities / e-infrastructures surveyed in AARC
. : Homeless User
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AARC: making federation work (also) for Research and e-Infrastructures AARC

\ 0o
v Training

i Sl | for SPs

- |, architecture \

v Cross-e-infras, /'
' TTS and attribute !
// mng pilots :

. Recommendations .
‘on data processing |
/ Assurance baseline ' .=

For r/e-infrastructures

https://aarc-project.eu/infrastructures/
https://aarc-project.eu/pilots/piloted-solutions/

https://aarc-project.eu/training/
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AARC Blueprint Architecture - Enabling an ecosystem of solution on top of AARC
eduGAIN

o A Blueprint Architecture for —
authentication and authorization

o A set of architectural and policy
building blocks on top of
eduGAIN ?,

UGAIN GE:-\>NT<7 ———

eduGAIN and the Identity - Zedu
Federations

o A solid foundation for federated

access in Research and ]
Education —

(@A RC http://aarc-project.eu 6



AARC Blueprint Architecture

~

AARC

https://aarc-project.eu/blueprint-architecture/

Guidelines and support documents

* Best practices for managing authorisation

* Expressing group membership and role information
* Scalable attribute aggregation

* Implementation of token TTS

* Credential delegation

* Non-web access

* Social media IdPs

 Use cases for account linking

» Use cases for LoA elevation via step-up authentication

(@ARC http://aarc-project.eu
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AARC

{‘BARIAH-EU = =

@ INDIGO - DataCloud
Better Software for Better Sclence

‘@RC hiepilfearcprojected and over 20 pilots with user communities and Infrastructures



Easing linking of research to infrastructure services with good practice AARC

AARC Blueprint Architecture ‘Researcher (user)-centric’ policy

= Unauthenticated User

- = — = o o i Identify the source of your identity, will your
) provider stand by that identifier, and will it be
() N é é é ¢ ¢ yours forever?
G The Blueprint SP-1dP Proxy as key component,
7 | o e also policy-wise:
_ e i naboraicn |  Filtering funCtiOI:] for pplicy anc{ atssurance
) 7} i * Present harmonized view to existing
(/:jp:\)_J;“ - i :‘LPL i federations to get ‘useful’ data from them
- A ey
| | _f’ J Service Infrastructure
} * Incident response
| “Sirtfi adoption will be critical”

i  “A” baseline “LoA” will be critical,

_ ‘ * * (demonstrable but not necessary by audit)

Basically: your, FIM4R, requirements!

(@ARC http://aarc-project.eu



Trusting the User’s Authentication

9.9.2015 Official Journal of the European Union L235(7
COMMISSION IMPLEMENTING REGULATION (EU) 2015/1502
NOSEEF. i o5 spener 205
[T S ——p—— n setting g out ini technical ifi for levels for el
|dennﬁ lllllll ns pursuant o Article 813) f Regu]a n (EU) No 910/2014 of of the European
[=J— Parliament and of the Cmmal on electronic_iden m and trust services for electronic

transacti nsm h memalmar

[ =

(Text with EEA relevance)

TIIE EUROPEAN COMMISSION,

kantara ™A

INITIATIVE

Special Publication

ldentity Assurance Framework:
Assurance Levels

Recommendations of the
National Institute of

National Institute of Standards and Technology

Many layered models (3-4 layers)

* Specific combination
‘authenticator’ and ‘vetting’ assurance
doesn’t match research risk profiles

e Disregards existing trust model
between federated R&E organisations

e Cannot accommodate
distributed responsibilities

but also national (eduGAIN) R&E federations
lacked a documented, agreed assurance level

(@ARC http://aarc-project.eu
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Differentiated assurance from an (Research) Infrastructure viewpoint AARC

‘low-risk’ use cases generic protection of sensitive
e-Infrastructure services resources
few unalienable access to common compute access to data of real
expectations by and data services that do people, where positive ID
research and not hold sensitive personal of researchers and 2-factor
collaborative services data authentication is needed
e e e
Baseline Assurance Slice includes: Slice includes:
1.known individual 1.assumed ID vetting 1.Verified ID vetting
2.Persistent identifiers @ ‘Kantara LoA2’, ‘elDAS e ‘eIDAS substantial’,
3.Documented vetting & 5 low’, or ‘IGTF BIRCH’ ‘Kantara LoA3’
4.Password authenticator - 2.Good entropy passwords 2.Multi-factor authenticator
5.Fresh status attribute 3.Affiliation freshness
6.Self-assessment better than 1 month

(@ARC http://aarc-project.eu .



Using Assurance in practice: “Espresso” for sensitive data

AARC

Identifiers Authentication Attributes

ID proofing

Credential

Issuing \

Authority
l

Assurance can come from a single source ...
... or be a combined/collaborative assurance
by identifier source and vetting attributes

—,/

-_

Vetting
Authority

c u t al ' s
3
A lh Ity > ==
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__t Vetting
Authority

8 m o
Photo ID 3 W
esource

ccess

ontrol

VO (community)

Membership Records

(VOMS + HRDB)
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Gaining global adoption: REFEDS Assurance Framework

-

AARC

https://wiki.refeds.org/display/GROUPS/Assurance+Working+Group

e open, international forum
* link to identity federations —

adoption needs IdP to act and federations to communicate :
* Add new eduGAIN metadata and new attributes for IdPs 2 e

* implementation guidance in normative form helps

Also used to align the e-Infrastructure providers
so that you can move between proxied infrastructures

® N o v b

10
11

14
15
16

ATED
Prce 1/14

7/,
T REFEDS /o nereos e resmmwoncot o

REFEDS Assurance Framework v1.0
REFEDS Assurance working group
Publication History: V1.0 For Consultation
Abstract:

This profile splits assurance into the four orthogonal components of the identifier
uniqueness and the identity, authentication and attribute assurance. The Credential
Service Provider assigns one or more values from one or more components to each
credential and delivers the value(s) to the Relying Party in an assertion. Some values
Iso expressed as an Entity Attribute of an Identity Provider. For conformance to
this profile, only meeting the baseline expectations for Identity Providers is required.
To serve the Relying Parties seeking for simplicity, the components are further

collapsed to two assurance profiles (with the arbitrary names Cappuccino and

17  Espresso) which cover all components. This profile also specifies how to represent the
18  values using federated identity protocols, currently SAML 2.0.
19 Table of Contents

= |

(QARC http://aarc-project.eu

lAAI platform alignment workplan

Aligning the EGI, ELIXIR, EUDAT, BBMRI-ERIC, and GEANT AAl service platforms for communities

See also: AAI platform comparison

https://docs.google.com/document/d/1C7cD1SaoS|EPWRVjspYWiygKeEVLYNxXdTvDKE

AW W

/ledit

Top priority issues

(Showstoppers for the AAI platform interoperability)
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Security Incident Response in the Federated World SIRTFI AARC
* How could we determine the scale of the incident? () raicintiona

(P ) (" idp

* Do useful logs exist?

’ Federation 1

e Could logs be shared? % (" sp i
g T en. . (\ \ - A Alrllneed
* Who should take responsibility for resolving P ‘
the incident? o o
. . . IdPs: 2037\ e -
* How could we alert the identity providers v uoy 4 &
and service providers involved? Dete vl of oy 2016

* Could we ensure that information is shared confidentially, and reputations protected?

Security Incident Response Trust Framework for Federated |dentity

Sirtfi — based on Security for Collaborating Infrastructures (SCl) & FIM4R Recommendations

(@ARC http://aarc-project.eu



y——
N
Q.

A Security Incident Response Trust Framework — Sirtfi summary SIRTFI

Security Incident Response Trust
Framework for Federated Identity

=

AARC

Operational Security

e Require that a security incident response capability exists with sufficient authority
to mitigate, contain the spread of, and remediate the effects of an incident.

Incident Response

e Assure confidentiality of information exchanged

e |dentify trusted contacts
e Guarantee a response during collaboration

Traceability

e Improve the usefulness of logs

y _—
e
SIRTFI

Security Incident Response Trust
Framework for Federated Identity

e Ensure logs are kept in accordance with policy

Participant Responsibilities

e Confirm that end users are aware of an appropriate AUP

(@ARC http://aarc-project.eu
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Sirtfi adoption by authentication providers and services

IAM Online Europe
IAM Online Europe webinars are brou
Ea
o |
Sy ‘=
A @O W
\, B v\* -
[ ] m

iamonlineEU 001 Sirtfi

- | nisation

P _——
W
SIRTFI

Security Incident Response Trust
Framework for Federated Identity

AARC

: https://refeds.org/SIRTF| reos-sem

Response Trust Framework for Federated Identity (Sirtfi) aims to enable the coordination of incident response
rtions which an organisation can attest in order
ympliant. Visit our Wiki to discover how your organisation can prepare itself for Federated Incident Response

s. This assurance framework comprises a list of asse

Group has been active since 2014 and combines expertise in operational security and incident response pol-

FEDS community. Work to publish and implement the Sirtfi Trust Framework is supported by the AARC

11

Benefits Sirtfiv 1.0 FAQs

lamOnline
38 views * 4 days ago

View the Sirtfi Framework

Why should I join? What are the Benefits? Need help?

* adds security contact meta-data in eduGAIN

* with R&S meets baseline assurance and
IGTF “assured identifier” profile
.. IGTF-to-eduGAIN bridge asserts R&S+Sirtfi

Used for filtering (with R&S) by proxies & services

EGI operational services, RCauth.eu bridge,
CERN S50, ClLogon Basic services, ...

180 —
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Combine with 407 REFEDS R&S IdPs (May ’17)  °


https://www.youtube.com/channel/UCussxbcR_OxG1e_kRp0pjpA/featured

(© (aarc
Snctfi

Snctfi: aiding Infrastructures achieve policy coherency

Swelv1.0 AARC

Scalable Negotiator for a Community
Trust Framework in Federated
Infrastructures (Snctfi)

e Derived from SCI, the framework on
Security for Collaboration among Infrastructures

(' * Complements Sirtfi with requirements on internal consistent
policy sets for Infrastructures

* Aids Infrastructures to assert existing categories to

SENIOn st IdPs: REFEDS R&sS, Sirtfi, DPCoCo, ...

17
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Snctfi

Snctfi infrastructure requirements, a summary

=

AARC

s Operational Security

e State common security requirements: AAl, security, incident and vulnerability handling
e Ensure constituents comply: through MoUs, SLA, OLA, policies, or even contracts, &c

s User Responsibilities

e Awareness: users and communities need to know there are policies

e Have an AUP covering the usual

e Community registration and membership should be managed

e Have a way of identifying both individuals and communities

e Define the common aims and purposes (that really helps for data protection ...)

s Protection and Processing of Personal Data

e Have a data protection policy that binds the infrastructure together, e.g. AARCs
recommendations or DP CoCo

e Make sure every ‘back-end’ provider has a visible and accessible Privacy Policy

(@ARC http://aarc-project.eu
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Evolving the Policy Development Kit for communities around Snctfi

Snctfi

Community Membership Management

Policy

Introduction
Definitions
Individual Users
Community Manager and other roles
Community
Aims and Purposes
Membership
Membership life cycle: Registration
Membership life cycle: Assighment of attributes
Membership life cycle: Renewal
Membership life cycle: Suspension
Membership life cycle: Termination
Protection and processing of Personal Data
Audit and Traceability Requirements
Registry and Registration Data

References

Introduction

Community Operations Security Policy

1 Introduction

This policy is effective from <insert date> and replaces two earlier security
[R1]. This policy is one of a set of documents that together define the S
and must be considered in conjunction with all the policy documents in the s

This policy applies to the Community Manager and other desig
management personnel. It places requirements on Communities and
relationships with all Infrastructures with which they have a usage
Community management personnel must ensure awareness and acc
Community and its Users, of the responsibilities documented in this Policy.

2 Definitions

granted access to one or more Infrastructures. It may serve as an entity

1 ACCEPTABLE USE POLICY AND CONDITIONS OF USE

This policy is effective from 10/10/2016 and replaces an earlier version of this document
[R1]. This policy is one of a set of documents that together define the Security Policy [R2].
This individual document must be considered in conjunction with all the policy
documents in the set.

By registering as a user you declare that you have read, understood and will abide by
the following conditions of use:

1. Youshall only use the resources/services to perform work, or transmit or store data
consistent with the stated goals, policies and conditions of use as defined by the
body or bodies granting you access.

2. You shall provide appropriate acknowledgement of support or citation for your use

access.

A Community is a group of individuals (Users), organised with a oommo] of the resources/services provided as required by the body or bodies granting you
3

interface between the individual Users and an Infrastructure. In general, th
Community will not need to separately negotiate access with Servi
Infrastructures (hereafter jointly called Infrastructures).

. You shall not use the resources/services for any purpose that is unlawful and not
(attempt to) breach or circumvent any administrative or security controls.
4. You shall respect intellectual property and confidentiality agreements.

Examples of Communities include, but are not limited to: User groups, Wdumrg@n&%“cﬁ@u
Research Communities, Research Infrastructures, Virtual Research Communities, Projects,
Communities authorised to use particular portals or gateways, and geographically organised
communities.

3 Community Operations Security Policy

. .

By participating in _the Infrastructure, a Community Manager agrees to the conditions laid

-

AARC

(QARC http://aarc-project.eu

https://wiki.geant.org/display/AARC/Policy+Engagement+and+Coordination
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Everything can be meshed together ...

LOGIN

Connecting Research
and Researchers

C[ CH.ogon
X3IGTF

- AP| EU|TAG
%\ ed u GAI N RCauth@u

AARC

Y .9 o
/\ 3 -e. 0 > .
WISE
and many more hubs and bridges, apologies if your logo is not here ... ! T, '| COMMUNITY

(QARC http://aarc-project.eu
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AARC

Collect Recommendations — both for Infrastructures & Federations

For your Research and generic e-Infrastructures
* Following AARC Blue Print Architecture and the recommendations — makes it easier for you
* Support Personal Data Protection (EU) + tag R&S — IdPs could giving you useable identifiers

y —
<
a7

 Assess if Sirtfi + R&S is sufficient for access. Or add a REFEDS Assurance Profile. SIRTFI
* Apply policy frameworks inside your Infrastructure, ‘Snctfi’, or re-use the policy kit Sgc)tfi

]
6 steps

For Federations, REFEDS, and eduGAIN T
* Support an omnidirectional, non-reassigned ID for users that is standard everywhere

* Don’t filter authentication to only services you know about: allow meta-data to flow

* Support attribute release through R&S, and collaborate in Sirtfi
* Help eduGAIN operate a support desk to help international research and collaboration

(@A RC http://aarc-project.eu N
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We have a lot to do still .. ENGAGE through FIM4R, 1GTF, REFEDS, Wise!  {AARC

Operational Security and Incident Response

Supporting Research Service Providers and Infrastructures: Service-centric guidance

Movement of people and collaboration: e-Researcher-centric guidance

Policy Development Engagement and Coordination wise

(QARC http://aarc-project.eu




And if | want to get to AARC?

AARC

e A bilateral channel to:

* Report on AARC recommendations and pilots with
research collaborations in AARC

* Get feedback on AARC solutions from the wider FIM4R
community

* Explore possibility to pilot solutions more widely

* Effectively supporting FIM4R

* AARC supports participation of AARC research
collaborations at FIM4R

(Pl ”—ny COMMUNITY
Lﬂ ENGAGEMENT
74} FORUM

x_—f-' | f;.-;\

o |

(@ARC http://aarc-project.eu
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https://aarc-project.eu/policies/

Thank you
Any Questions?

davidg@nikhef.nl

http://aarc-project.eu/
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