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The Digital Object framework is an abstraction layer striving towards technology-
independent, future-proof, and increasingly automated operations between data, 
software, and compute resources.

The 15 FAIR Principles are high-level specifications for the automated 
Findability, Accession, semantic Interoperation, and Re-use of data, software 
and services. 
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GO FAIR - GO BUILD 
Implementation 

Networks

Scholars, librarians, archivists, 
publishers and research funders 
changing scholarly communication 
through the use of information 
technology. 

2014-2107: Data Fabric adopts a model 
and framework for developing the 

technical components needed across all 
research data management. Abstraction 

to an object level with each object 
persistently identified is seen as key to 

future development

2014: Initial set of RDA Working 
Groups focusing on core 

infrastructures form the Data Fabric 
group 

The FAIR Guiding Principles for 
scientific data management and 
stewardship, Scientific Data (2016), 
https://www.nature.com/articles/
sdata201618 

2017: A set of large research 
infrastructure providers come together in 

the C2CAMP initiative to operationalize 
the digital object model

Implementing the FAIR Principles 
With Digital Objects 

as Fundamental Technical Driver

Synergy with GO FAIR effort is 
clear and C2CAMP becomes a 

GO Fair Implementation 
Network

2017:  A consortium committed to 
defining and creating materials and tools 
as elements of the Internet of FAIR Data 
and Services. 

2018: C2CAMP member organizations 
begin demonstration and production 

efforts structuring, curating and 
interoperating across collections of 

Digital Objects.

Digital Object approach provides technical 
solutions needed for each of the FAIR principles: 

• Findable requires persistent identification 
• Accessible (over time) requires access 

metadata bound to the object instead of its 
transitory computing environment 

• Interoperable requires implementation details 
to be abstracted away, with objects identified 
independently of owner/location and defined 
by function, type, and content, not current 
tech detail 

• Reusable requires all of the above 

2012: Multiple national research funding bodies conclude that 
an international effort is needed to build social and technical 

bridges needed for open sharing and re-use of data

Re: relation between FAIR 
Principles and DOs 
Modified from Larry Lannom 

17 September 2018



FAIR Principles

Research Data 
Alliance (RDA)

RDA 
Data Fabric

FORCE11 Community

C2CAMP 
Digital Object Architecture

GO FAIR - GO BUILD 
Implementation 

Networks

Scholars, librarians, archivists, 
publishers and research funders 
changing scholarly communication 
through the use of information 
technology. 

2014-2107: Data Fabric adopts a model 
and framework for developing the 

technical components needed across all 
research data management. Abstraction 

to an object level with each object 
persistently identified is seen as key to 

future development

2014: Initial set of RDA Working 
Groups focusing on core 

infrastructures form the Data Fabric 
group 

The FAIR Guiding Principles for 
scientific data management and 
stewardship, Scientific Data (2016), 
https://www.nature.com/articles/
sdata201618 

2017: A set of large research 
infrastructure providers come together in 

the C2CAMP initiative to operationalize 
the digital object model

Implementing the FAIR Principles 
With Digital Objects 

as Fundamental Technical Driver

Synergy with GO FAIR effort is 
clear and C2CAMP becomes a 

GO Fair Implementation 
Network

2017:  A consortium committed to 
defining and creating materials and tools 
as elements of the Internet of FAIR Data 
and Services. 

2018: C2CAMP member organizations 
begin demonstration and production 

efforts structuring, curating and 
interoperating across collections of 

Digital Objects.

Digital Object approach provides technical 
solutions needed for each of the FAIR principles: 

• Findable requires persistent identification 
• Accessible (over time) requires access 

metadata bound to the object instead of its 
transitory computing environment 

• Interoperable requires implementation details 
to be abstracted away, with objects identified 
independently of owner/location and defined 
by function, type, and content, not current 
tech detail 

• Reusable requires all of the above 

2012: Multiple national research funding bodies conclude that 
an international effort is needed to build social and technical 

bridges needed for open sharing and re-use of data

Re: relation between FAIR 
Principles and DOs 
Modified from Larry Lannom 

17 September 2018

Theoretical Em
pi

ric
al



Lorentz 

FAIRdICT

EOSC
IFDS

Birth Infancy Adolescence  Maturity  
2014 2015 2016 2017 2018…

FAIR and GO FAIR



Common Patterns in Revolutionary Infrastructures and Data  
Peter Wittenburg, Max Planck Computing and Data Facility  
George Strawn, US National Academy of Sciences  
February 2018  
https://www.rd-alliance.org/sites/default/files/Common_Patterns_in_Revolutionising_Infrastructures-final.pdf 

FAIR and GO FAIR

•Minimal standards  
•Voluntary  
•Critical Mass
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WHAT 

“Data and services that are  
findable,  
accessible,  
interoperable,  
re-usable 
both for machines and for people.” 

The FAIR Guiding Principles for scientific data management and stewardship, 
Scientific Data (2016), https://www.nature.com/articles/sdata201618 
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WHAT IS FAIR ?

Findable: 
F1 (meta)data are assigned a globally unique and persistent 
identifier; 

F2 data are described with rich metadata; 

F3 metadata clearly and explicitly include the identifier of the 
data it describes; 

F4 (meta)data are registered or indexed in a searchable 
resource;

Accessible: 
A1 (meta)data are retrievable by their identifier using a 
standardized communications protocol; 

A1.1 the protocol is open, free, and universally 
implementable; 

A1.2 the protocol allows for an authentication and 
authorization procedure, where necessary; 

A2 metadata are accessible, even when the data are 
no longer available;

Interoperable: 
I1 (meta)data use a formal, accessible, shared, and 
broadly applicable language for knowledge 
representation. 

I2 (meta)data use vocabularies that follow FAIR principles; 

I3 (meta)data include qualified references to other 
(meta)data; 

Reusable: 
R1 meta(data) are richly described with a 
plurality of accurate and relevant attributes; 

R1.1 (meta)data are released with a clear 
and accessible data usage license; 

R1.2 (meta)data are associated with 
detailed provenance; 

R1.3 (meta)data meet domain-relevant 
community standards; 

15 FAIR Principles

The FAIR Guiding Principles for scientific data management and stewardship, 
Scientific Data (2016), https://www.nature.com/articles/sdata201618 
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To be Findable: In all circumstance the DO concept ensures that DOs 
can either be found by using the PID or by using the 
metadata. Both give humans and machines access to 
all entities of the DO.

F1. (meta)data are assigned a globally unique and 
eternally persistent identifier.

This is inherent to the DO model. All DOs have PIDs 
including metadata objects, collections and other 
digital entities.

F2. data are described with rich metadata. The DO model only guarantees that there is place for 
different types of metadata and that there is a clear 
and stable relationship, i.e. even machines can find 
the metadata types

F3. (meta)data are registered or indexed in a 
searchable resource.

The DO concept makes clear that metadata have 
identities, i.e. they can be exposed and harvested 
without breaking the relationship to the DO and thus 
its bit sequence for example which is of great 
importance.

F4. metadata specify the data identifier. The DO concept states that the PID of the DO is to be 
found in the metadata and that the the PID record 
should include the PID of the metadata. Double 
referencing ensures that it does not matter whether 
clients first have a PID or first come from metadata 
search.

To be Accessible: The DO concept enables to build an infrastructure 
that makes data/metadata accessible and it supports 
all requirements.

A1  (meta)data are retrievable by their identifier using 
a standardized communication protocol.

The model states that data and metadata have PIDs. 
The Handle System has a standard protocol to resolve 
a PID to its attributes. In addition, the DOIP will 
guarantee that there is standardised way to access all 
entities of a DO independent of its implementation 
(files, clouds, databases, etc.)

A1.1 the protocol is open, free, and universally 
implementable.

The PID protocol is open, free and universally 
implementable. The DOIP protocol is new and is 
currently in discussion, but it will fulfil the criteria.

A1.2 the protocol allows for an authentication and 
authorization procedure, where necessary.

Security mechanisms are being supported. The Handle 
protocol requires certificate based authentication to 
prevent misuse by unauthorised persons. The security 
features of DOIP are currently under discussion. The 
PID record, however, allows including pointers to 
access permission records, to block chain entries 
including smart contracts and transactions clearly 
linked with an identified DO.

A2 metadata are accessible, even when the data are 
no longer available.

The DO concept allows deleting the bit sequences but 
maintain the other entities. PID and metadata should 
be modified in a way that users will be informed about 
this event.

To be Interoperable: DOs take care of interoperability at the level of data 
management, access etc., however, we can only say 
that they facilitate interoperability for example at 
semantic level.

I1. (meta)data use a formal, accessible, shared, and 
broadly applicable language for knowledge 
representation.

This is partly out of the scope for DOs, however, DOs 
facilitate syntactic and semantic interoperability since 
it allows humans and machines to find schemas and 
concept definitions in a stable way. There is a small 
comment that data and metadata goes beyond 
knowledge presentation and heterogeneity at all levels 
is huge - but this is a gap in the FAIR principles :) The 
major costs in industry in data integration are on the 
level of a bad data organisation and model 
differences. 

I2. (meta)data use vocabularies that follow FAIR 
principles.

DOs support the FAIR principles in so far as they are as 
vocabs are DOs as other digital entities and thus can 
be referenced etc using the same basic mechanisms 
and the binding

I3. (meta)data include qualified references to other 
(meta)data.

Here DOs help to achieve the goal of stable references 
through its mechanisms at the level of data 
organisation etc. Of course it is the task of other 
actors (humans, machines) to get the references to 
other DOs based on content etc.

To be Re-usable: At some level DOs enable smart re-usability. Some 
aspects DOs only facilitate.

R1. meta(data) have a plurality of accurate and 
relevant attributes.

R1.1. (meta)data are released with a clear and 
accessible data usage license.

DOs mechanisms can be tuned in so far that the 
attributes for example point to a blockchain entry 
including smart contracts which are basically 
actionable licenses and as we know one can use this 
blockchain entry also to record all transactions. It's 
again the binding facility of DOs that can get this 
working in a stable and safe way. I discussed this with 
industry and for them this combination with clear 
identity and safe blockchain entries is attractive

R1.2. (meta)data are associated with their 
provenance.

Well this can also be accomplished using the binding 
mechanism. Some communities add provenance to 
their metadata either directly or indirectly through a 
pointer in metadata. One could also include an 
attribute in the PID record to get this done.  
PS: most people I know of do not store provenance of 
metadata records. There is another dimension: since 
(descriptive) metadata should be open, it is being 
copied, enriched, modified etc. by interested people 
for whatever purpose. This all is out of control. So we 
can only look at the "authorised" metadata (don't know 
a good term here).

R1.3. (meta)data meet domain-relevant community 
standards.

this is out of scope of DOs of course except that it 
helps again in stable referencing etc.

relation between FAIR Principles and DOs 
Modified from Peter Wittenburg, 30 August 2018
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Data + MetaData 
as RDF

data

metadata

RDF

GO BUILD REFERENCE IMPLEMENTATION 

Manual coding of tabular data into RDF

A Reference Implementation of the 15 Principles 
to show how Data can be made FAIR for machines
• FAIR-dICT project,DTL: https://www.dtls.nl/fair-data/fair-dict/ 
• Interoperability and FAIRness through a novel combination of Web technologies, https://

peerj.com/articles/cs-110/
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Catalog 1

GET <URL>

DATASET 1

DIST 1

Catalog 2

DATASET 2 DATASET 3

DIST 2 DIST 3 DIST 4 DIST 5

RDF

FAIR Data Point

http://www.w3.org/TR/vocab-dcat/



Mark D. Wilkinson 
CBGP-UPM/INIA, Madrid



Mark D. Wilkinson 
CBGP-UPM/INIA, Madrid



Find me all known low molecular weight inhibitors of the Human 
p65 Protein.  Separate the list based on those that were found in 
curated databases, from those that were found in self-deposited 
data archives.  Keep track of the license and citation 
information for each one.  If data is relevant, but not public, 
please provide the contact information for the person I need so 
I can request the data.

Mark D. Wilkinson 
CBGP-UPM/INIA, Madrid



http://136.243.4.200:8087/fdp



September 5, 2018







Measuring FAIRness
http://fairmetrics.org 



Framework for authoring FAIR Metrics

Measuring FAIRness
http://fairmetrics.org 



• Community defined 
• Objective 
• Quantifiable 
• Reproducible
• Automatic (scalable)
• Certifiable 

Measuring FAIRness
http://fairmetrics.org 
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Findable: 
F1 (meta)data are assigned a globally unique and persistent 
identifier; 

F2 data are described with rich metadata; 

F3 metadata clearly and explicitly include the identifier of the 
data it describes; 

F4 (meta)data are registered or indexed in a searchable 
resource;

Accessible: 
A1 (meta)data are retrievable by their identifier using a 
standardized communications protocol; 

A1.1 the protocol is open, free, and universally 
implementable; 

A1.2 the protocol allows for an authentication and 
authorization procedure, where necessary; 

A2 metadata are accessible, even when the data are 
no longer available;

Interoperable: 
I1 (meta)data use a formal, accessible, shared, and 
broadly applicable language for knowledge 
representation. 

I2 (meta)data use vocabularies that follow FAIR principles; 

I3 (meta)data include qualified references to other 
(meta)data;

Reusable: 
R1 meta(data) are richly described with a 
plurality of accurate and relevant attributes; 

R1.1 (meta)data are released with a clear and 
accessible data usage license; 

R1.2 (meta)data are associated with detailed 
provenance; 

R1.3 (meta)data meet domain-relevant 
community standards;

FM-F1A FM-F1B

FM-F2
FM-F3

FM-F4

FM-A1.1

FM-A1.2

FM-A2

FM-I1

FM-I2

FM-I3

FM-R1.1

FM-R1.2

FM-R1.3Sci. Data 3:160018 doi: 10.1038/sdata.2016.18 (2016)
http://fairmetrics.org 
https://github.com/FAIRMetrics/Metrics/blob/master/ALL.pdf

14 Core FAIR Metrics 



The FAIR Metrics Template



v1.0 checks for HTTP 200 return

The FAIR Metrics Upgrades

v3.0 scores multiple parameters of persistence policy 

Example: FM-F1B, Identifier Persistence 

v2.0 validates a standard RDF persistence policy  



14 Core FAIR Metrics 
21 Questions 
22 Community Challenges

FAIR Principle F1:  (meta) data are assigned globally unique and persistent identifiers.  
Fundamental requirement for accurate and reproducible machine actionability. Examples: 
Universally unique identifier (UUID): https://en.wikipedia.org/wiki/Universally_unique_identifier ; 
Digital Object Identifier (DOI): http://www.doi.org  

FAIR Metric F1A:  
Question 1: Provide an URL to a registered scheme that defines the globally-unique structure 
of the identifier(s) for your digital resource.  

FAIR Metric F1B:  
Question 2: Provide an URL to a document that defines the persistence policy of your 
identifier(s).  

Community challenge: 
(1) What are your required (or preferred) identifier registration services ? 
(2) What is your minimal persistence policy?  
(3) Can you make your persistence policy machine-readable?  



FAIR Metrics Community Challenges
(1) What are your required (or preferred) identifier registration services ? 
(2) What is your minimal persistence policy?  
(3) Can you make your persistence policy machine-readable?   
(4) Can you define a minimal set of metadata for your community?  
(5) Can you make your metadata machine-readable?  
(6) Can you define the metadata model that explicitly links data and metadata?  
(7) Can you make this metadata model machine-readable?    
(8) What is the required (preferred) search engine for your community ?    
(9) What is the required (preferred) communication protocol for your community ?  
(10) What is your required (preferred) protocols for restricting access to data ?  
(11) Can you make this protocol machine-readable?    
(12) What is your minimal persistence policy for metadata?  
(13) Can you make this persistence policy machine-readable? 
(14) What is your required (preferred) standards in knowledge representation ?   
(15) What are your required (preferred) vocabularies  ?   
(16) What is your required LinkSet  ?   
(17) What is your required (preferred) usage license framework?  
(18) Can you make these usage licenses machine-readable? 
(19) What is your required (preferred) provenance metadata descriptions?  
(20) Can you make this provenance metadata machine-readable?   
(21) What are your certification criteria for data & metadata?  
(22) What is your machine-actionable validation-certification system ?     

Find

Access

Interoperate

Reuse



F1 
F2 
F3 
F4 
A1 

A1.1 
A1.2 
A2 
I1 
I2 
I3 
R1 

R1.1 
R1.2 
R1.3

FM-1A 
FM-1B 
FM-2 
FM-3 
FM-4 

FM-A1.1 
FM-A1.2 
FM-A2 
FM-I1 
FM-I2 
FM-I3 

FM-R1.1 
FM-R1.2 
FM-R1.3

1 
2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21

15 FAIR  
Principles

14 FAIR  
Metrics

21 Metric  
Inputs 

29 Community  
Challenges

1 Default FDP  
2 Default FDP, AMS 
3 User FDP 
4 Default FDP 
5 User Metadata Editor 
6 Default Metadata Editor 
7 Default FAIRifier 
8 Default FDP 
9 Infra FDP 
10 Infra FDP 
11 Default 
12 User FDP 
13 Infra PHT & FDP 
14 Infra FDP 
15 Default FDP 
16 User FDP 
17 Default 
18 User 
19 Default 
20 User FDP 
21 User FDP 
22 User 
23 Default CEDAR 
24 Default FDP 
25 User 
26 User 
27 Default FDP 
28 User 
29 User

The 29 Community 
Challenges are 29 ways to 
create convergence within 
and between communites



Data Stewardship plans
Research Data Life Cycle

Data cycle step 6:
(Data Analysis), Interpretation and 
Modeling

6/1 Will this step need significant 
Compute capacity?

If yes, make sure that this has been 
taken into account in the capacity 
planning in step 2.

6/2 How will you be making sure 
there is good provenance of the 
Data Analysis?

Data analysis is normally hand-
driven, where processing is bulk.

How will you ensure reproducibility?6/3 Will you be doing (automated) 
knowledge discovery

How are you going to interpret your 
data?

Connect to text mining data?

Error modeling Significance

Effect size

LS6/1 Will you do Systems biology 
modeling?

Which knowledge/model will you be 
using?

How detailed will you be modeling

Will you be building pathways?

Extending existing pathways?

New pathways?

Do you have enough information to 
build to pathways? Text mining

Will you use statistical modeling?

Correlation/regression analysis?
Machine Learning?

How will you make sure it will 
answer your biological question?

Will you be building Kinetic 
Models? Existing kinetic models?

New kinetic models?
Do you have enough information to 
build the kinetic models?

LS6/2 Will you be doing structure 
modeling? Model building by homology?

Enzyme activity model?

Molecular dynamics?

Data cycle step 7:
Information and insight

7/1 Will you be working with the 
philosophy “as open as possible” 
for your data?

7/2 Are there legal reasons why 
(some of your) data can not be 
completely open?

Privacy

What are the restrictions on where 
the data can be stored?

Inside center?
Inside country?

Inside EU?

Pseudonymization

Use existing TTP contract for cross 
linking if possible

Re-identifyable?
Can the data become open through 
Anomymization?

Can some of the data be open after 
aggregation?

Authentication Single signon?

Who maintains?

Authorization

Data access committee?

Auditing

Who checks?
IP

Is it clear who owns all data and 
documents?

Will someone have decision power 
to move documents or data to a 
new place after the project has 
finished?

Cf issue with time limited license for 
the alfresco system after the 
biomedbridges project ended. 

7/3 Are there business reasons why 
some of your data can not be 
completely open?

Patents?
Limited embargo?

7/4 Where will you make your data 
available?

Will you publish data in a domain-
specific repository?

Submit to existing db?

Will you be adding new facts to a 
knowledge base?

Will you submit interpreted results 
to a knowledge base?

Will you publish data in a national 
repository?

Will you publish data in a repository 
provided by your institute?

Will you be self-hosting the data?
What is the service level to be 
offered to users of the data?

Download service?
Run search/access webservice?

Data processing service?Financial aspects?

Technical aspects of Hosting
Who will do Sysadmin?
Who will do hardware 
maintenance?

7/5 Did you work out the financial 
aspects of making the data 
available?

Who will pay for open access 
publishing?

Who keeps data access running?
Helpdesk for data interpretation? Capability as well as capacity!

7/6 Will you be archiving data? Will data formats be upgraded if 
they grow obsolete?

7/7 Will you be adding your data 
sets to Catalogs?

Add access to lists of available data

Announce availability
Document the data

Is the data understandable/re-
runnable/re-usable?

Get DOI’s where possible

All types of data to be archived

Raw
Interpreted
Will conclusions from the paper be 
made available as nano-
publications?

How will you make sure that blocks 
of data deposited in different 
repositories can be recognized as 
belonging to the same study?

7/8 Will you publish also if the 
results are negative?

Data?

Paper?

7/9 Will there be Translational 
returns / valorization that you can 
participate in?

Will you work on New clinical 
procedure?

Will there be a New diagnosis?

Will these be developed as part of 
the project?

Data cycle step 3:
Data Capture (equipment phase)

3/1 Who will do the measurements? 
Are there easily accessible 
specialized service providers for 
data capture?

Make them partner in the project

Take pictures of the equipment

Permanent link to the instruction 
manual?

3/2 Is special care needed to get 
the raw data ready for processing?

What is the need for (sneaker-) 
network capacity from measure to 
storage?

If you want to “hand carry”, make 
sure there is writing/reading 
capacity and enough time.

If a secured fast connection is 
needed, check for the possibility to 
use a lightpath.

Is data security guaranteed?

Is data integrity guaranteed during 
this stage?

Data exchange format has been 
settled before?

Is capacity planning needed? For 
the measurement? For the data 
transport?

3/3 Do you have non-equipment 
data capture?

Questionnaires? Plan to verify that questions 
actually have been filled in?

Case report forms?

Electronic patient records? (Planning?) Are they accessible?

Will any data be captured on 
paper?

Who will do the data entry?

Who makes the data digitally 
available to you?

Will it be captured digitally?
Is the entry done by one person? 
Or is there a possible difference in 
interpretation?

3/4 Is there a proper data 
integration tool that can handle and 
combine all the data types you are 
dealing with in your project

Yes

TranSMART?
or other integration tool applicable?

No

All data can be brought in the same 
format, e.g. RDF?

Data cycle step 2: 
Data Design and planning

2/1 (2.1) Are you using data types 
used by others too?

2.1.1 What formats will you use for 
the data?

(del) Archive in low-tech (text) 
format (G F6)

(del) Keep explanation of the data 
with the data, e.g. as column 
headers (G F7)

2/2 (2.2) Will you be using new 
types of data?

2/7 (new) Are all of the fields in your 
data format described in a data 
type registry?
2/9 Which data type registries will 
you use?

2/8 (2.2.1) Are there suitable 
ontologies?

(del) Use existing ontologies where 
possible

2.2.1.1 Do you need to develop 
ontologies?

2/10. (2.2.2) How will you design 
the format for your data?

2/11 (2.2.3) How will you describe 
your data format?

(del) Keep the format of the data 
simple

(del) How: Use e.g. CSV, JSON or 
standard XML formats where 
possible

Use libraries to access it, there are 
even incompatible versions of 
CSV?

2/26 Will you be archiving data for 
long term preservation?

2/27 Can the original data be 
regenerated?

2/30 When is the raw data 
archived?

As soon as the raw data comes in?

In chunks
All at once

All at once with  the rest at the end 
of the project?

2/28 does the archived data change 
over time?

2/29 Do you need frequent 
backups?

How much time can you be set 
back if a backup needs to be 
restored?

2/31 Are you using backups also for 
restoring files that were accidentally 
deleted or changed?

2/32 Will it be stored on Tape or 
disc? Backups on different modality?

Same discs will break at the same 
time.

Soft/firmware updates that could 
break your storage..2/33 are archives stored in a remote 

location?
Fire/disaster proof?

2/34 Will the archive need to be 
protected against loss or theft? 2/35 Will the data be Encrypted? 2/36 Who has the key?

2/37 Access to disc? Online or in 
safe?

2/38 Will the archive need to be on-
line?

Will workflows need to be run on 
the archived data?

How is this supported?

2/39 How will data integrity be 
guaranteed?

Think about tampering.

2/40 Who has access to the 
archived data, how fast?

2/41 During the project, who can 
ask for restore?

2/42 Is it more than 10TB?

You must plan time needed for 
store/restore!

Why: Complexity does not scale 
linearly with scale, but progressively 

2/43 Data access committee?

2/44 How long does it need to be 
kept?

Is it legally permitted to throw it 
away? What is the official term you 
need to keep each part?

Which data types (rawness) will be 
kept?

For each, how long?

2/45 Will the data be 
understandable after a long time?

2/46 Will you need a shared 
working space to work with your 
data? 2/47 How will you work with your 

data?

2/48 What kind of data will be in 
your workspace?

Are your Files small or large?

Database?
Could Hadoop be used?

2/49 Do you need the storage close 
to compute capacity?

See Step 4: planning of the 
compute.

High speed I/O needed?

2/50 Will you keep data in work 
format that is different from 
archival?

Can you share the work format with 
other projects?

2/51 What is the capacity profile? 
Will you need the same storage 
quantity during the whole project?

2/52 When will your raw data 
become available?

2/53 Sometimes the raw data is 
relatively large and it pays off to 
clean it quickly. How much of the 
raw data do you need to keep in 
the work space for how long?

2/54 Do your raw data need to be 
archived?

Is remeasuring possible and 
cheaper?

2/55 Did you plan how much 
intermediate data will you get, and 
how long does each step need to 
be kept?

2/56 Will you be able to store 
intermediate data on another file 
system?

Why: if the main archive file system 
has a problem, a restore takes less 
time if the temporary data does not 
need to be recovered.

Will you really not need a backup of 
that data?

See: https://www.csc.fi/web/blog/
post/-/blogs/the-largest-unplanned-
outage-in-years-and-how-we-
survived-it

Can intermediate data be avoided 
by streaming steps together?

2/57 Will you have different 
versions of intermediate data that 
need to be kept?

Can it be reproduced quickly?

2/58 Will you need to temporarily 
archive data sets (to tape?)

Archival will be done if you will 
unlikely need it again, but must be 
able to go back to it to reproduce 
your results.

How frequently will you archive 
data?

2/59 If you will be starting with a 
high volume of data, how will that 
initial data come in?

2/60 How will project partners 
access the work space?

2/61 Who will arrange access 
control?

2/62 Will it need to be remote 
mounted?

2/63 Will it be copied for every 
step?

Will they provide local storage for 
intermediate data?

How is that budgeted?

2/64 Does it have/need the same 
reliability and security as the main 
work space?

Is the network speed sufficient?

2/65 How available must the 
workspace be?

2/66 What is the acceptable risk for 
“total loss”?

Can all files in the workspace be 
recomputed quickly?

2/67 Is there software in the 
workspace?

Is it safely archived?

Can it be restored quickly?

2/68 What percentage of time 
should the data be available? 
During work hours? Nights? In 
weekends?

How will you act if main storage is 
offline?

Keep data that you always need to 
access on two independent storage 
arrays (G R1)
Can you wait?

2/69 How long can you wait for a 
restore if the storage fails?

2/70 How long can you wait if you 
accidentally delete a file before it 
can be restored?

How will you do Backups and other 
Copy data management?

Remote backups

Recover from catastrophe

Speed of restore

Separate server for fast tape 
restores (G F3)

Only backup raw and result data (G 
F1)

Try not to backup intermediate data

Plan for restoring files deleted or 
modified by human error (G H1)

Test the restore

Will a developer need a copy of 
large data sets to be able to test 
new versions of the software?
Will you do incremental backups?
Do you need to keep a history of all 
files? How long will you keep 
backups?

2/72 Do you need to backup any 
data stored elsewhere related to 
your project in your workspace?

Even at the Netherlands eScience 
Center data was lost (and hence 
computer time) when a file system 
of Cartesius crashed.

Did you check the backup policy on 
the external (super)computer 
system you use?

2/5 Is the Risk of information loss / 
leaks / vandalism acceptable?

2/74 Do project members store 
data or software on computers in 
the lab or external hard drives 
connected to those computers?

Who has access to the labs?

Who has access to those 
computers?

Are they properly backed up?

2/75 Do people carry data with 
them?

On external hard drives or USB 
drives?

Encrypted?

Is any data on laptops?

2/76 Are they encrypted?

Is the laptop password protected?
2/77 Are researchers using cloud 
accounts?

Consider encryption

2/78 Are data or reports sent over 
e-mail or other messaging 
services?

Consider encryption

2/79 Do the data centers where 
data is stored have Certifications?

Security for hosting

2/80 Are all project web services 
used via https?

2/81 Project members have been 
instructed?

Password instruction? Not sharing accounts?

Different passwords everywhere?

Two factor authentication

Data they carry

Backups
Encryption
Passwords on laptops

Data stored in personal cloud 
accounts

Data stored in their own labs

Use of Open Wifi and https

Did you do an impact analysis?

2/82 Information loss?

2/83 Information leak?

2/84 Information vandalization?

2/6 Compute Capacity Planning

2/85 Determine needs in Memory/
CPU/IO ratios

Did you run pilots to see what 
capacity you need?

Did you run pilots to see if the work 
scales up the right way?

e.g. Servers with exceptional 
memory or disc bandwith?

2/86 Suitable system Grid/Cluster/Cloud?

Every step in the workflow may 
have its own needs.

Data Transport needed?
Need to glue workflows across 
architecture?

2/93 Do you have in house  
experience with the used compute 
architectures?

Do your people need training for 
Grid/Cloud/Hadoop?

2/87 When will it be needed?

Some building and testing can be 
done on local hw

Use shared infrastructure?

Purchase special needs?

Shared?

2/88 Is all Compute capacity 
needed available close to the 
working storage?

2/89 If not, you need to plan the 
necessary network capacity

No special needs?

Delays acceptable?

Special network will be in place

2/90 If not, Can the data legally be 
transported to the compute 
capacity?

Will all data be collected in the 
same place?

Is there a need for distributed 
computation?

Will this have impact on the 
efficiency

Will this allow you to get the best 
answer?

Does the storage environment 
provide enough compute capacity 
to serve your workflow?

2/91 Will different groups work on 
different parts of the workflow, and 
will parts of the computing be done 
on local infrastructure?

2/92 Is there sufficient network 
capacity?

Do groups have local infrastructure 
that can be used?

Will it scale to the size of the 
problem?

Is it compatible in middleware to 
central infrastructure or to 
infrastructure at other sites?

2/3 (2.3) How will you be storing 
Metadata?

2/12 Do suitable “Minimal Metadata 
About” standards exist for you?

2/13 (2.3.1) Did you consider Re-
usability of your data beyond your 
original purpose?

2/14 (2.3.1.1) How do you balance 
how much meta-information you 
need to store for yourself, versus 
how much would be useful for 
others.

Use Parelsnoer modules to collect 
phenotype data

2/15 (2.3.1.2) Do you need to 
exchange your data with others?

(del) Use RDF for interoperability of 
data plus metadata where possible.

2/16 (2.3.2) Did you consider how 
to monitor data Integrity?

How will you make sure data are 
what they should be? 

2/17 Will you Keep checksums of 
certified/verified/correct/canonical 
data (G F2)

(del) Why: data corruption or 
mistakes can happen with large 
amounts of files or large files.

(del) How: Keep a “true sample” 
master list (G M1)

(del) How: Keep sample list under 
version control (G M2)

(del) Why: You will need to know 
what has changed over time

(del) How: Keep data checksum in 
the master list (G M3)

2.3.2.1 Who is in control of access 
to the master list? (del) Keep it as close to the data 

source as possible.

2/18 Will you Define ways to detect 
file/sample swaps, e.g. by 
measuring something 
independently (G F5)

2/20 Does all data have a license?

(del) Completely open if possible
(del) License must be computer 
readable

(del) Choice of license: there should 
be very few clauses

(del) License must be transitive

(del) License clauses can be more 
restrictive than you really want

2/19 (2.3.3) Will you store licenses 
with the data?

2/21 How will you keep 
provenance?

Provenance should be rich enough 
to ensure the re-usability of FAIR 
Data
Method stewardship?

Will your data be changing over 
time?

Will you keep proper change 
provenance?

Standard methods?

2/22 How will you do file naming 
and file organization?

2/23 Agree on a SOP for naming 
files (G F4)

Keep an eye on file versioning
Names should not contain privacy 
sensitive information

2/24 Keep relations between data 
clear in the file names.

Use persistent identifiers for e.g. 
lanes and samples throughout the 
project (G F8)

2/25 Are all metadata that is in the 
file names also available in the 
proper metadata?

Data cycle step 4:
Data Processing and Curation

4/1 Workflow development

Will you be running a bulk/routine 
workflow, or develop a research 
analysis?

Can workflow developers work with 
subset of new data? Is there pre-
existing data available for this? Timing?

Can developers start before the 
data is measured?

Privacy/security?

Are developers able to take the 
data they need on their own 
laptops?

Can you use existing software?

Visit other expert centers to learn (G 
S3)

Prefer to adapt existing sw to new 
needs

Include professionalization if 
needed

Develop new components where 
needed

Think about Visualisation
License for availability

Do not underestimate time needed 
to integrate components

Choose the workflow engine.

What features do you need?

Ease of development?

Can a workflow be edited 
collaboratively?

Can you reach out to the 
developers?

Is it suitable for the workflow I will 
build? (data processing or 
integration?)

Does it support the compute back 
ends you need?

Standard tools for the 
administrative operations?

Comes with your data types out of 
the box?

Does it need a developer GUI?

Ease of adding new tools?
Does it support nesting of 
workflows?

Ease of use?

Does it need a running GUI?

Who are the customers that use it?

Bioinformaticians?

Biologists?

Can workflows be run remotely?

Can workflows be part of a tool 
(nesting)? Are there existing nesting tools?

Durability?

Can “workflow decay” be 
managed?

Will the same workflow still work 
next year?

Are all tools/versions under total 
control?

Can workflows be imported/
exported/shared with this engine?

Should it produce provenance? In standard form?
Can the workflow be annotated to 
make it understandable?High throughput?

Suggestions with experts in DTL

Make

Snakemake

Taverna

Galaxy

Molgenis

Moteur

Knime

Chipster
Integrity of the tools in the workflow 
(G H3)

Use scrutinized (open source) tools

Let second developer check all 
changes made

How do you handle/QA upgrades to 
tools? Verify repeatedly on the same data

Are all tools /versions under your 
total control?

How do you deal with “workflow 
decay”?

Will you follow “Best practices for 
creating workflows” from 
“researchobject.org”

Workflow running

4/2 How will you make sure to 
know what exactly has been run?

Keep processing scripts/workflows 
including the versions of the tools 
that have run (G M4)

Make use of the metadata fields in 
the output files (e.g. VCF) to log 
how the data was obtained (G M5)

Keep a central tools directory/
repository (G S1)

Keep a central reference data 
repository (G S2)

Can you use a workflow engine and 
workflow that produces this data?

Is all software for steps in your work 
flow properly maintained? Properly 
versioned? Will you be able to find 
back the exact version you used?

4/3 How do you validate the 
integrity of the results?

In distributed projects, run a subset 
on all infrastructures to ensure 
consistency

Prevent workflow errors
Make pipelines portable (G R3)

Build pipelines for different 
infrastructures automatically (G H4)

Run independently developed 
workflows for critical components 
to prevent human error (G H2)

Make sure different sites 
responsible for part of the data set 
use comparable protocols

Provide validation input/output to 
detect changes in results

Contingency 4/4 What will you do if the compute 
facility is down?

Have alternatives (e.g. cluster and 
grid) (G R2)

Data cycle step 5:
Data Integration

5/1 What is the framework you will 
use for data integration?

Will you make your output 
semantically interoperable data?
Will you use a workflow e.g. with 
tools for database access or 
conversion?

Will you use a Linked data 
approach?

Will you use linked data sources?
5/2 Will you be using common or 
exchangeable units?

5/3 Will you be using common 
ontologies? if yes, Choose them before you 

start…

5/4 Will there be potential issues 
with statistical normalization?

If you’re using slightly different 
protocols, how sure are you that 
results are comparable?

5/5 Do you have all tools to couple 
the necessary data types?

Detailed clinical models (Like 
Parelsnoer modules). Should be 
moved up…

Do you follow minimal information 
standards? (Move to metadata 
collection)

Data cycle step 1: 
Design of experiments

1/1. (1.1) Is there pre-existing data?
1/2. (1.2) Will you use Pre-existing 
data (including Other People’s 
Data)?

1/3. (1.3) Will you use reference 
data?

1/4 (1.4) Do you know where the reference data is available, 
what the conditions for use are, and how to reference it?

1/5 (1.5) In what format is the reference data 
available?

1/6 (1.6) Is the reference data 
resource versioned?

1/7. Which version will you use?

1/8. Will you change version if it 
updates? For new analyses? Redo 
all analyses?

1/79. If no, are you sure the old 
version will stay available? 

1/80. How will you make sure you 
and others can reproduce your 
results in the future?

What level of detail/granularity do 
you need?

Can you filter before downloading?

What is the volume of the level of 
data that you really need?

1/9. (1.7) What existing (non-
reference) data sets will you use?

1/11 (1.8) Will owners of that data 
work with you on this study?

1/10. (del) No? Will you need to 
request access?

1/13. (del) Will any usage 
restrictions affect your reuse?

1/12. (1.9) Is re-consent needed?

1/14. (del) Will you access the data 
on your own computer? Download 
it? Or use it via the network?

(del) What level of detail/granularity 
do you need?

(del) Can you filter before 
downloading?

(del) What is the volume of the level 
of data that you really need?

Can you aggregate before 
downloading?

(del) Data come to the analysis, or 
analysis to the data?

1/15. (del) What format is it in?
(del) Is the concept reference based 
on a proper ontology?

(del) Is it in the same language? (del) Does it need translation?

1/17. (del) Is the data set fixed or 
still being updated

(del) Will you use one particular 
version or export updates?

How will you make sure your results 
are reproducible by others?

1/18. (del) Is all of the data usable in 
its available form?

(del) Will curation be needed?

(del) Should a subset be made? (del) Is that easy to select?

19. (del) Do you know what data 
already exists? 

Are you confident in what you 
need?

Did you ask around?

Did you check any catalogs or 
search engines?

1/16. (1.10) Do you need to 
Harmonize different sources of 
existing data

(del) Is “harmonizing” enough, or do 
we need to change procedures 
and/or align formats?

1/81. Will you use any data that 
needs to be made computer 
readable first?

Any such data needs to be made 
available to others too.

20. (1.11) What/how/who will 
integrate existing data

21. (1.11.1) Will you need to add 
data from literature? 22. (1.11.2) Text mining?

23. (1.11.2) Do you need integrate 
or to link to a different type of data?

24. (del) Does that need a project 
plan?

25. What will you do if the coupled 
data is updated?

26. What will you do if the format is 
changed?

27. Are conversions needed?

28. Link or Join? Allowed?

LS1/42. Will you couple existing 
(biobanks) data sets?

LS1/43. Will you use deterministic 
couplings?

LS1/49 Will you use probabilistic 
couplings?

LS1/44. Will you be using a ttp? 
What is the procedure followed? 
Where will what data be sent? Did a 
legal advisor look at these?

LS1/45. Is consent available for the 
coupling?

LS1/46. How will you check whether 
coupled data are representative of your 
goal population?

LS1/47. What is the goal of the 
coupling: more data about the 
same subjects (intersection, 
enrichment) or getting more 
subjects (Union)?

LS1/48. What variable(s) will you 
use for coupling?

Will the coupling potentially create 
new privacy issues (e.g. Potential 
for re-identification or making 
personal information more 
sensitive, such as adding location 
data)?

Verify that you have permission for 
such coupling.

1/38. (1.14) Will you be collecting 
experimental data?

39. (1.14.1) How many subjects do 
you need to be able to get 
statistically meaningful results?

Statistical needs on size of sample 
set

(1.14.1.1) How many control and 
how many intervention subjects?

Statistical optimization!

TNO has a specialist

40. (del) Selection of analysis 
technique

41. (del) At which level of biology 
do you need data? Why those?

(del) Which types of analyses will 
you do?

49. (del) Will you conduct 
intervention studies?

50, (del) Will you do challenge 
tests?

51. (del) Select the proper time 
points

52. (del) How many time points are 
needed?

53. Phenotype Database

54. (del) Will you perform human 
intervention study

55. Registration at clinicaltrial.gov

56. (del) Did you get ethical 
approval?

57. (del) Which database will you 
use to store the data?

58. (del) Do you need to arrange 
informed consent?

59. (del) What kind of feedback to 
the subjects/patients will be given?

(del) Does that data have potential 
consequences for their family 
members?

60. (del) Did you get separate and 
explicit consent about sharing 
(individual) data?

61. (del) Do you already have 
enough statistical power?

(del) Does the data already exist 
elsewhere?

62. (del) Do you need all the privacy 
sensitive fields of data?

63. (del) Do you need to consult 
your ethical committee?

64. (1.15) Are there any data format 
considerations?

65 (1.15.1) What is the volume of 
each anticipated data set

66. (1.15.2) What data formats do 
the machines yield

67. (1.15.3) What preprocessing is needed

69. (1.15.3.1) Are there ready to use 
workflows for formatting and 
preprocessing?

70. (1.15.3.2) What compute is needed?

68. (1.15.4) Will you create images

71. (del) Do images need to be 
pseudonymized

72. (del) Is there textual information 
on photographs

73. (1.16) Are there potential issues 
regarding data ownership and 
access control?

74. (1.16.1) Who needs access?

75, (1.16.2) Where will servers be 
placed?

76. (1.16.3) What level of data 
protection is needed

77. (1.16.3.1) Is the collected data 
privacy sensitive?

78. (del) Does it need to be 
anonymized?

Is there Textual labels on 
photographs?

(del) Does it need to be 
pseudonymized? Reversible? By whom?

Jildau: there is a list of medical data 
rules

Privacy sensitive data must be 
stored separately.

(del) Do you really need to collect all 
those sensitive data?

(1.16.3.2 del) Should consent be 
obtained?

(del) Are Followup questions to 
subjects possible?

(del) How will retractions be 
handled?

(del) Does Result information go 
back to the subjects?

(1.16.3.3) Is your institute’s security 
sufficient for storage? 

(del) Do the institute have sufficient 
certification?

(del) Will part of the data be 
completely open?

If it can, it must

Do you provide the lowest possible 
treshold for access to 
unidentifyable data?

Can you strip phenotypes to make 
data openable?

Can you make data openable by 
Aggregation?

(1.16.4) What will the IP situation 
be?

(1.18.4.1) Who will decide about 
opening up data? e.g. after the 
project finishes

(1.18.4.2) Shared ownership? (del) Who has first rights?

(del) How do you take care of 
quality control of data capture?

(del) Are you logging what happens 
exactly to samples?

(del) How will you maximise 
reproducible data collection?

(del) Will different collection sites be 
using comparable protocols, 
formats and identifiers?

(del) Harmonize?

(del) Could there be variation 
caused by demographic or other 
independent variables?

Will it potentially affect your own 
results?

Will you stratify? This will affect statistics?

Is there existing data about these?

Will you collect this kind of meta-
data?

Are your measurements sensitive to 
batch effects?

Dependent on who analyses and 
when the data is collected.

(del) Will your data be able to 
answer your scientific question?

Reference data

1/29. (1.12) Will reference data be 
created?

1/30. (1.12.1) What will the IP be 
like?

1/31. (1.12.2) How will you maintain 
it?

1/32. (1.12.3) How will the release 
schedule be?

For use of reference data, see 
branch in existing data

1/33. (1.13) Will you be storing 
samples?

34. (1.13.1) Where will information 
about samples be stored? Biobank 
information system.

A34-1. (del) Will you start a new 
collection?

35. (del) How will you make sure 
your biobank will be properly 
represented in relevant Catalogues

A34-2. (1.13.2) Will your data and 
samples be added to an existing 
collection?

36. (del) Do you consult the owners 
of the biobank?

37. (del) Does the biobank adhere 
to the FAIR principles?

For questionnaires see 
“experimental data”

(del) Will you be using 
questionnaires?

Use building blocks?

Are you collecting nutrition data? Will you be using a food frequency 
questionnaire?

FAIR Data Stewardship
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Data cycle step 6:
(Data Analysis), Interpretation and 
Modeling

6/1 Will this step need significant 
Compute capacity?

If yes, make sure that this has been 
taken into account in the capacity 
planning in step 2.

6/2 How will you be making sure 
there is good provenance of the 
Data Analysis?

Data analysis is normally hand-
driven, where processing is bulk.

How will you ensure reproducibility?6/3 Will you be doing (automated) 
knowledge discovery

How are you going to interpret your 
data?

Connect to text mining data?

Error modeling Significance

Effect size

LS6/1 Will you do Systems biology 
modeling?

Which knowledge/model will you be 
using?

How detailed will you be modeling

Will you be building pathways?

Extending existing pathways?

New pathways?

Do you have enough information to 
build to pathways? Text mining

Will you use statistical modeling?

Correlation/regression analysis?
Machine Learning?

How will you make sure it will 
answer your biological question?

Will you be building Kinetic 
Models? Existing kinetic models?

New kinetic models?
Do you have enough information to 
build the kinetic models?

LS6/2 Will you be doing structure 
modeling? Model building by homology?

Enzyme activity model?

Molecular dynamics?

Data cycle step 7:
Information and insight

7/1 Will you be working with the 
philosophy “as open as possible” 
for your data?

7/2 Are there legal reasons why 
(some of your) data can not be 
completely open?

Privacy

What are the restrictions on where 
the data can be stored?

Inside center?
Inside country?

Inside EU?

Pseudonymization

Use existing TTP contract for cross 
linking if possible

Re-identifyable?
Can the data become open through 
Anomymization?

Can some of the data be open after 
aggregation?

Authentication Single signon?

Who maintains?

Authorization

Data access committee?

Auditing

Who checks?
IP

Is it clear who owns all data and 
documents?

Will someone have decision power 
to move documents or data to a 
new place after the project has 
finished?

Cf issue with time limited license for 
the alfresco system after the 
biomedbridges project ended. 

7/3 Are there business reasons why 
some of your data can not be 
completely open?

Patents?
Limited embargo?

7/4 Where will you make your data 
available?

Will you publish data in a domain-
specific repository?

Submit to existing db?

Will you be adding new facts to a 
knowledge base?

Will you submit interpreted results 
to a knowledge base?

Will you publish data in a national 
repository?

Will you publish data in a repository 
provided by your institute?

Will you be self-hosting the data?
What is the service level to be 
offered to users of the data?

Download service?
Run search/access webservice?

Data processing service?Financial aspects?

Technical aspects of Hosting
Who will do Sysadmin?
Who will do hardware 
maintenance?

7/5 Did you work out the financial 
aspects of making the data 
available?

Who will pay for open access 
publishing?

Who keeps data access running?
Helpdesk for data interpretation? Capability as well as capacity!

7/6 Will you be archiving data? Will data formats be upgraded if 
they grow obsolete?

7/7 Will you be adding your data 
sets to Catalogs?

Add access to lists of available data

Announce availability
Document the data

Is the data understandable/re-
runnable/re-usable?

Get DOI’s where possible

All types of data to be archived

Raw
Interpreted
Will conclusions from the paper be 
made available as nano-
publications?

How will you make sure that blocks 
of data deposited in different 
repositories can be recognized as 
belonging to the same study?

7/8 Will you publish also if the 
results are negative?

Data?

Paper?

7/9 Will there be Translational 
returns / valorization that you can 
participate in?

Will you work on New clinical 
procedure?

Will there be a New diagnosis?

Will these be developed as part of 
the project?

Data cycle step 3:
Data Capture (equipment phase)

3/1 Who will do the measurements? 
Are there easily accessible 
specialized service providers for 
data capture?

Make them partner in the project

Take pictures of the equipment

Permanent link to the instruction 
manual?

3/2 Is special care needed to get 
the raw data ready for processing?

What is the need for (sneaker-) 
network capacity from measure to 
storage?

If you want to “hand carry”, make 
sure there is writing/reading 
capacity and enough time.

If a secured fast connection is 
needed, check for the possibility to 
use a lightpath.

Is data security guaranteed?

Is data integrity guaranteed during 
this stage?

Data exchange format has been 
settled before?

Is capacity planning needed? For 
the measurement? For the data 
transport?

3/3 Do you have non-equipment 
data capture?

Questionnaires? Plan to verify that questions 
actually have been filled in?

Case report forms?

Electronic patient records? (Planning?) Are they accessible?

Will any data be captured on 
paper?

Who will do the data entry?

Who makes the data digitally 
available to you?

Will it be captured digitally?
Is the entry done by one person? 
Or is there a possible difference in 
interpretation?

3/4 Is there a proper data 
integration tool that can handle and 
combine all the data types you are 
dealing with in your project

Yes

TranSMART?
or other integration tool applicable?

No

All data can be brought in the same 
format, e.g. RDF?

Data cycle step 2: 
Data Design and planning

2/1 (2.1) Are you using data types 
used by others too?

2.1.1 What formats will you use for 
the data?

(del) Archive in low-tech (text) 
format (G F6)

(del) Keep explanation of the data 
with the data, e.g. as column 
headers (G F7)

2/2 (2.2) Will you be using new 
types of data?

2/7 (new) Are all of the fields in your 
data format described in a data 
type registry?
2/9 Which data type registries will 
you use?

2/8 (2.2.1) Are there suitable 
ontologies?

(del) Use existing ontologies where 
possible

2.2.1.1 Do you need to develop 
ontologies?

2/10. (2.2.2) How will you design 
the format for your data?

2/11 (2.2.3) How will you describe 
your data format?

(del) Keep the format of the data 
simple

(del) How: Use e.g. CSV, JSON or 
standard XML formats where 
possible

Use libraries to access it, there are 
even incompatible versions of 
CSV?

2/26 Will you be archiving data for 
long term preservation?

2/27 Can the original data be 
regenerated?

2/30 When is the raw data 
archived?

As soon as the raw data comes in?

In chunks
All at once

All at once with  the rest at the end 
of the project?

2/28 does the archived data change 
over time?

2/29 Do you need frequent 
backups?

How much time can you be set 
back if a backup needs to be 
restored?

2/31 Are you using backups also for 
restoring files that were accidentally 
deleted or changed?

2/32 Will it be stored on Tape or 
disc? Backups on different modality?

Same discs will break at the same 
time.

Soft/firmware updates that could 
break your storage..2/33 are archives stored in a remote 

location?
Fire/disaster proof?

2/34 Will the archive need to be 
protected against loss or theft? 2/35 Will the data be Encrypted? 2/36 Who has the key?

2/37 Access to disc? Online or in 
safe?

2/38 Will the archive need to be on-
line?

Will workflows need to be run on 
the archived data?

How is this supported?

2/39 How will data integrity be 
guaranteed?

Think about tampering.

2/40 Who has access to the 
archived data, how fast?

2/41 During the project, who can 
ask for restore?

2/42 Is it more than 10TB?

You must plan time needed for 
store/restore!

Why: Complexity does not scale 
linearly with scale, but progressively 

2/43 Data access committee?

2/44 How long does it need to be 
kept?

Is it legally permitted to throw it 
away? What is the official term you 
need to keep each part?

Which data types (rawness) will be 
kept?

For each, how long?

2/45 Will the data be 
understandable after a long time?

2/46 Will you need a shared 
working space to work with your 
data? 2/47 How will you work with your 

data?

2/48 What kind of data will be in 
your workspace?

Are your Files small or large?

Database?
Could Hadoop be used?

2/49 Do you need the storage close 
to compute capacity?

See Step 4: planning of the 
compute.

High speed I/O needed?

2/50 Will you keep data in work 
format that is different from 
archival?

Can you share the work format with 
other projects?

2/51 What is the capacity profile? 
Will you need the same storage 
quantity during the whole project?

2/52 When will your raw data 
become available?

2/53 Sometimes the raw data is 
relatively large and it pays off to 
clean it quickly. How much of the 
raw data do you need to keep in 
the work space for how long?

2/54 Do your raw data need to be 
archived?

Is remeasuring possible and 
cheaper?

2/55 Did you plan how much 
intermediate data will you get, and 
how long does each step need to 
be kept?

2/56 Will you be able to store 
intermediate data on another file 
system?

Why: if the main archive file system 
has a problem, a restore takes less 
time if the temporary data does not 
need to be recovered.

Will you really not need a backup of 
that data?

See: https://www.csc.fi/web/blog/
post/-/blogs/the-largest-unplanned-
outage-in-years-and-how-we-
survived-it

Can intermediate data be avoided 
by streaming steps together?

2/57 Will you have different 
versions of intermediate data that 
need to be kept?

Can it be reproduced quickly?

2/58 Will you need to temporarily 
archive data sets (to tape?)

Archival will be done if you will 
unlikely need it again, but must be 
able to go back to it to reproduce 
your results.

How frequently will you archive 
data?

2/59 If you will be starting with a 
high volume of data, how will that 
initial data come in?

2/60 How will project partners 
access the work space?

2/61 Who will arrange access 
control?

2/62 Will it need to be remote 
mounted?

2/63 Will it be copied for every 
step?

Will they provide local storage for 
intermediate data?

How is that budgeted?

2/64 Does it have/need the same 
reliability and security as the main 
work space?

Is the network speed sufficient?

2/65 How available must the 
workspace be?

2/66 What is the acceptable risk for 
“total loss”?

Can all files in the workspace be 
recomputed quickly?

2/67 Is there software in the 
workspace?

Is it safely archived?

Can it be restored quickly?

2/68 What percentage of time 
should the data be available? 
During work hours? Nights? In 
weekends?

How will you act if main storage is 
offline?

Keep data that you always need to 
access on two independent storage 
arrays (G R1)
Can you wait?

2/69 How long can you wait for a 
restore if the storage fails?

2/70 How long can you wait if you 
accidentally delete a file before it 
can be restored?

How will you do Backups and other 
Copy data management?

Remote backups

Recover from catastrophe

Speed of restore

Separate server for fast tape 
restores (G F3)

Only backup raw and result data (G 
F1)

Try not to backup intermediate data

Plan for restoring files deleted or 
modified by human error (G H1)

Test the restore

Will a developer need a copy of 
large data sets to be able to test 
new versions of the software?
Will you do incremental backups?
Do you need to keep a history of all 
files? How long will you keep 
backups?

2/72 Do you need to backup any 
data stored elsewhere related to 
your project in your workspace?

Even at the Netherlands eScience 
Center data was lost (and hence 
computer time) when a file system 
of Cartesius crashed.

Did you check the backup policy on 
the external (super)computer 
system you use?

2/5 Is the Risk of information loss / 
leaks / vandalism acceptable?

2/74 Do project members store 
data or software on computers in 
the lab or external hard drives 
connected to those computers?

Who has access to the labs?

Who has access to those 
computers?

Are they properly backed up?

2/75 Do people carry data with 
them?

On external hard drives or USB 
drives?

Encrypted?

Is any data on laptops?

2/76 Are they encrypted?

Is the laptop password protected?
2/77 Are researchers using cloud 
accounts?

Consider encryption

2/78 Are data or reports sent over 
e-mail or other messaging 
services?

Consider encryption

2/79 Do the data centers where 
data is stored have Certifications?

Security for hosting

2/80 Are all project web services 
used via https?

2/81 Project members have been 
instructed?

Password instruction? Not sharing accounts?

Different passwords everywhere?

Two factor authentication

Data they carry

Backups
Encryption
Passwords on laptops

Data stored in personal cloud 
accounts

Data stored in their own labs

Use of Open Wifi and https

Did you do an impact analysis?

2/82 Information loss?

2/83 Information leak?

2/84 Information vandalization?

2/6 Compute Capacity Planning

2/85 Determine needs in Memory/
CPU/IO ratios

Did you run pilots to see what 
capacity you need?

Did you run pilots to see if the work 
scales up the right way?

e.g. Servers with exceptional 
memory or disc bandwith?

2/86 Suitable system Grid/Cluster/Cloud?

Every step in the workflow may 
have its own needs.

Data Transport needed?
Need to glue workflows across 
architecture?

2/93 Do you have in house  
experience with the used compute 
architectures?

Do your people need training for 
Grid/Cloud/Hadoop?

2/87 When will it be needed?

Some building and testing can be 
done on local hw

Use shared infrastructure?

Purchase special needs?

Shared?

2/88 Is all Compute capacity 
needed available close to the 
working storage?

2/89 If not, you need to plan the 
necessary network capacity

No special needs?

Delays acceptable?

Special network will be in place

2/90 If not, Can the data legally be 
transported to the compute 
capacity?

Will all data be collected in the 
same place?

Is there a need for distributed 
computation?

Will this have impact on the 
efficiency

Will this allow you to get the best 
answer?

Does the storage environment 
provide enough compute capacity 
to serve your workflow?

2/91 Will different groups work on 
different parts of the workflow, and 
will parts of the computing be done 
on local infrastructure?

2/92 Is there sufficient network 
capacity?

Do groups have local infrastructure 
that can be used?

Will it scale to the size of the 
problem?

Is it compatible in middleware to 
central infrastructure or to 
infrastructure at other sites?

2/3 (2.3) How will you be storing 
Metadata?

2/12 Do suitable “Minimal Metadata 
About” standards exist for you?

2/13 (2.3.1) Did you consider Re-
usability of your data beyond your 
original purpose?

2/14 (2.3.1.1) How do you balance 
how much meta-information you 
need to store for yourself, versus 
how much would be useful for 
others.

Use Parelsnoer modules to collect 
phenotype data

2/15 (2.3.1.2) Do you need to 
exchange your data with others?

(del) Use RDF for interoperability of 
data plus metadata where possible.

2/16 (2.3.2) Did you consider how 
to monitor data Integrity?

How will you make sure data are 
what they should be? 

2/17 Will you Keep checksums of 
certified/verified/correct/canonical 
data (G F2)

(del) Why: data corruption or 
mistakes can happen with large 
amounts of files or large files.

(del) How: Keep a “true sample” 
master list (G M1)

(del) How: Keep sample list under 
version control (G M2)

(del) Why: You will need to know 
what has changed over time

(del) How: Keep data checksum in 
the master list (G M3)

2.3.2.1 Who is in control of access 
to the master list? (del) Keep it as close to the data 

source as possible.

2/18 Will you Define ways to detect 
file/sample swaps, e.g. by 
measuring something 
independently (G F5)

2/20 Does all data have a license?

(del) Completely open if possible
(del) License must be computer 
readable

(del) Choice of license: there should 
be very few clauses

(del) License must be transitive

(del) License clauses can be more 
restrictive than you really want

2/19 (2.3.3) Will you store licenses 
with the data?

2/21 How will you keep 
provenance?

Provenance should be rich enough 
to ensure the re-usability of FAIR 
Data
Method stewardship?

Will your data be changing over 
time?

Will you keep proper change 
provenance?

Standard methods?

2/22 How will you do file naming 
and file organization?

2/23 Agree on a SOP for naming 
files (G F4)

Keep an eye on file versioning
Names should not contain privacy 
sensitive information

2/24 Keep relations between data 
clear in the file names.

Use persistent identifiers for e.g. 
lanes and samples throughout the 
project (G F8)

2/25 Are all metadata that is in the 
file names also available in the 
proper metadata?

Data cycle step 4:
Data Processing and Curation

4/1 Workflow development

Will you be running a bulk/routine 
workflow, or develop a research 
analysis?

Can workflow developers work with 
subset of new data? Is there pre-
existing data available for this? Timing?

Can developers start before the 
data is measured?

Privacy/security?

Are developers able to take the 
data they need on their own 
laptops?

Can you use existing software?

Visit other expert centers to learn (G 
S3)

Prefer to adapt existing sw to new 
needs

Include professionalization if 
needed

Develop new components where 
needed

Think about Visualisation
License for availability

Do not underestimate time needed 
to integrate components

Choose the workflow engine.

What features do you need?

Ease of development?

Can a workflow be edited 
collaboratively?

Can you reach out to the 
developers?

Is it suitable for the workflow I will 
build? (data processing or 
integration?)

Does it support the compute back 
ends you need?

Standard tools for the 
administrative operations?

Comes with your data types out of 
the box?

Does it need a developer GUI?

Ease of adding new tools?
Does it support nesting of 
workflows?

Ease of use?

Does it need a running GUI?

Who are the customers that use it?

Bioinformaticians?

Biologists?

Can workflows be run remotely?

Can workflows be part of a tool 
(nesting)? Are there existing nesting tools?

Durability?

Can “workflow decay” be 
managed?

Will the same workflow still work 
next year?

Are all tools/versions under total 
control?

Can workflows be imported/
exported/shared with this engine?

Should it produce provenance? In standard form?
Can the workflow be annotated to 
make it understandable?High throughput?

Suggestions with experts in DTL

Make

Snakemake

Taverna

Galaxy

Molgenis

Moteur

Knime

Chipster
Integrity of the tools in the workflow 
(G H3)

Use scrutinized (open source) tools

Let second developer check all 
changes made

How do you handle/QA upgrades to 
tools? Verify repeatedly on the same data

Are all tools /versions under your 
total control?

How do you deal with “workflow 
decay”?

Will you follow “Best practices for 
creating workflows” from 
“researchobject.org”

Workflow running

4/2 How will you make sure to 
know what exactly has been run?

Keep processing scripts/workflows 
including the versions of the tools 
that have run (G M4)

Make use of the metadata fields in 
the output files (e.g. VCF) to log 
how the data was obtained (G M5)

Keep a central tools directory/
repository (G S1)

Keep a central reference data 
repository (G S2)

Can you use a workflow engine and 
workflow that produces this data?

Is all software for steps in your work 
flow properly maintained? Properly 
versioned? Will you be able to find 
back the exact version you used?

4/3 How do you validate the 
integrity of the results?

In distributed projects, run a subset 
on all infrastructures to ensure 
consistency

Prevent workflow errors
Make pipelines portable (G R3)

Build pipelines for different 
infrastructures automatically (G H4)

Run independently developed 
workflows for critical components 
to prevent human error (G H2)

Make sure different sites 
responsible for part of the data set 
use comparable protocols

Provide validation input/output to 
detect changes in results

Contingency 4/4 What will you do if the compute 
facility is down?

Have alternatives (e.g. cluster and 
grid) (G R2)

Data cycle step 5:
Data Integration

5/1 What is the framework you will 
use for data integration?

Will you make your output 
semantically interoperable data?
Will you use a workflow e.g. with 
tools for database access or 
conversion?

Will you use a Linked data 
approach?

Will you use linked data sources?
5/2 Will you be using common or 
exchangeable units?

5/3 Will you be using common 
ontologies? if yes, Choose them before you 

start…

5/4 Will there be potential issues 
with statistical normalization?

If you’re using slightly different 
protocols, how sure are you that 
results are comparable?

5/5 Do you have all tools to couple 
the necessary data types?

Detailed clinical models (Like 
Parelsnoer modules). Should be 
moved up…

Do you follow minimal information 
standards? (Move to metadata 
collection)

Data cycle step 1: 
Design of experiments

1/1. (1.1) Is there pre-existing data?
1/2. (1.2) Will you use Pre-existing 
data (including Other People’s 
Data)?

1/3. (1.3) Will you use reference 
data?

1/4 (1.4) Do you know where the reference data is available, 
what the conditions for use are, and how to reference it?

1/5 (1.5) In what format is the reference data 
available?

1/6 (1.6) Is the reference data 
resource versioned?

1/7. Which version will you use?

1/8. Will you change version if it 
updates? For new analyses? Redo 
all analyses?

1/79. If no, are you sure the old 
version will stay available? 

1/80. How will you make sure you 
and others can reproduce your 
results in the future?

What level of detail/granularity do 
you need?

Can you filter before downloading?

What is the volume of the level of 
data that you really need?

1/9. (1.7) What existing (non-
reference) data sets will you use?

1/11 (1.8) Will owners of that data 
work with you on this study?

1/10. (del) No? Will you need to 
request access?

1/13. (del) Will any usage 
restrictions affect your reuse?

1/12. (1.9) Is re-consent needed?

1/14. (del) Will you access the data 
on your own computer? Download 
it? Or use it via the network?

(del) What level of detail/granularity 
do you need?

(del) Can you filter before 
downloading?

(del) What is the volume of the level 
of data that you really need?

Can you aggregate before 
downloading?

(del) Data come to the analysis, or 
analysis to the data?

1/15. (del) What format is it in?
(del) Is the concept reference based 
on a proper ontology?

(del) Is it in the same language? (del) Does it need translation?

1/17. (del) Is the data set fixed or 
still being updated

(del) Will you use one particular 
version or export updates?

How will you make sure your results 
are reproducible by others?

1/18. (del) Is all of the data usable in 
its available form?

(del) Will curation be needed?

(del) Should a subset be made? (del) Is that easy to select?

19. (del) Do you know what data 
already exists? 

Are you confident in what you 
need?

Did you ask around?

Did you check any catalogs or 
search engines?

1/16. (1.10) Do you need to 
Harmonize different sources of 
existing data

(del) Is “harmonizing” enough, or do 
we need to change procedures 
and/or align formats?

1/81. Will you use any data that 
needs to be made computer 
readable first?

Any such data needs to be made 
available to others too.

20. (1.11) What/how/who will 
integrate existing data

21. (1.11.1) Will you need to add 
data from literature? 22. (1.11.2) Text mining?

23. (1.11.2) Do you need integrate 
or to link to a different type of data?

24. (del) Does that need a project 
plan?

25. What will you do if the coupled 
data is updated?

26. What will you do if the format is 
changed?

27. Are conversions needed?

28. Link or Join? Allowed?

LS1/42. Will you couple existing 
(biobanks) data sets?

LS1/43. Will you use deterministic 
couplings?

LS1/49 Will you use probabilistic 
couplings?

LS1/44. Will you be using a ttp? 
What is the procedure followed? 
Where will what data be sent? Did a 
legal advisor look at these?

LS1/45. Is consent available for the 
coupling?

LS1/46. How will you check whether 
coupled data are representative of your 
goal population?

LS1/47. What is the goal of the 
coupling: more data about the 
same subjects (intersection, 
enrichment) or getting more 
subjects (Union)?

LS1/48. What variable(s) will you 
use for coupling?

Will the coupling potentially create 
new privacy issues (e.g. Potential 
for re-identification or making 
personal information more 
sensitive, such as adding location 
data)?

Verify that you have permission for 
such coupling.

1/38. (1.14) Will you be collecting 
experimental data?

39. (1.14.1) How many subjects do 
you need to be able to get 
statistically meaningful results?

Statistical needs on size of sample 
set

(1.14.1.1) How many control and 
how many intervention subjects?

Statistical optimization!

TNO has a specialist

40. (del) Selection of analysis 
technique

41. (del) At which level of biology 
do you need data? Why those?

(del) Which types of analyses will 
you do?

49. (del) Will you conduct 
intervention studies?

50, (del) Will you do challenge 
tests?

51. (del) Select the proper time 
points

52. (del) How many time points are 
needed?

53. Phenotype Database

54. (del) Will you perform human 
intervention study

55. Registration at clinicaltrial.gov

56. (del) Did you get ethical 
approval?

57. (del) Which database will you 
use to store the data?

58. (del) Do you need to arrange 
informed consent?

59. (del) What kind of feedback to 
the subjects/patients will be given?

(del) Does that data have potential 
consequences for their family 
members?

60. (del) Did you get separate and 
explicit consent about sharing 
(individual) data?

61. (del) Do you already have 
enough statistical power?

(del) Does the data already exist 
elsewhere?

62. (del) Do you need all the privacy 
sensitive fields of data?

63. (del) Do you need to consult 
your ethical committee?

64. (1.15) Are there any data format 
considerations?

65 (1.15.1) What is the volume of 
each anticipated data set

66. (1.15.2) What data formats do 
the machines yield

67. (1.15.3) What preprocessing is needed

69. (1.15.3.1) Are there ready to use 
workflows for formatting and 
preprocessing?

70. (1.15.3.2) What compute is needed?

68. (1.15.4) Will you create images

71. (del) Do images need to be 
pseudonymized

72. (del) Is there textual information 
on photographs

73. (1.16) Are there potential issues 
regarding data ownership and 
access control?

74. (1.16.1) Who needs access?

75, (1.16.2) Where will servers be 
placed?

76. (1.16.3) What level of data 
protection is needed

77. (1.16.3.1) Is the collected data 
privacy sensitive?

78. (del) Does it need to be 
anonymized?

Is there Textual labels on 
photographs?

(del) Does it need to be 
pseudonymized? Reversible? By whom?

Jildau: there is a list of medical data 
rules

Privacy sensitive data must be 
stored separately.

(del) Do you really need to collect all 
those sensitive data?

(1.16.3.2 del) Should consent be 
obtained?

(del) Are Followup questions to 
subjects possible?

(del) How will retractions be 
handled?

(del) Does Result information go 
back to the subjects?

(1.16.3.3) Is your institute’s security 
sufficient for storage? 

(del) Do the institute have sufficient 
certification?

(del) Will part of the data be 
completely open?

If it can, it must

Do you provide the lowest possible 
treshold for access to 
unidentifyable data?

Can you strip phenotypes to make 
data openable?

Can you make data openable by 
Aggregation?

(1.16.4) What will the IP situation 
be?

(1.18.4.1) Who will decide about 
opening up data? e.g. after the 
project finishes

(1.18.4.2) Shared ownership? (del) Who has first rights?

(del) How do you take care of 
quality control of data capture?

(del) Are you logging what happens 
exactly to samples?

(del) How will you maximise 
reproducible data collection?

(del) Will different collection sites be 
using comparable protocols, 
formats and identifiers?

(del) Harmonize?

(del) Could there be variation 
caused by demographic or other 
independent variables?

Will it potentially affect your own 
results?

Will you stratify? This will affect statistics?

Is there existing data about these?

Will you collect this kind of meta-
data?

Are your measurements sensitive to 
batch effects?

Dependent on who analyses and 
when the data is collected.

(del) Will your data be able to 
answer your scientific question?

Reference data

1/29. (1.12) Will reference data be 
created?

1/30. (1.12.1) What will the IP be 
like?

1/31. (1.12.2) How will you maintain 
it?

1/32. (1.12.3) How will the release 
schedule be?

For use of reference data, see 
branch in existing data

1/33. (1.13) Will you be storing 
samples?

34. (1.13.1) Where will information 
about samples be stored? Biobank 
information system.

A34-1. (del) Will you start a new 
collection?

35. (del) How will you make sure 
your biobank will be properly 
represented in relevant Catalogues

A34-2. (1.13.2) Will your data and 
samples be added to an existing 
collection?

36. (del) Do you consult the owners 
of the biobank?

37. (del) Does the biobank adhere 
to the FAIR principles?

For questionnaires see 
“experimental data”

(del) Will you be using 
questionnaires?

Use building blocks?

Are you collecting nutrition data? Will you be using a food frequency 
questionnaire?
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Data in the tool is highly configurable. 
It is separated in Generic and Local: So 
we can separate life science specific 
(like “human health data”), ELIXIR 
specific (like names of experts), and 
even for local institutes we can adapt it.

ELIXIR Data Stewardship Knowledge Model
https://github.com/DataStewardshipWizard/ds-km
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Local
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(like “human health data”), ELIXIR 
specific (like names of experts), and 
even for local institutes we can adapt it.
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Can be localized by: 
• Research Community  
• Organization 
• FAIR metrics 
• Funding requirments
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Data in the tool is highly configurable. 
It is separated in Generic and Local: So 
we can separate life science specific 
(like “human health data”), ELIXIR 
specific (like names of experts), and 
even for local institutes we can adapt it.

ELIXIR Data Stewardship Knowledge Model
https://github.com/DataStewardshipWizard/ds-km
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Chemistry  
Implementation  
Network (ChIN)
• Academia 

• IUPAC

• CODATA

• Funders

• Publishers

• Instrument makers

Task 1:  
ChIN community  
chooses DS 
tooling

Task 2 (ongoing):  
ChIN community  
chooses / creates  
• standards 
• databases 
• policies
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WHAT 

What is the DOA ? 

• DOs are not just passive, but they are active, i.e. a DO has a type and there are functions assigned to types which are the basic step towards automatism  
•





Convergence 

Social versus techncial 

DOHIP = DO Human Interface Protocol

DOFIP = DO FAIR Interface Protocol 


Semantically informed (meaningful) rouing functions |  

Kahn Meaningful exchange protocol for any data type

- Handels for Digital Objects to resolve identities into useful "state" information

- DOIP

Schwardmann The DOIP describes a world of digital objects and operations provided by 
repositories, referenced by identifiers and enhanced by type metadata, which is made 
interoperable again by type definitions in data type registries.



Kahn Meaningless exchange protocol for any data type

- Handels for Digital Objects to resolve identities into useful "state" information

- exchange of in general meaningless messages between Internet devices with an IP 

address

- DOIP

Introduction of Dr. Robert Kahn 
Dr. Kahn was not only one of the two designers of TCP/IP and thus at the source of our 
current days Internet, he also wrote in 1995 the first paper on Digital Objects together 
with Robert Wilensky. This early paper was revised in 2006. Since TCP/IP only describes 
the exchange of in general meaningless messages between Internet devices with an IP 
address, there was a need to exchange meaningful entities. FTP was an early protocol to 
exchange files and HTTP was another very successful protocol to exchange Web 
information. Kahn & Wilensky realised the need to define a protocol that is generic and 
thus includes files, web pages and other possible entities which they called Digital 
Objects. Kahn and his team at CNRI then started to design and develop components that 
could realise such a world of DOs. The most well-known component is the Handle System 
which allows anyone now to assign Handles to Digital Objects and to resolve identities 
into useful "state" information. With the setup of the DONA Foundation the Handle 
System can now be seen as a common good not owned by one person or company 
anymore. Other components have been design and partly developed such as the Digital 
Object Interface Protocol which may indeed change our practices. 
It should be mentioned that Dr. Kahn got many awards for his work amongst which is the 
Turing award. 



Schwardmann The DOIP describes a world of digital objects and operations provided by 
repositories, referenced by identifiers and enhanced by type metadata, which is made 
interoperable again by type definitions in data type registries.

Ulrich Schwardmann (ePIC): Objects, types, collections and operations in DOIP 

The DOIP describes a world of digital objects and operations provided by repositories, referenced 
by identifiers and enhanced by type metadata, which is made interoperable again by type 
definitions in data type registries. In the world of digital objects one always can see valuable 
applications like collection repositories to structure these objects in a generic way and to build 
user specific views and work benches on such structures by a digital object browser. The next 
step is to include also operations into this picture. Since with REST services operations are 
already ubiquous in the HTTP world, the question is, how this huge amount of existing technology 
can be adapted into the DOIP world. The talk will also try to show a possible bridge here. 

DOIP

- DOs

- Operations (repositories) 

- PIDs

- Type metadata

- Data type registries 



Schultes DO versus FAIR

Erik Schultess (GO FAIR): GOing FAIR & DOing FAIR 

The Digital Object framework is an abstraction layer striving towards technology-
independent, future-proof, and increasingly automated operations between data, software, 
and compute resources. The 15 FAIR Principles are high-level specifications for the 
automated Findability, Accession, semantic Interoperation, and Re-use of data, software and 
services. Although the DO Framework and the FAIR Principles have very different origins, 
they nonetheless share overlapping and complementary features. In their current states of 
development, the DOIP specifies elementary “informatics" operations on DOs, while the FAIR 
Principles provide some specification for the technical, domain specific, and provenance 
metadata that are necessary to inform DOIP operations. I will describe GO FAIR, a bottom 
initiative coordinating a very large and diverse stakeholder community actively building 
implementations (including “Metadata for Machines”) that demonstrate the FAIR Principles 
in practice. I will describe how ongoing GO FAIR activities, including the C2camp 
Implementation Network, could play a role in accelerating the adoption and application of 
DOs in an emerging data infrastructure.  

DO: The Digital Object framework is an abstraction layer striving towards technology-
independent, future-proof, and increasingly automated operations between data, 
software, and compute resources.

FAIR: The 15 FAIR Principles are high-level specifications for the automated Findability, 
Accession, semantic Interoperation, and Re-use of data, software and services. 



Xxx

Twan Gosen, Dieter van Uytvanck (CLARIN): Digitals Objects as direct input into 
the CLARIN Language Resource Switchboard 

Numerous repositories offer data and associated metadata, following the CMDI 
specification, within the CLARIN infrastructure. The CMDI metadata is harvested and 
collected in a central repository: the Virtual Language Observatory (VLO). After 
finding a relevant piece of information, the data object and metadata object can be 
provided, either as bit streams or by identifiers, to the Language Resource 
Switchboard (LRS), to get a suggestion of tools available to operate on the data 
object. In this context, digital objects are a natural fit, provided the available 
metadata matches our needs, to enhance the LRS. By providing a digital object 
identifier to the switchboard, the switchboard can utilize the DO protocol to obtain 
all relevant information about the digital about, such as mime type and language. 
Any of the suggested tools can in turn utilize the DO protocol to obtain a bitstream 
to the actual object data itself in order to run the tools processing pipeline. 



Xxx

Margareta Hellström (ICOS): How a Digital Object Architecture could help 
ICOS streamline data service provisioning 

The ICOS Carbon Portal (CP) manages, curates and disseminates both 
greenhouse gas observational data (measured by its own station networks), as 
well as outputs of advanced atmospheric and ecosystem models (provided by 
external parties). The CP assigns Handle-based PIDs (from ePIC or DataCite) 
to all data objects it manages. All relevant metadata are kept in the CP 
catalogue , which is based on semantic web & open linked data (LOD) 
concepts. We are now actively looking into the best way to support 
(automated) workflows and processing of ICOS data in cloud environments 
(like EGI federated cloud). Important aspects include optimizing access to, 
and linking of, all relevant metadata from various sources (the ICOS catalog, 
databases at PID registries, and others), including descriptive information 
(context of acquisition), data contents (variable types), and data processing 
basics (model version). It remains to be seen to what degree ICOS can adapt 
the DO Network approach, but we are willing to be one of the test cases – 
perhaps with a special focus on combining data type definitions stored across 
both LOD-based and PID-based registries. 



Xxx

Carlo Maria Zwölf (VAMDC): The DO Case in Virtual Atomic and Molecular Data Centre 

The VAMDC e-infrastructure federates into an interoperable way ~30 heterogeneous and 
independent atomic and molecular databases. All the outputs produced by this 
infrastructure are identified by a resolvable PID (Persistent Identifier) and are formatted 
using a rigorous XSD schema (XML Schema for Atoms Molecules and Solids; This schema is a 
computer model for all the processes and physics contained in VAMDC). 
The data extracted from VAMDC are indeed a good approximation of what is designed 
by “Digital Object”.  
In our presentation we will describe the main issues we experienced: 
- In using for scientific purposes generic repositories (e.g. Zenodo, Eudat) for storing 
VAMDC-DO.  
- In automatic handling (e.g. comparison, cross-matching) of VAMDC-DO. 



Xxx

an unparalleled resource, a scientific infrastructure for knowledge and discovery about the 
world's biodiversity; it's past, present and future and its influence on global challenges in 
environment and society. In June 2018 the European Strategy Forum on Research Infrastructures 
(ESFRI) accepted the importance of this resource and included the Distributed System of 
Scientific Collections (DiSSCo) into the ESFRI Roadmap 2018 as a priority research infrastructure 
to commence operations in 2025. 
With an expected 30-year lifespan, DiSSCo aims at digital transformation of today's slow, 
expensive, inefficient and limited system where the need to physically visit collections and the 
absence of linkages to relevant information represent significant impediments. Our architecture 
inserts a 'Digital Specimen Object Layer' unifying natural science collections into a single data-
driven European virtual Collection offering wider, more flexible, 'FAIR' access for a range of 
biodiversity science and policy applications. This is expected to lead to faster insights for lower 
cost. Acting as surrogates for the physical specimens in collections, DiSSCo places Digital 
Specimens at the heart of an interconnected graph of diverse and dispersed data classes that can 
include imagery, taxonomy, relevant scientific literature, genetic sequence and trait data, 
agricultural, toxicology and ecosystem data and much more. 
Immediate concerns for consideration in the present workshop include: i) the social aspects of 
'selling' the benefits of the digital object approach; ii) achieving balance between fast 
presentation of informative registry records and the need to fetch and unpack comprehensive 
object content from a repository; and iii) extensibility of dynamic Digital Specimens to support 
new information types whilst maintaining backwards compatibility for older systems. 

Alex Hardisty 
Director of Informatics Projects, School of Computer Science and Informatics, Cardiff University 

11th September 2018. 
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also supports and facilitates the understanding of workflow processes. 

• Also beyond data processing, the diversity of consumers for ENES data 
products and data services is increasing. This includes users largely 
unfamiliar with the data generation and refinement process, which 
presuppose knowledge of limitations and assumptions not obvious to those 
unfamiliar with Earth system modelling. ENES therefore has a strong 
motivation to enter discussions with new user communities, particularly in 
the area of social sciences, public administration, planning and policy 
making. 

The ENES community looks towards initiatives such as C2CAMP to address these 
points, starting with individual prototypes and small-scale solutions. There is 
however now a good opportunity to reach out to other communities and work 
towards a larger, overarching architecture and operationally capable solutions, 
based on the concepts and models the C2CAMP participants have discussed and 
matured in the past. Central design principles are adherence to agreed 
interfaces, for example based on specifications from RDA, IETF or W3C; finding 
the balance between complexity and feasibility, particularly regarding 
metadata and semantics; and building long-term sustainable services for data 
processing and provenance tracking.



Xxx

Dear all, 
  
yesterday I had a very productive interaction with Erik also about the joint paper. I cc to Larry as well although Larry is not involved in the DAMDID paper. 
Let me briefly make a few comments about the DAMDID paper: 
  
-          I read it again and I think it is an excellent paper. Erik elaborates on the way how TCP/IP made it and this is a nuance that we did not express. As far as I remember the 
way Erik puts is absolutely correct, but George knows better. So it adds new aspects to our paper in addition to all the other statements about FAIR and GO FAIR etc. . I 
just have one question about the text – see below. 
-          I should not appear as co-author this time for two main reasons: 1) I am reviewer of proposals where I believe Barend is involved, so I should  not be too close to GO 
FAIR office etc. 2) As a co-organiser of the DAMDID workshop, I should not appear in too many papers. I will present something on DO and I will be mentioned by Simon 
as contributor to the FAIR EG document. That’s sufficient. 
-          But if George would appear as co-author it would be great showing how close we synch. 
-          I have one small point wrt to the text. On page 2 you start saying that by the early 2000’s etc. people see the need for general purpose infrastructures which is correct. 
Then you immediately jump to the Semantic Web. This too fast for me. Sem Web is certainly one important pillar, but there is all the work on data/research/cyber 
infrastructures etc. which started in some communities also in 2000 and which led to the ESFRI infrastructures in Europe. 
  
A few other points: 
-          The more I think about our current work I see more and more clear that joining the ideas behind FAIR and DOs is really adding to get a critical pivot point. I agreed 
with Erik to go a bit deeper into this relationship. A short doc will come today perhaps and we might want to add a sub-chapter in chapter 5 called “FAIR and DOs”. 
-          Erik is discussing
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Digital Object View 
The notion of Digital Object is increasingly often accepted and a repository itself can be seen as a DO, i.e. it has a (complex) collection of data and other content, it has a PID and it is being described by 
different types of metadata. RDA DFT has defined a digital collection in a recursive way allowing creating complex collections and the holding of a repository can be seen as representing such a complex 
collection. This way of looking at repositories will facilitate automation. 
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Statements 

General 
1. Metadata statements are assertions about Digital Objects (which can be anything digitally represented including collections of digital entities) and are part of the DO to make it findable, accessible, 

interpretable and re-usable. 
2. Metadata assertions are made by different actors (humans, machines) with different roles for different purposes at different times. 
3. There are quite a number of different types of (metadata) statements about the DO all being summarised under the term "metadata":  

o type information to facilitate automatic processing,  
o descriptive information to facilitate searches, scientific collection building, inferencing etc.,  
o scientific information which goes much deeper than the usual descriptive information to enable deep scientific analysis,  
o system/state information to help managing the DOs,  
o provenance information to cover creation information,  
o context information to cover the context of DOs emergence,  
o access rights information to indicate who is allowed to access the content,  
o license information to indicate the terms under which re-usage may happen,  
o transaction information to cover events of re-usage,  
o annotations on content to cover information added to parts of the DOs content,  
o etc. 

4. Many of these types are not yet clearly defined and agreed. However, there is an urgent need for convergence on classification. 

Digital Objects, Schemas, Categories 
5. Metadata objects should be Digital Objects themselves, i.e. they should have a PID. 
6. Metadata should include the PID of the DO it is associated with and the DO's PID record should point to the DO of the metadata object. Bi-directional links will ensure that machines can find the entities. 
7. Much metadata still exist as undocumented spreadsheets or databases with privately defined categories as DataONE has shown.  
8. Metadata assertions are being represented using various technologies (XML objects, relational databases, RDF assertions, etc.) dependent on the context of creation.  
9. The used "metadata categories" need to be defined in open registries to facilitate re-use and interoperability in particular by machines requiring referential and functional integrity. 
10. Schemas that are being used to describe the structure of XML objects or database tables need to be registered in open registries to facilitate re-use and interoperability.  
11. An increasing amount of schemas is being used and more reuse should be promoted by using existing such as RDA Metadata Directory and schema.org. 
12. The used explicit relationship types need to be defined in open registries and should reuse existing standards such as SKOS, OWL, etc. 
13. Metadata schemas in some communities include shallow hierarchies to allow bundling. 

Exporting & Reuse 
14. Metadata is being used for many different fields of application such as for Data Management Plans, for publishing data, for searching by occasional users, for collection building by scientists to carry out 

scientific analysis, for the orchestration of workflows etc. 
15. The interpretation of the term "rich" in relation to metadata as is used in the FAIR principles is very much dependent on the field of application. What may be sufficiently rich for generating DMPs is not at 

all sufficient for workflow orchestration etc.  
16. It is not yet clear whether we can design a component based system that allows users to reuse components in an incremental way which would not require to generate metadata for different purposes 

again and again. 
17. Metadata of most types should be open and thus will be re-used and changed in various ways to satisfy different purposes. Copied metadata objects therefore live their own life.  
18. It is widely agreed that for example for indexing supporting fast searches and similar operations metadata should be offered for harvesting using standard protocols such as OAI/PMH or ResourceSync.  
19. Independent of the chosen representation technology metadata should be offered as RDF triples with explicit relational semantics to allow further semantic processing. 
20. Knowlets (see image) are excellent ways to point to core concepts and to represent their semantic relationships in a specific semantic space and thus extract relevance, meaningfulness, unforeseen 

relationships, etc. They are utterly dynamic constructs due to continuous changes leading to complex management tasks  
21. Not all metadata types/assertions are relevant for constructing useful Knowlets. Format specifications for example can hardly be exploited.
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RDA, FORCE11, C2CAMP, GO FAIR, at PIDapalooza 

a switchboard solution linking specific data types to tools that have proven their 
usefulness for these types. DOs are exactly the type of solution allowing realising 
such a switchboard elegantly since they are typed and have other relevant metadata 
that can automatically be retrieved and these types can be associated with specific 
tools using the same basic mechanisms. Using these methods would enable a 
"computer-naive" researcher to create his/her workflows only applying domain 
knowledge that then can automatically process data of specific types in the intended 
way. 



R1.3

DOA FAIR  
Principles

DOIP

Conclude that metadata is GO FAIR… the 
DS tool and M4M as convergers  

“hard” part of DOA is the domain level 
metadata 

DOing FAIR  
(meaningful exchange) 

GOing FAIR  
(converging on metadata) 

(meta)data meet domain-
relevant community standards;



globally unique and persistent identifier 

rich, community agreed upon, presistent metadata 

broadly applicable language for knowledge representation 

standardized communications protocol 

PID 

Metadata: typing 

Metadata: semanticlly meaningful  

DOIP 

FAIR Principles DOA



WHAT IS FAIR ?



FAIR 
GO FAIR  

DOA 
DOing FAIR

Convergence
- Minimal standards / Maximum freedome to innovate (hourglass) 
- Voluntary (but aware of attractors, no vendor lockiin) 
- Working implementations (decisions)

DOs, DOA, DOIP

F, A, I & R by machines 



FAIR Data 
& 
Digital Object Architecture

What is the realtionship between 



Data Infrastructre:  
Vision 
Creolization  
Attraction 
Convergence 
Exploitation

Internet WWW IFDS

Objects networks Webpages Data 

Identifers Internet 
adresses URLs PID

exchange 
function TCP/IP HTTP DOIP





Questions from Margreet: 
1.       Registers for (pre)clinical studies (such as the one she is presenting) must be FAIR > therefore 
you showed Nicoline the assessment of the 9 example repositories. She can assess her register as 
well.

Response from Erik: 
Indeed, 9 digital resources answered the 21 questions in a 
questionnaire prompting the necessary inputs to the 14 
FAIR Metrics: 
https://www.nature.com/articles/sdata2018118 

Here is a link to those 21 questions: 
https://docs.google.com/document/d/1EerbZVvT-
C6LblcVRrVP4B7H-reD3jU8LNEmBZogTZo/edit?
usp=sharing

We can follow the examples, and do the same for the 
preclinicaltrials.eu resource. 



Metric Identifier FM-CT1   (FAIR Metric Clinical Trail 1)

Metric Name Preregistration 

To which principle does it apply? R1.2 (meta)data are associated with detailed provenance

What is being measured? The existence of clinical trail preregistration 

Why should we measure it? Preregistration is important for Increased transparency and reduced risk of bias and help avoid duplication. 

What must be provided? A URL to the preclinical registration document 

How do we measure it? Use HTTP GET on URL provided. 

What is a valid result? Now, HTTP 200; Later, validted RDF file 

For which digital resource(s) is this relevant? preclinicaltrails.eu

Questions from Margreet: 
2.       A database generated or reused in a (pre)clinical study must be FAIR > we can discuss the 
possible answers to the corresponding community challenges. In the case of Nicoline, the 
community is formed by (pre)clinical researchers. Preregistration is a specific feature of the 
community of (pre)clinical researchers. How can we fit in preregistration as a FAIR metric? You 
suggested F1A, F1B. I think F4 would be one as well.

Response from Erik: 
We can create machine readable metadata that describes explicilty the preregistration. We can 
also create a new FAIR Metric that validates (cdertifies) the preregistration (see template 
below). 



Questions from Margreet: 
3.       ZonMw wants to use FAIRmetrics for monitoring 

datamanagement in its projects. ZonMw wants to 
make discipline or community specific metrics. 
Therefore, I would like to discuss on sept 21: what 
metric(s) should ZonMw apply to check whether a 
(pre)clinical researcher has preregistered its study 
and database in a FAIR (pre)clinical register? 

Would it be sufficient to make a community specific version 
of the FAIRmetrics F1A, F1B, F4? 

Or should we design a new metric? 

The community must use the FAIR Metrics Framework 
(sheet 8 in your slide set) to make a community 
specific metric > is it to your opinion feasible to 
show/discuss this framework in the workshop? 

  

Response from Erik: 
Yes… great use case, and worth discussing in the workshop. 
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FAIR and GO FAIR

Internet WWW IFDS

Objects networks webpages data 

Identifers Internet 
adresses URLs PID

exchange 
function TCP/IP HTTP DOIP


