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What is the Internet?
• Original FNC Definition still applies:
– Global Information System that makes use of IP
(its logical extensions or follow-ons), TCP (its
logical extensions or follow-ons, and other IP
compatible protocols), and which supports
applications based on the above.

• Overall Architecture is still intact despite
increases in the underlying technology by
factors of 1 – 10 Million (computation,
communication and storage)

Digital Object Architecture
• The DO Architecture may be viewed as a logical
extension of the Internet to simplify the task of
information management.
• The concept of “digital object” forms the basis for the
architecture.
• A digital object (DO) is defined as a set of bits, or a set
of sequences of bits, incorporating a work or portion
of a work or other information in which a party has
rights or interests, or in which there is value.
• Each DO has, as an essential element, an associated
unique persistent identifier.
• Assumes many different kinds of Information Systems
will exist over time.
• Supports interoperability! Security!

Fundamental Properties of the
DOArchitecture
• Based on the same architectural ideas
embedded in the Internet’s architecture, and
which have sustained its evolution, the three
most important characteristics being:
– Open Architecture (defined protocols &
interfaces)
– Independence from the underlying technology
– Minimized Complexity for users

• It is a non-proprietary architecture and is
publicly available without charge.

Components of the DO Architecture
• Identifier/Resolution mechanism that allots
identifiers and resolves such identifiers to
“state information” about the associated
digital objects (DOs) - - a resolution request
yields an identifier record;
• Repositories that store DOs and enable access
via their identifiers; and
• Registries that store metadata about DOs and
are used for searching.

Why the DO Architecture
• Provide a uniform conceptual approach to managing
information in digital form and to interact directly with
that digital information
• Enables DOs & other clients to find DOs from
metadata, to access them by use of identifiers
• Enables interoperability between DOs using the Digital
Object Interface Protocol (DOIP)
• Security is enabled by the DOIP, but made available
separately by the computational environment in which
its embedded.
• “Datatypes” & Datatype registries are critical to
understanding a DO by computer or otherwise; And for
large data sets, more generally.

DOIP Protocol
• The Digital Object Interface Protocol (DOIP) is a simple,
but powerful conceptual protocol for software
applications (“clients”) to interact with “services”
which could be either the digital objects or the
information systems that manage those digital objects.
• The DOIP Specification (version 2.0) will be conveyed
by CNRI to the DONA Foundation in the coming weeks
for public release – https://www.dona.net
• The DOIP enables a user (or another DO) to interact
with a DO based on the use of associated identifiers
– Each action is represented by a DO; and the interface
conveys the action’s identifier (ID1);
– Each target of an action is also a DO; and the interface
conveys that identifier as well (ID2);

Other Properties of a Request
•
•
•
•

Request ID
Client ID
Input to be handled by the operation
Optional information for authentication &
serialization
• Basically the same for a response plus status
minus request details
• Unless otherwise stated, all values (other than
serialized data) are encoded in UTF-8

Basic Operations
•
•
•
•
•
•

Hello
Op.Create
Op.Retrieve – some or all of a DO
Op.Update
Op.Delete
Op.Search – using metadata managed by a given
DOIP services
• ListOperations – supported by the given service
• Also core types and a way to describe “Extended
Operations”

Framework for Discovery
ITU-T Recommendation X.1255
• Based largely on the DO Architecture, X.1255:
“Framework for discovery of identity management
information” was approved in September 2013.
• Focused specifically on discovery and access to
information in digital form, structured as digital
objects, X.1255 is applicable to operational
requirements for information management more
generally.
• For purposes of X.1255, a digital object is defined as a
digital entity; The notion of a DO and a DE are
nominally identical and may be referred to
interchangeably.
• X.1255 assumes an identifier/resolution mechanism
and describes a data model and interface protocol.
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